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Part Ill
Payment System
Overview
Introduction Part 11l presents the description and processing of the payment system portion of the SET
protocol, including all messages related to authorization, capture, and management of the
payment system.
Organization Part Ill includes the following chapters:
Chapter Title Contents Pags
1 Common Data and Flows Presents data structures used 368
throughout the protocol, and
describes the message flows
embodied in the protocol.
2 Cardholder/Merchant Describes the messages exchanged | 404
Messages between the Cardholder and Merchant
applications in the course of the
protocol.
3 Merchant/Payment Gateway| Describes the messages exchanged | 464
Messages between the Merchant and Payment

Gateway applications in the course o
the protocol.

f
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Chapter 1
Common Data and Flows
Overview
Introduction Chapter 1 presents the data structures common to payment messages, and presents the
message flow model for the payment system.
Organization Chapter 1 includes the following sections:
Section Title Contents Page
1 Data Structures Presents data structures common to 369
multiple payment messages.
2 General Flow Presents a summary of a typical payment 400
flow, plus a summary of all messages
which may be present in payment system
flows.
Notation The notation used in the data structure tables (such as Table 1 on page 370) is presented in
Part | on page 93.
Date format Any SET application that receives a date that confaamsional seconds shall retain the

fractional seconds to use in subsequent response mesBhageis.copy the date exactly as
sent
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Section 1
Data Structures

Definition SET messages include several data structures that bear data items which recur from message
to message, representing control structures, recurring application data, etc.

The following tables define logically-related groups of fields that appear in more than one
message. These definitions are presented here for ease of reference.

Data Structure Page
TranslIDs 370
Pl (Payment Instructions) 371
InstallRecurData 377
AuthToken 378
AcgCardMsg 379
CapToken 380
PANData 381
PANToken 382
SaleDetail 383
CommercialCardData 385
MarketAutoCap 387
MarketHotelCap 390
MarketTransportCap 392
Location 394
RRTags 395
BatchStatus 396
TransactionDetail 398
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TranslIDs
Purpose TransIDs provides all the data necessary to uniquely identify the transaction of which the

TransIDs data

LID-C, LID-M,
and PaySysID

Generating XID

PRegDate and
Language

message is a part. In particul@ransiDs enables an entity to relate each message to the
transaction of which it is a part as well as to the request/respongsiped-the
requestiresponse-pairs-can-oceuronly-oncetn-each-transaction)

TranslDs {LID-C, [LID-M], XID, PReqDate, [PaySysID], Language }

LID-C Local ID; convenience label generated by and for Cardholder
system

LID-M Local ID; convenience label generated by and for Merchant system.

XID Globally unique ID.

PReqDate Date of purchase request; generated by MerchafiiitRes or by
Cardholder inPReq.

PaySysID Used by some payment card brands to label transaction from time of
authorization onward

Language Cardholder’s natural language

Table 1: TransIDs Data

LID-C, LID-M, andPaySysID are identifiers which are assigned, respectively, by the
Cardholder, Merchant, and payment system infrastructure to tag transactions in a manner
convenient for each of them; however, other parties may not assume characteristics of these
labels.LID-M may often be used to hold the Merchant’s order number associated with the
transaction.

XID is a transaction ID usually generated by the Merchant system, unless there is no
PInitRes, in which case it is generated by the Cardholder system. It is a randomly-generated
20-byte variable that is globally unique (statistically). Merchant and Cardholder systems
shall use appropriate random number generators to ensure the global uniquitiess of

PRegDate provides the date of the transaction startleamtjuage provides the language
the Cardholder requests for the transaction. They are included here for convenience so that
they travel with each message.
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Pl (Payment Instructions)

Purpose

Variations

Two parts

Purchase
amount

PI (Payment Instructions) is the most central and sensitive data structure in SET. It is used to
pass the data required to authorize a payment card payment from the Cardholder to the
Payment Gateway, which will use the data to initiate a payment card transaction through the
traditional payment card financial network. The data is encrypted by the Cardholder and
sent via the Merchant, such that the data is hidden from the Merchant unless the Acquirer
passes the data back to the Merchant.

There are three versions of the

PlUnsigned Created by a Cardholder with no signature certificate. Used in a
PRegUnsigned message.

Data integrity is provided through the addition of a hash oPthegata
which is protected in the OAEP block. No source authentication is
provided by this mechanism.

PIDualSigned Created by a Cardholder that possesses a signature certificate. Used in a
PRegDualSigned message.

The Cardholder signature authenticates the source as well as proviging
data integrity.

AuthToken Created by the Payment Gateway. The Merchant extrack foe later
incorporation intcAuthReq .

This version is used to support split shipmentsiastillment or
recurring payments, and is passed back from the Payment Gateway after

initial authorization to be used to request subsequent authorizations.

Table 2: Pl Variations

The Payment Instructions consist of two parts:

PANData contains the payment card data and is provided stronger cryptographic
treatment.

PlData contains all other payment data, transaction data, and cryptographic
support variables.

Table 3: PI Parts

If InstallRecurData _exists (that is, if the Pl is for installment or recurring payments, as
discussedn page375), PurchAmt reflects the anticipated totalirchase amourgtgreed
upon between the Merchant and the Cardholdé¢her than the amount of any one payment

Continued on next page
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Pl (Payment Instructions),

Pl data

continued

Pl < PlUnsigned, PIDualSigned, AuthToken >
Cardholder create®lUnsigned or PIDualSigned .
Payment Gateway creat@sithToken to support split shipments or
installment/recurring payments.
Merchant shall retain th@I for later incorporation intcAuthReq .
PlUnsigned EXH(P, PI-OlLink, PANToken)
See page 382 f&*ANToken .
PIDualSigned {PISignature, EX L(P, PI-OlLink, PANData)}
See page 381 fatANData.
AuthToken See page 378.
PI-OlLink L(PIHead, OlData)
See page 373 fd*IHead. See page 436 f@IData.
PISignature SO(C, PI-TBS)
PI-TBS {HPIData, HOIData}
HPIData DD(PIData)
HOIData DD(OlData)
See page 436 f@IData.
PlData

{PIHead, PANData}
See page 373 fd?IHead.
See page 381 fa*ANData.

Table 4: Pl Data

Continued on next page
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Pl (Payment Instructions),

continued

PIHead data
PlHead {TransIDs, Inputs, MerchantID, [InstallRecurDatal,
TransStain, SWident, [AcqBackKeyData],
[PIExtensions]}
TransIDs See page 370.
Inputs {HOD, PurchAmt}
MerchantID

Copied from Merchant signature certificate

InstallRecurData

See page 377.

TransStain HMAC(XID, CardSecret)

SWident String identifying the software (vendor and version) initiating
the request. It is specified in tRé so the Payment Gateway
knows the software of the Cardholder.

AcgBackKeyData {AcqBackAlg, AcqBackKey}

PIExtensions

The data in an extension to the payment instructisastshall

be financial and should be important for the processing of gn

authorization by the Payment Gateway, the financial netwo
or the Issuer.

Table 5: PIHead Data

kv

Continued on next page
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Pl (Payment Instructions),

continued

PIHead data (continued)

[e.

HOD The same value as placed@iData. See ‘OlDatd on
page 436
PurchAmt The amount of the transaction as specified by the Cardhold
XID Copied froniTransIDs ; see page 370
CardSecret See ‘PANDatad in Part Il on page 271.
AcqBackAlg Selected from Encryption IDs in Payment Gateway certifical
AcqBackKey Key forAcqCardMsg of an appropriate length for
AcgBackAlg
Table 5: PIHead Data,continued
Pl _ext(_ansion SET Payment Gateway certificates include a private certificate exteB&diExtensions .
guidelines This certificate extension lists the object identifiers of the message extensions that the

Payment Gateway can process in payment instructions. Cardholder sefamahall use
this data to ensure that no unrecognized critical extension is put into the payment instructions
(in PIExtensions or inlnstallRecurData .SIRExtensions ). See Part I, page 336, for

further detail.
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InstallRecurData

Purpose

Recurring -
Frequency

Recurring -
Expiry

InstallRecurData allows the Cardholder to authorize installment or recurring payments.
This component of thBI (Payment Instructions) is copied into the authorization token
(AuthToken) described on page 378.

RecurringFrequency indicates the minimum number of days between authorizations. A
frequency of monthly is indicated by a value of 2Be earliest possible date feeich
authorization is based on the actual datihefpriorauthorizationFor example, if
recurring Frequency is 28, the following authorization dates are acceptable
typical authorization dates earliest possible authorization dates

1/31/99 1/31/99

2/28/99 2/28/99

3/31/99 3/28/99

4/30/99 4/25/99

5/31/99 5/23/99

6/30/99 6/20/99

Later authorizations are acceptable (ur@durringExpiry ).

It is the responsibility ofite CardholdemndPayment @tewaysoftwareto ensure that
recurring Expiry is not later than the card expiration date

Note:The card needs to be valuily at the time of authorizatioit is not a problenif it
expires between authorization and capture.

Continued on next page
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InstallRecurData, continued

Create
InstallRecurData

Step Action
1 Receive as input:

installTotalTrans an integer representirtge maximum number |
of permitted authorizations for installment
payments (optional)

recurringFrequency an integer representirije minimum number |
of days between authorizations (optional)

recurringExpiry the final date after which no further
authorizations are permitted (optional)

Note: EitherinstallTotalTrans will be provided or botlecurringFrequency
andrecurringExpiry  will be provided; no other combination is valid.

2 If installTotalTrans is not provided, continue with Step 4.
Otherwise, construdhstallRecurind

installTotalTrans installTotalTrans

3 Append the result of Step 2 to the tag [0] and continue with Step 7.

ConstrucRecurring

recurringFrequency recurringFrequency
recurringExpiry recurringExpiry

5 ConstructnstallRecurind
recurring the result of Step 4

Append the result of Step 5 to the tag [1].

ConstructnstallRecurData
installRecurind the result of Step 3 or Step 6

irExtensions any message extension(s) required to suppqrt
additional business functions (optional)

8 Return the result of Step 7.

Continued on next page
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InstallRecurData, continued

InstallRecurData

InstallRecurData

{InstallRecurind, [IRExtensions]}

InstallRecurind

< InstallTotalTrans, Recurring >

IRExtensions

The data in an extension to installment or recurring datest
shall be financial and should relate to the processing of

subsequent authorizations by the Merchant and the Paymer
Gateway.

Note: The installment/recurring data is not transmitted to the
Issuer.

—

InstallTotalTrans

Cardholder specifies a maximum number of permitted
authorizations for installment payments.

Recurring

{RecurringFrequency, RecurringExpiry}

RecurringFrequency

The minimum number of days between authorizations (a
frequency of monthly is indicated by a value of 28).

RecurringExpiry

A final date after which no further authorizations are permittg

Table 6: InstallRecurData
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AuthToken
Purpose AuthToken represents data required by the Payment Gateway for subsequent authorizations

AuthToken data

of a transaction. It is provided by the Payment Gateway when authorization for part of an
order is made. As long as the transaction is incompletauthToken is returned. Once the
transaction is completed, no makathToken s are required or provided. The Payment
Gateway updates theuthToken as necessary, and only the Payment Gateway can read the
data it contains.

AuthToken EncX(P1, P2, AuthTokenData, PANToken)

AuthTokenData {TransIDs, PurchAmt, MerchantID, [AcqBackKeyData],
[InstallRecurData], [RecurringCount], PrevAuthDateTime,
TotalAuthAmount, AuthTokenOpaque}

PANToken

TranslDs

PurchAmt Fields copied from Cardholder-produc&iHead. See page 373.

MerchantID

AcgBackKeyData

InstallRecurData See page 377.

RecurringCount Number of recurring authorizations performed so far.

PrevAuthDateTime | Date and time of Merchant's last authorization in a sequence o
recurring authorizations.

TotalAuthAmount The total amount authorized so far by all authorizations for this
XID.

AuthTokenOpaque Opaque data defined by the generating Payment Gateway.

Table 7: AuthToken Data
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AcgCardMsg
Purpose This field provides a mechanism for an Acquirer to send a message back to the Cardholder

without exposing it to the Merchant. It may be sent after the Payment Gateway has received
the AuthReq message from the Merchant.

AcgCardMsg
data
AcqCardMsg EncK(AcqBackKeyData, P, AcqCardCodeMsg)
AcqBackKeyData is supplied by the Cardholder in tRé. The
encrypted message is destined to the Cardholder.
AcgBackKeyData Copied fromPIHead.AcqBackKeyData ; see page 373.
AcqCardCodeMsg {AcqCardCode, AcqCardMsgData}
AcqCardCode Enumerated code. See page 379.
AcqCardMsgData {[AcqCardText], [AcqCardURL], [AcqCardPhone]}
AcqCardText Textual message to be displayed to cardholder.
AcqCardURL URL referencing HTML message to be displayed to cardholdefr.
AcqCardPhone Phone number to be presented to the cardholder.
Table 8: AcqCardMsg Data
Notes AcqCardMsg is tunneled from the Acquirer to the Cardholder through the Merchant. The

Cardholder sends the symmetric key needed to decrypt it to the MerchanPInttiee
Merchant passdbe keyto the Payment Gatewayhe Merchant receivescqCardMsg in
AuthRes and shall copy it tRes andingRes.

This optional field is available only if supported by the profile of a payment card brand via
the Payment Gateway’s encryption certificg@ert-PE).

AcgCardCode The following values are defined féicqCardCode.

messageOfDay A message the Acquirer wishes to display to all users.

accountlnfo Information about the account to be passed back to the usef.

callCustomerService Prompts the application to display a message requesting that
the user call Customer Service. T

Table 9: Enumerated Values forAcqCardCode
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CapToken
Purpose If authorization without capture is requested, the Payment Gateagygeneratea capture

CapToken data

token and returns it as partAfithRes . CapToken represents data required by the
Payment Gateway for capture of the authorized transaction.

Note: CapToken is optionalatthe Acquirer’s discretionlt is one way to save data for
capture processing, but the data may instead be saved Metbigant systenthe Payment

Gateway systeror any other Acquirer designated system

For example, the Payment Gateway will requireabeount numbefPAN) to process the
capture.To have thd®AN available, he Payment Gatewamay.

» storethe PAN in the transaction recofdnd retain théransaction record until the
authorization expires, or until so much time has passed since the capture khatdhant
can no lmgerperform a credit)or

» populatePANToken as part offapToken in AuthRes , or

« if MerAuthFlagin the MerchantDataprivate extension to thderchant certificatés set to
TRUE, returnPANToken (as described on pa§82)in AuthRes , andextractthe PAN
from thePANToken when it is returned i€apReq.

CapToken < Enc(P1, P2, CapTokenData),
EncX(P1, P2, CapTokenData, PANToken ),
{+>

P1 andP2 denote Payment Gateways:

* P1is the sender.
e P2 is the receiver.

In this version of SETR1 and P2 are always the same Payment

Gateway

CapTokenData {AuthRRPID, AuthAmt, TokenOpaque}

PANToken See page 382.

AuthRRPID TheRRPID that appeared in the correspondifgthReq or
AuthRevReq .

AuthAmt Actual amount authorized, which may differ from Cardholder’s
PurchAmt .

TokenOpaque Opaque data defined by the generating Payment Gateway.

Table 10: CapToken Data

SET Secure Electronic Transaction Specification
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PANData
Purpose PANData contains data that identifies the specific payment card account. The structure is

broken out so that it can conveniently be separated and encrypted under appropriately strong
encryption for sensitive data.

PANData

PANData {PAN, CardExpiry, PANSecret, EXNonce}
Always in the extra (OAEP) slot of an encapsulation operator.

PAN Primary Account Number; typically, the account number on the cargl.

CardExpiry Expiration date on the card.

PANSecret Secret value shared among Cardholder, Payment Gateway, and
Cardholder CA, prevents guessing attack$”@N in the Cardholder
certificate.

EXNonce A fresh nonce to foil dictionary attacks BANData.

Table 11:PANData
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PANToken
Purpose PANToken , like PANData, contains data that identifies the specific payment card account.

PANToken is used wheANSecret is not needed to provide blinding of the data.

» PANToken can always be included @apToken , asCapToken can be read only by
the Payment Gatewahat created it

 PANToken canappear inrAuthRes only if MerAuthFlagin theMerchantDataprivate
extension to the Merchant certificate is set to TRIf/that criteria is met, sending
PANToken to the Merchant is at the discretion of the Acquifayment Gateway-or
further discussion, sé€apTokefi on page380.

PANToken data

PANToken {PAN, CardExpiry, EXNonce}
Always in the extra (OAEP) slot of an encapsulation operator.
PAN Primary Account Number; typically, the account number on the cargl.
CardExpiry Expiration date on the card.
EXNonce A fresh nonce to foil dictionary attacks BANToken .

Table 12: PANToken Data
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SaleDetall
Purpose SaleDetail collects data associated with the sale represented by the payment card

transaction. Itis generated as part of the settlement process between the Merchant and the
Payment GatewaysaleDetail carries data from the Merchant necessary for the Payment
Gateway to produce a clearing request message (for payment) that can be processed by the
Acquirer or financial network for transmission to the Issuer.

SaleDetail data

SaleDetail {[BatchID], [BatchSequenceNum],
[PayRecurInd], [MerOrderNum], [AuthCharind],
[MarketSpecSaleData], [CommercialCardData],
[OrderSummary], [CustomerReferenceNumber],
[CustomerServicePhone], OKtoPrintPhonelnd,
[SaleExtensions]}

Note: This field may appear in aékuthReq with
CaptureNow set toTRUE or in the capture-related
messages; when appearingAnthReq , the fields
noted as originating fromAuthResPayload are not

present.
BatchID Identification of the settlement batch for Merchant-
Acquirer accounting.
BatchSequenceNum The sequence number of this item within the batch.
PayRecurind Enumerated transaction type. See page 384.
MerOrderNum Merchant order number.
AuthCharind Copied fromAuthResPayload ; see page 539.
MarketSpecSaleData {[MarketSpecDatalD], [MarketSpecCapData]}
CommercialCardData Description of items for this capture; see page 385.

Typically, this information is only included for
commercial card products under special arrangement
between the merchant and the customer.

OrderSummary A summary description of the order.

CustomerReferenceNumber A reference number assigned to the order by the
Cardholder.

CustomerServicePhone The merchant’s customer service telephone number

OKtoPrintPhonelnd A Boolean value indicating if the Issuer may print the]
customer service telephone number on the cardholder’s
statement.

Table 13: SaleDetail Data

Continued on next page
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SaleDetail, continued

SaleDetail data (continued)

SaleExtensions

The data in an extension to the sale detailstshall be
financial and should be important for the processing of a
capture request by the Payment Gateway, the financial
network, or the Issuer.

MarketSpecDatalD

Copied fromAuthResPayload ; see page 539.

MarketSpecCapData < MarketAutoCap, MarketHotelCap,
MarketTransportCap >
Market-specific capture data.
MarketAutoCap Automobile rental charge description. See page 387.
MarketHotelCap Hotel charge description. See page 390.
MarketTransportCap Passenger transport data. See page 392.
Table 13: SaleDetail Datacontinued
PayRecurind The following values are defined fBayRecurind .
unknown The type of transaction is unknown.

singleTransaction

recurringTransaction

The transaction consists of multiple authorizations and
captures that are repeated on a regular basis.

installmentPayment

The transaction consists of multiple authorizations and
captures that are performed a fixed number of times.

otherMailOrder

Any other mail order transaction.

Table 14: Enumerated Values forlPayRecurind

Continued on next page

The transaction consists of a single authorization and capture.
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SaleDetail, continued

CommercialCardData

CommercialCardData

{[Chargelnfo], [MerchantLocation], [ShipFrom],
[ShipTo], [ItemSeq]}

Chargelnfo

{[TotalFreightShippingAmount],
[TotalDutyTariffAmount],
[DutyTariffReference],
[TotalNationalTaxAmount],
[TotalLocalTaxAmount],
[TotalOtherTaxAmount], [TotalTaxAmount],
[MerchantTaxID], [MerchantDutyTariffRef],
[CustomerDutyTariffRef],
[SummaryCommodityCode], [MerchantTypel}

MerchantLocation

Location ; see page 394

ShipFrom Location ; see page 394
ShipTo Location ; see page 394
ltemSeq {ltem +}

1 to 999 item level detail records

TotalFreightShippingAmount

The total amount added to the order for shipping an
handling.

TotalDutyTariffAmount

The total amount of duties or tariff for the order.

DutyTariffReference

The reference number assigned to the duties or tari
for the order.

—

TotalNationalTaxAmount

The total amount of national tax (sales or VAT) app
to the order.

ied

TotalLocalTaxAmount

The total amount of local tax applied to the order.

TotalOtherTaxAmount The total amount of other taxes applied to the order

TotalTaxAmount The total amount of taxes applied to the order.

MerchantTaxID The tax identification number of the Merchant.

MerchantDutyTariffRef The duty or tariff reference number assigned to the
merchant.

CustomerDutyTariffRef The duty or tariff reference number assigned to the

cardholder.

Table 15: CommercialCardData

Continued on next page
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SaleDetail, continued

CommercialCardData (continued)

SummaryCommodityCode

The commodity code that applies to the entire order].

MerchantType The type of merchant.

Item {Quantity, [UnitOfMeasureCode], Descriptor,
[CommodityCode], [ProductCode], [UnitCost],
[NetCost], Discountind, [DiscountAmount],
[NationalTaxAmount], [NationalTaxRate],
[NationalTaxType], [LocalTaxAmount],
[OtherTaxAmount], ItemTotalCost}

Quantity The quantity for the line item.

UnitOfMeasureCode The unit of measure for the line item.

Descriptor A description of the line item.

CommodityCode The commodity code for the line item.

ProductCode The product code for the line item.

UnitCost The unit cost of the line item.

NetCost The net cost per unit of the line item.

Discountind

Indicates if a discount was applied.

DiscountAmount

The amount of discount applied to the line item.

o

NationalTaxAmount The amount of national tax (sales or VAT) applied t
the line item.

NationalTaxRate The national tax (sales or VAT) rate applied to the i
item.

NationalTaxType The type of national tax applied to the line item.

LocalTaxAmount The amount of local tax applied to the line item.

OtherTaxAmount

The amount of other taxes applied to the line item.

ItemTotalCost

The total cost of the line item.

Table 15: CommercialCardData,continued

Continued on next page
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SaleDetail, continued

MarketAutoCap
data

MarketAutoCap

{[RenterName], [RentalLocation],
RentalDateTime, [AutoNoShow],
[RentalAgreementNumber], [ReferenceNumber],
[InsuranceType], [AutoRatelnfo],
[ReturnLocation], ReturnDateTime,
AutoCharges}

RenterName

The name of the person renting the vehicle.

RentalLocation

Location ; see page 394.

RentalDateTime

The date (and optionally time) the vehicle was rented.

|=)

AutoNoShow Enumerated code indicating that the customer failed t
show up to rent the vehicle as scheduled. See page 3

RentalAgreementNumber The rental agreement number.

ReferenceNumber The rental reference number.

InsuranceType The type of insurance selected by the renter.

AutoRatelnfo

{AutoApplicableRate, [LateReturnHourlyRate],
[DistanceRate], [FreeDistance],
[VehicleClassCode], [CorporatelD]}

ReturnLocation

Location ; see page 394.

ReturnDateTime

The date (and optionally time) the vehicle was returned.

o

AutoCharges

{RegularDistanceCharges, [LateReturnCharges],
[TotalDistance], [ExtraDistanceCharges],
[InsuranceCharges], [FuelCharges],
[AutoTowingCharges],
[OneWayDropOffCharges], [TelephoneCharges],
[ViolationsCharges], [DeliveryCharges],
[ParkingCharges], [OtherCharges],
[TotalTaxAmount], [AuditAdjustment]}

AutoApplicableRate

<DailyRentalRate, WeeklyRentalRate>

LateReturnHourlyRate

The hourly charge for late returns.

Table 16: MarketAutoCap Data

Continued on next page
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SaleDetail, continued

MarketAutoCap data (continued)

DistanceRate

The rate charged per mile in excess of any free distan
allowance.

FreeDistance

The distance the vehicle can travel per day without
incurring an additional charge.

VehicleClassCode

The class of vehicle rented.

CorporatelD

The corporate identification number that applies to the
rental rate.

RegularDistanceCharges

The amount of charges for the rental (excluding extras

classified below).

LateReturnCharges

The amount of charges for returning the vehicle after {
date and time due back.

TotalDistance

The total distance the vehicle was driven.

ExtraDistanceCharges

The amount of the charges resulting from exceeding t
free distance allowance.

InsuranceCharges

The amount of charges resulting from insurance.

FuelCharges

The amount of refueling charges.

AutoTowingCharges

The amount of charges resulting from towing.

OneWayDropOffCharges

The amount of the drop-off charges resulting from a
oneway rental.

TelephoneCharges

The amount of charges resulting from the use of the
rental vehicle telephone.

ViolationsCharges

The amount of charges resulting from violations asses
during the rental period.

ce

he

sed

DeliveryCharges

The amount of charges resulting from the delivery of t
rental vehicle.

al

ParkingCharges The amount of charges resulting from parking the renf
vehicle.

OtherCharges The amount of other charges not classified elsewhere|

TotalTaxAmount The total amount of taxes applied to the rental.

AuditAdjustment The amount the transaction was adjusted as a result

auditing by the rental company.

=

DailyRentalRate

The daily rental rate.

WeeklyRentalRate

The weekly rental rate.

Table 16:

MarketAutoCap Data, continued

Continued on next pal

ge
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SaleDetail, continued

AutoNoShow The following values are defined fAutoNoShow . |
normalVehicle The rental vehicle was not a special type |
specialVehicle The rental vehicle was a special type |

Table 17: Enumerated Values forAutoNoShow

Continued on next page
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SaleDetail, continued

MarketHotelCap
data

MarketHotelCap {ArrivalDate, [HoteINoShow], DepartureDate,
[DurationOfStay], [FolioNumber], [PropertyPhone],
[CustomerServicePhone], [ProgramCode],
[HotelRatelnfo], HotelCharges}

ArrivalDate

The date the cardholder checked in (or was scheduled to
check in) to the hotel.

HotelINoShow

Enumerated code indicating that the customer failed to ch
in to the hotel as scheduled. See page 391.

eck

DepartureDate The date the cardholder checked out of the hotel.

DurationOfStay The number of days the cardholder stayed in the hotel.

FolioNumber The folio number.

PropertyPhone The telephone number of the hotel.

CustomerServicePhone The customer service telephone number (of the hotel or th
hotel chain).

ProgramCode A code indicating the type of special program that applies

the stay.

HotelRatelnfo

{DailyRoomRate, [DailyTaxRate]}

HotelCharges

{RoomCharges, [RoomTax], [PrepaidExpenses],
[FoodBeverageCharges], [RoomServiceCharges],
[MiniBarCharges], [LaundryCharges],
[TelephoneCharges], [BusinessCenterCharges],
[ParkingCharges], [MovieCharges],
[HealthClubCharges], [GiftShopPurchases],
[FolioCashAdvances], [OtherCharges],
[TotalTaxAmount], [AuditAdjustment]}

DailyRoomRate

The daily room rate. This value includes applicable taxes
unless thdailyTaxRate is specified.

DailyTaxRate

The amount of taxes applied to the daily room rate.

Table 18: MarketHotelCap Data

Continued on next page
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SaleDetail, continued

MarketHotelCap data (continued)

HotelINoShow

RoomCharges The total amount charged for the room (excluding extras
classified below).

RoomTax The amount of tax applied to tRwomCharges .

PrepaidExpenses The total amount of pre-paid expenses.

FoodBeverageCharges The total amount of food and beverage charges.

RoomServiceCharges The total amount of room service charges.

MiniBarCharges

The total amount of mini bar charges.

LaundryCharges

The total amount of laundry charges.

TelephoneCharges

The total amount of telephone charges.

BusinessCenterCharges

The total amount of business center charges.

ParkingCharges

The total amount of parking charges.

MovieCharges

The total amount of in-room movie charges.

HealthClubCharges

The total amount of health club charges.

GiftShopPurchases

The total amount of gift shop purchase charges.

FolioCashAdvances

The total amount of cash advances applied to the room.

OtherCharges

The total amount of other charges (not classified above).

TotalTaxAmount

The total amount of taxes applied to the bill.

Audit -Adjustment

The amount the transaction was adjusted as a result of
auditing by the hotel.

Table 18: MarketHotelCap Data, continued

The following values are defined fbtotelNoShow .

guaranteedlLateArrival

Indicates the reservation was made with guaranteed late

arrival

Table 19: Enumerated Values forHotelNoShow

Continued on next page
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SaleDetail, continued

MarketTransportCap
data
MarketTransportCap {PassengerName, DepartureDate, OrigCityAirport,
[TripLegSeq], [TicketNumber], [TravelAgencyCode],
[TravelAgencyName], [Restrictions]}
PassengerName The name of the passenger to whom the tickets were issued
DepartureDate The departure date.
OrigCityAirport The city of origin for the trip.
TripLegSeq {TripLeg +}
1to 16TripLeg records.
TicketNumber The ticket number.
TravelAgencyCode The travel agency code.

TravelAgencyName

The travel agency name.

Restrictions

Enumerated code indicating restrictions on refunds or changg
See page 393.

TripLeg {DateOfTravel, CarrierCode, ServiceClass,
StopOverCode, DestCityAirport, [FareBasisCode],
[DepartureTax]}

DateOfTravel

The date of travel for this trip leg.

CarrierCode

The carrier code for this trip leg.

ServiceClass

The class of service for this trip leg.

StopOverCode Enumerated code indicating whether stopovers are permitted for
this trip leg. See page 393.
DestCityAirport The destination city for this trip leg.
FareBasisCode The fare basis code for this trip leg.
DepartureTax The departure tax for this trip leg.
Table 20: MarketTransportCap Data
Continued on next page
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SaleDetail, continued

Restrictions The following values i defined folRestrictions .

unspecifiedRestrictions

Unspecified restrictions

Table 21: Enumerated Values forRestrictions

StopOverCode The following values are defined f8topOverCode .

noStopOverPermitted

No stop over permitted on this trip

stopOverPermitted

Stop over was allowed on this trip

Table 22: Enumerated Values forStopOverCode
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Location
Location data Location is used repeatedly BaleDetail , as well as ilAuthRegPayload .

Location {CountryCode, [City], [StateProvince], [PostalCode],

[LocationID]}

CountryCode The I1SO 3166 country code for the location.

City The city name of the location.

StateProvince The name or abbreviation of the state or province.

PostalCode The postal code of the location.

LocationID An identifier that the merchant uses to specify one of its locations.

Table 23:Location Data
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RRTags
Purpose RRTags carries message identification data; in partici®PID serves as th&tatistically

unique identifier for a message pair.

RRTags data

RRTags {RRPID, MerTermIDs, Date}

RRPID Fresh request/response pair ID.

MerTermIDs {MerchantID, [TerminallD], [AgentNum], [ChainNum],
[StoreNum]}

Date Current date for aging logs.

MerchantID Cardholder inserts this data iRIHead. It is copied fromMerID in the
Merchant signature certificate.

TerminallD Merchant inserts this data iAuthReq .

AgentNum Merchant inserts this data ituthReq .

ChainNum Merchant inserts this data iAuthReq .

StoreNum Merchant inserts this data iluthReq .

Table 24:RRTags Data
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BatchStatus
Purpose To send the status of a batch from a Payment Gateway to a Merchant or vice versa.
BatchStatus Note: The term&debif’ and“credif’ reflect the impact of the transactionstbe Merchans
data account.

BatchStatus {OpenDateTime, [ClosedWhen], BatchDetails,

[BatchExtensions]}
OpenDateTime The date and time the batch was opened.
ClosedWhen

{CloseStatus, CloseDateTime}

BatchDetails

{BatchTotals, [BrandBatchDetailsSeq]}

BatchExtensions

The data in an extension to the batch administration
messagenustshall be financial and should be importan
for the processing of the batch administration request

CloseStatus

Enumerated code indicating status of batch close. Se
page 397.

11°

CloseDateTime

The date and time the batch was closed.

BatchTotals

{TransactionCountCredit,
TransactionTotalAmtCredit,
TransactionCountDebit,
TransactionTotalAmtDebit,
[BatchTotalExtensions]}

BrandBatchDetailsSeq

{BrandBatchDetails +}

TransactionCountCredit

The number of transactions that resulted in a credit to
merchant's account.

the

TransactionTotalAmtCredit

The total amount credited to the merchant's account.

TransactionCountDebit

The number of transactions that resulted in a debit to
merchant's account.

the

TransactionTotalAmtDebit

The total amount debited from the merchant's accoun

L.

Table 25:BatchStatus Data

Continued on next page
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BatchStatus, continued

BatchStatus data (continued)

BatchTotalExtensions

The data in an extension to the batch administration

messagenustshall be financial and should be important |

for the processing of the batch administration request

Note: Information regarding the processing of the
request itself should appear in an extension to
BatchAdminResData ; information regarding the
status of a batch should appear in an extension to
BatchStatus ; information regarding detail for an item
within the capture batch should appear in an extensio
TransactionDetall .

N to

BrandBatchDetails

{BrandID, BatchTotals}

BrandID Payment card brand (without product type).
Table 25: BatchStatus Datacontinued
CloseStatus The following values are defined f@loseStatus .

closedByMerchant

The batch was closed by the Merchant

closedByAcquirer

The batch was closed by the Acquirer

Table 26: Enumerated Values forCloseStatus
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TransactionDetalil

Purpose To send details of the transactions in a batch from a Payment Gateway to a Merchant or vice
versa.

Transaction- There § oneTransactionDetail recordfor eachCapReq or CredReq itemthat has not

Detail data been subsequently revedsendonefor eachCapRevReq or CredRevReq item which

reverses a message that has already been proc€kaed,if the batchthat containg given
CapReqg or CredReq itemis still open wherthe Merchantlecides to reverséhat message
theitemis deleted from the batdlthe TransactionDetail is discarded)However, if the
batch is closed, the reversslplacedn a new batcland a TransactionDetail recad is
created for it

TransactionDetail {TransIDs, AuthRRPID, BrandID, BatchSequenceNum,
[ReimbursementID], TransactionAmt,
TransactionAmtType, [TransactionStatus],
[TransExtensions]}

TransIDs The transaction identifiers from the authorization/capture
processing of the item. See page 370.

AuthRRPID TheRRPID that appeared in the correspondiAgthReq or
AuthRevReq .

BrandID Payment card brand (without product type).

BatchSequenceNum The sequence number of this item within the batch.

ReimbursementlD Enumerated code indicating the type of reimbursement for the
item. See page 399.

TransactionAmt The amount for item of the type indicated by

TransactionAmtType . The amount is always specified as a
positive value.

TransactionAmtType Enumerated code indicating the type of amount (credit or delpit)

TransactionStatus Enumerated code indicating the result of passing the transaction
to thenext-upstrearfirst non-SETsystem. See page 399. |
TransExtensions The data in an extension to the batch administration message

mustshall be financial and should be important for the |
processing of the batch administration request.

Note: Information regarding the processing of the request itself
should appear in an extensionBatchAdminResData ;
information regarding the status of a batch should appear in an
extension t@BatchStatus ; information regarding detail for an
item within the capture batch should appear in an extension to
TransactionDetail . 1

Table 27: TransactionDetail Data

Continued on next page
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TransactionDetail, continued

ReimbursementlD The following values are defined f&eimbursementID . |
unspecified Unknown or does not appear elsewhere irh
standard Standard interchange rate.
keyEntered Interchange rate for key-entered

transactions.
electronic Interchange rate for electronic transactions.
additionalData Interchange rate for transactions that

include additional clearing data.

enhancedData Interchange rate for transactions that
include data enhancements (such as
additional authorization-related data).

marketSpecific Interchange rate for transactions within a
specific market segment (such as Passengd
Transport).

Table 28: Enumerated Values forReimbursement|D

TransactionStatus The following values are definddr TransactionStatus . |

success The transaction was successfully passed (o
thefirst nonSETprocessing system

unspecifiedFailure The transaction failed to pass to tfiest
non-SETprocessing system.

Table 29: Enumerated Values forTransactionStatus
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Section 2
General Flow

Payment Flow

Request / The main flow for SET payment processing involves paired request/response messages

response between Cardholder and Merchant, and between Merchant and Payment Gateway. Each pair

message pairs of messages supports a step in the payment process. There is a basic set of required pairs, and
additional optional pairs.

Purchase The PReg/PRes message provide the basic purchase process between the Cardholder and
the Merchant. Th®Res message may be returned immediately as in Figure 1 on page 401,
or at any time later in the protocol. The data returned will depend on the stage of the protocol
at which thePRes is returned.

Authorization Authorization is performed by means of thethReq /AuthRes messages exchanged
between the Merchant and the Payment Gateway. Authorization provides the Merchant
approval by the Issuer to continue processing.

Capture Capture may be accomplished with @@pReq/CapRes message pair exchanged between
messages the Merchant and the Payment Gateway. This activity completes the purchase for the
Payment Gateway, and results in the actual charge against the cardholder’s account.

Continued on next page
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Payment Flow, continued

Protocol Figure 1 below shows a typical example of a payment protocol flow. Optional messages are
summary written in italics.
Acquirer
Cardholder Merchant Payment
Gateway
PinitReq
—
PInitRes
—
PReq
—
AuthReq
—
AuthRes
—
PRes
—
CapReq
CapRes
—

Figure 1: Payment Protocol Flow

Continued on next page
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Payment Flow, continued

Payment flow Figure 2 (which continues on the next page) shows a more elaborate example of the messages

options which may occur in processing a transaction. Optional messages are shown in italics. Each
message is described in the following sections: Cardholder/Merchant messages on page 404
and Merchant/Payment Gateway messages beginning on page 464.

In addition to the messages shown, certain messages may be reversed:

this message: may be reversed by sending this to which the
message: response is:
AuthReq partially or completely| AuthRevReq AuthRevRes
CapReq completely CapRevReq CapRevRes
CredReq completely CredRevReq CredRevRes

Note: Other orderings of the messages are also allowed.

Acquirer
Cardholder Merchant Payment

Gateway

PinitReq

PInitRes

—

PReq

—

PRes

—

AuthReq

—

AuthRes

—

IngReq

IngRes

—

Figure 2: Payment Flow Options

Continued on next page
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Payment Flow, continued

Payment flow options  (continued)

l I Acquirer
Cardholder Merchant Payment
Gateway
CapReq
CapRes
—
IngReq
IngRes
—
CredReq
—
CredRes
—
IngReq
—
IngRes
—
Error Error
(may occur in response to any message) (may occur in response to any message)
ﬁ ﬁ

Figure 2: Payment Flow Options (continued)
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Chapter 2
Cardholder/Merchant Messages
Overview
Introduction Chapter 2 describes messages exchanged between the Cardholder and Merchant.
Organization The following sections are included:
Section Title Contents Pagsd
1 Payment Initialization Presents thBInitReq andPInitRes 405

Request/Response Processingmessages, which support initializatiof
of the protocol, including selection of
the payment card and exchange of
certificates.

2 Purchase Request/ResponsePresents thBReq andPRes 422
Processing messages, which encompass the
purchase transaction between the
Cardholder and Merchant.

3 Inquiry Request/Response | Presents thtngReq andingRes 456
Processing messages, enabling the Cardholder tp
query the Merchant regarding the
status of the transaction.
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Section 1
Payment Initialization Request/Response Processing

Overview
Introduction The payment initialization processing consists of two messages, a request from a Cardholder
to Merchant and a response from the Merchant to the Cardholder.
Acquirer
Cardholder Merchant Payment
Gateway
PInitReq
—
PInitRes
—
Figure 3: PInitReq /PInitRes Message Pair
Purpose The purpose of this message pair is to obtain certificates and CRLs for the Cardholder. In the

absence of this message pair, this data must be obtained through some other means (such as a
CD-ROM). These messages are usually preceded by a shopping phase and a SET Initiation
Process.

The request messadge@nitReq :

« identifies the Cardholder’s preferred language,

» provides enough data about the cardholder’s selection of a payment card to enable th
Merchant software to select an appropriate Payment Gateway certificate,

» provides a local Cardholder-defined identifier for the transaction,
» sends a challenge variable to ensure freshness of the response message, and

« mayincludes Thumbprints of relevant certificates and CRLs already held by the |
Cardholder (so that the Merchant need not re-send those certificates and CRLS).

The response messagrnitRes :

 contains needed certificates and CRLs (in the signature), as well as the
BrandCRLIdentifier ;

» establishes a Merchant date and¥#b; and

* returns the Cardholder’s challenged Thumbprintsadding a challenge generated by the |
Merchant.

Continued on next page
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Overview, continued

Variations These messages may be omitted in non-interactive environments, with the data in these
messages provided by off-line mechanisms (such as CD-ROM) and the challenges omitted;
there is therefore less guarantee of message freshness.
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7

Cardholder Prepares for PlnitReq

Transition from

shopping

Order record

At the conclusion of shopping, the cardholder will indicate readiness to beqgin payment. As

part ofthe transition, an initiation process vidlke place:

» For off-line transactions, such as shopping from a CD-ROM, the transition will be definpd

by the application.

» For on-line transactions, such as shopping via the World Wide Web, the most commor

transition uses the process described irStE€ External Interface GuidéSe€e* Related

documentatiohin the Preface.)

For the purposes of this documentation, a logical record is defined cont@@iaiopm the

shopping phase that applies to the payment phase. The actual implementegikbecthg

and passing thidatais at the discretion of the application developer.

OrderRecord

{ od, purchAmt, [avsDatal, [marketData], [installRecur Data],

brandIDs, [lid-M] , [ext], [extOIDs] }

od

The order descriptignwhich contains text that is displayable to the
user. If supported by both the merchant and the cardholder
applications, other formats (such as HTML) may be used to includ
formatting information. A method of using other formats is describ
in the SET External Interface Guide. (S&xdated documentatidnin

the Preface.)

@

2d

purchAmt

The amount of the transaction.

avsData

Cardholder billing addressSee pag&07.

marketData

Market-specific authorization dat&eeMarketSpecAuthData on
page507.

installRecurData

Data about installment or recurring paymengee pag875

brandIDs A list of brand identifiers indicating the type of payment cards
accepted by the merchant

lid-M A unique localdentifier assigned by the merchant (optional)

ext Any message extension(s) required to support additional businessg
functions and associated withd

extOIDs

The object identifiers that identiéxt

Table 30:OrderRecord Data

Continued on next pal

ge
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Cardholder Prepares for PInitReq, continued

Prepare for The Cardholder application requires cert@é@tato begin processind.he following
payment. processingequenc@rovide one methotb obtan thatdata
initialization
Step Action
1 Receive as inpufrom the initiation process or an applicatidefined interface)
order aninstance oforderRecordsee pagd07)

2 If order. od is the same as for a recently compld®&eq, display a message to
theuserwarning that this appears to be a duplicate order and asking for
confirmation to continue. If theserdoes not confirm, abort processing.

3 Display order. od to theuserand provide a mechanism for thserto accept the
description. If thaiserdoes not accept the description, abort processing.

4 Allow the userto select a payment card. The selection should be limited to thpse
cards whose brand identifier appeargider. brandIDs .

Note: If theuserenters an account number from the keyboard, the applicatior]
must also obtain the expiration datee application shall store the account
number and expiration date in secure data storage.

5 If order .installRecurData .recurring is not presentcontinue with Ste.

Otherwise validate the following contents ofder .installRecurData :

recurringExpiry less than the expiration date of theymentcard
selected in Step

If errors occur during validatigadvise the user that the selected payment cargl
will expire before the final recurring payment can be authoraetigive the use
the option to select another catiithe userecides to select another card,
continue with Step 4.

6 Allow the user to select a language to be used for the transaction.
Note: The choice may beetbrmined automatically based on the user’s profile.

7 Invoke* CreatePInitReq ” on paget09with the following input:
order order
pan the result of Steg
brandID theBrandID corresponding to the result of Stép
language the result of Step 6
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Cardholder Generates PInitReq

Create PInitReq

Step

Action
Receive as input:
order aninstance oDrderRecordsee pagd07)
pan an instance dPAN
brandID an instace ofBrandID
language an instance ofanguage

Recommended: Invoke “Create set of Thumbprints for request” on page 11§
the following input:

brand brandID without Product |
ConstrucPInitReq

rrpid a statistically unigu®RPID

language language

lid-C a unique local identifiefmay-be-assigred
sequentialy-errandembybut-sheuld-retberepeat
freguently)

lid-M order lid-M (if present)

chall-C a freshrandomchallenge

brandID brandID

bin the first six digits ofpan

thumbs the result of Step 2

piRgExtensions | any message extension(s) required to support
additional business functions (optional)

with

Continued on next page
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Cardholder Generates PInitReq, continued

Create PInitReq (continued)

Step Action
4 Store in the message database: |
| PInitReq the result of Step 3 |

5 Store in the transaction database:
brandiD brandiD |
chall-C PInitReq.chall-C
language language |
lid-C PInitReq.lid-C
lid-M order lid-M (if present)
order order |
panRef a reference (such as a database retrieval kegano ‘

and its related data in secure data storage

6 Invoke “Send Message” on page 109 with the following input:
recip the Merchant
msg the result of Step 3
ext any message extension(s) required to support
additional business functions (optional)
rrpid PInitReqrrpid
lid-C PInitReqlid-C
lid-M order .lid-M (if present)

Continued on next page
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Cardholder Generates PInitReq, continued

PInitReq data

PInitReq {RRPID, Language, LID-C, [LID-M], Chall-C, BrandID, BIN,
[Thumbs], [PIRgExtensions]}

RRPID Request/response pair ID.

Language Cardholder’s natural language.

LID-C Local ID; convenience label generated by and for the Cardholder
system.

LID-M Copied from SET initiation messages (if present) described in the
External Interface Guide.

Chall-C Cardholder’s challenge to Merchant’s signature freshness.

BrandID Cardholder’s chosen payment card brand.

BIN Bank Identification Number from the cardholder’s account number
(first six digits).

Thumbs Lists of Certificate, CRL, and BrandCRLIdentifier Thumbprints in

Cardholder’s cache.

PIRgExtensions | Note: The purchase initialization request is not encrypted, so this
extension shall not contain confidential information.

Table 31:PInitReq Data
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Merchant Processes PInitReq

Pro_cess
PInitReq
Step Action
1 Receive as input:
hdr an instance ofMessageHeader
msg an instance oPInitReq
ext any message extension(s) required to support additipnal

business functions (optional)

2 Validate the following contents a@fisg:

rrpid hdr .rrpid
lid-C hdr. messagelDs. lid-C
lid-M hdr.messagelDs. lid-M (if present)

If errorsoccurduring validation, invokéCreateError Messagé on pagel 35with
the following input:

errorCode | wrapperMsgMismatch |

3 Retrieve the order record (see page 407) from the shopping and initiation pha%es:

« If msg .lid-M is present, retrieve the order record basedsg.lid-M . If the
record isfound, designate it asder; otherwise invoke “Creatérror Message”
on page 135 with the following input:

| errorCode | unknownLID |

« If msg .lid-M is not present, retrieve the order record based on criteria outs|de
the scope of SET. If the record is found, designateadt@er ; otherwise invoke
“CreateError Messagé on pagel 35with the following input:

| errorCode | missingData | |

Continued on next page
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Merchant Processes PInitReq, continued

Process PInitReq (continued)

Step Action
4 From the trusted cache, retrieve the certificate:

« whosekeyUsagencludeskeyEncipherment

« whosesubject.organizationNammatchesnsg .brandID (as indicated by the
result of “Compard@randID s” on page 119), and

¢ which identifies the Payment Gateway to receive the transaction. (See first|note
below.)

If found, designate the certificate esrt-PE and its Thumbprint age-Thumb .

Otherwise, stop processing and display a message to the operatoirigdtait
corrective action must be taken to obtain a current copy of the Payment Gatejyay
certificate.

Notes:

« A Merchantmayhave multiple Acquirers for a single braadd/or multiple
BINs with an Acquirerlt is the Merchant’s responsibility to establish the critefi
to select the appropriate Payment Gateway certifiggtgically this will be a
combination of thérandID , MerchantBIN (which may be selected based on
Cardholder BIN) andpromotional card name (which, if required, must be
carried in anessge extension).

a

» Under normal circumstances the certificate is retrieved every 24 hours using
PCertReq and will be available in the trusted cache.

5 Retrieve theBrandCRLIdentifier for the brand identified bynsg .brandID

(without Produc) and designate it dsci; retrieve its Thumbprint and designate i
asbciThumb .

If req.mThumbs is present and includé®i Thumb , setbci to NULL.
6 Store in the message database:

PInitReq msg

Continued on next page
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Merchant Processes PInitReq, continued

Process PInitReq (continued)

Step Action

7 ConstrucfTransiDs
lid-C msg .lid-C
lid-M msg .lid-M (if present) or a unique local identifier

(optional)

xID a unique transaction identifier
language msg .language

8 Store in the transaction database:
bin msg.bin |
brand msg .brandID withoutProduct
brandID msg .brandID
order order |
pBIN cert-PE .subject.commonName.BIN
plnit TRUE |
pInitThumbs| msg .thumbs
transIDs the result of Step 7

Designate the resulting transaction recordrass .

9 Invoke “CreatePInitRes ” on page 415 with the following input:

req msg
trans trans
cert-PE cert-PE

peThumb | peThumb
bci bci
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Merchant Generates PInitRes

Create PInitRes

Step Action

1 Receive as input:
req an instance oPInitReq
trans the transaction record
cert-PE an instance o€ertificate
peThumb an instance o€ertThumb
bci an instance oBrandCRLIdentifier

2 Copytrans .transIDs to an instance ofransiDsand update the following

components:

pReqgDate the current datand time | |

3 ConstrucPInitResData

transIDs the result of Step 2

rrpid req.rrpid

chall-C req.chall-C

chall-M a freshrandomchallenge

brandCRLIdentifier | bci

peThumb peThumb

thumbs req.thumbs

piRsExtensions any message extension(s) required to support
additional business functions (optional)

Continued on next page
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Merchant Generates PInitRes, continued

Create PInitRes (continued)

Step Action
4 Invoke “ComposeéignedData (S)on page 150 with the following input:
S the Merchant’s signature certificate
t the result of Step 3
type id-set-content-PlInitResData
certs cert-PE |
5 Store in the message database:

| PInitResData | the result of Step 3 |

6 Store in the transaction database: |
| pRegDate | TransIDs.pRegDate | |

7 Invoke “Send Message” on page 109 with the following input:

recip the Cardholder

msg the result of Step 4

ext any message extension(s) required to support

additional business functions (optional)

rrpid req.rrpid

lid-C trans .transiDs. lid-C

lid-M trans .translIDs. lid-M (if present)

xID trans .trans|Ds. xID

Continued on next page
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Merchant Generates PInitRes,

PInitRes data

continued

PInitRes

S(M, PInitResData)

PInitResData

{TransIDs, RRPID, Chall-C, Chall-M, [BrandCRLIdentifier],
PEThumb, [Thumbs], [PIRsExtensions]}

TransIDs See page 370.

RRPID Request/response pair ID.
Chall-C Copied fromPInitReq .
Chall-M

Merchant’s challenge to Cardholder’s signature freshness.

BrandCRLIdentifier

List of current CRLs for all CAs under a Brand CA. See page 3
in Part Il.

PEThumb

Thumbprint of Payment Gateway key-exchange certificate.

Thumbs

Copied fromPInitReq .

PIRsExtensions

Note: The purchase initialization response is not encrypted, so
extension shall not contain confidential information.

this

Table 32:PInitRes Data




Book 2: Programmer’s Guide SET Secure Electronic Transaction Specification
Page 418 as of January 2, 2000

Cardholder Processes PInitRes

Pro_cess
PInitRes
Step Action
1 Receive as input:
hdr an instance ofMessageHeader
msg an instance ofignedData
ext any message extension(s) required to support

additional business functions (optional)

2 Invoke “Verify SignedData (S)on page 153 with the following input:

d msg

type id-set-content-PInitResData

Designate the value ¢freturned ages.

3 Validate the following contents @és:

rrpid hdr. rrpid

transIDs.lid-C hdr. messagelDs. lid-C
transIDs.lid-M hdr.messagelDs. lid-M (if present)
transIDs.xID hdr.messagelDs. xID

If errorsoccurduring validation, invokéCreateError Messagé on pagel 35
with the following input:

errorCode wrapperMsgMismatch

4 From the message database, retrieve the instafiaitReqwhoselLID-C
matcheges.transiDs.lid-C .

« If found, designate it aeq.
« Otherwise, invoke “Creatérror Message” on page 135 with the following

input:
| errorCode | unknownLID |
5 Retrieve the transaction record basedemtransIDs.lid-C and designate it as

trans . If not found, invoke “Creat&rror Message” on page 135 with the
following input:

| errorCode | unknownLID |

Continued on next page



Book 2: Programmer’s Guide SET Secure Electronic Transaction Specification
as of January 2, 2000 Page 419

Cardholder Processes PInitRes, continued

Process PInitRes (continued)

Step Action
6 Validate the following contents oés:
transIDs.lid-M | regq.lid-M (if present)
rrpid req.rrpid
chall-C req.chall-C
thumbs req.thumbs

errors occur during validation, invoke “Cre&gor Message” on page 135 with
the following input based on the field that failed:

errorCode lid-M unknownLID
rrpid unknownRRPID
chall-C challengeMismatch
thumbs thumbsMismatch
7 From the trusted cache, retrieve the certificate whose:

» keyUsageéncludesdigitalSignature
* issuermatchegnsg .signerinfos[1].issuerAndSerialNumber.issuer

* serialNumbematches
msg .signerinfos[1].issuerAndSerialNumber.serialNumber

Designate it asert-MS.

8 If the user’s configuration indicates that the merchant identity should be
confirmed:

¢ Select an instance okrt-MS .merchantData.merNameSeq _where the
languagefield matchedrans .language (or if there is no m&hing language,

the first entry).

¢ Display the correspondingamefield to the user.

« If the user does not accept the displayed identity, stop procd3siitges .

9 From the trusted cache, retrieve the certificate:

« whosekeyUsagencludeskeyEnciphermerdand

« whose Thumbprint matchess.peThumb .

If found, designate it asert-PE and continue with Step 12.

Continued on next page
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Cardholder Processes PInitRes, continued

Process PInitRes (continued)

Step

Action

10

From the untrusted cache, retrieve the certificate:

« whosekeyUsagencludeskeyEnciphermerdand

« whose Thumbprint matchess.peThumb .

If found, designate it asert-PE and continue with Step 11.

Otherwise, invoké CreateError Messagé on pagel 35with the following input:

| errorCode | missingCertificate CRLorBCl |

11

Invoke“Verify certificaté’ on pagel29with the following input:
| cert | cert-PE |

12

Comparethe following values:

cert-MS.subject. cert-PE .subject.
organizationalUnitName organizationalUnitName
cert-MS.MerchantData. cert-PE .subject.
merAcquirerBIN commonName.BIN

If the values do nahatch, inform theiserand stop processirRinitRes .

13

Invoke “Compard®randID s” on page 119 with the following input:
hier FALSE

brand1 trans .brandID

brand? cert-MS .subject.organizationName

If errors occur during validation, inform the user and stop proceBdmitRes .

14

Invoke “Compard®randID s” on page 119 with the following input:
hier FALSE

brand1 trans .brandID

brand2 cert-PE .subject.organizationName

If errors occur during validation, inform the user and stop proceBdmitRes .

15

If the cardholder has a certificate for the account identifiefdms .panRef,
continue with Step 16.

Otherwise, ifcert-PE .cardCertRequired is TRUE, inform the user that the
transaction cannot proceed without a cardholder certificate and stop process

ng.

Continued on next page
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Cardholder Processes PInitRes, continued

Process PInitRes (continued)

Step Action
16 Store in the message database:

| PInitResData res

17 Store in the transaction database:

chall-M res.chall-M

lid-M res.transiDs.lid-M (if present)
pReqgDate res.transIDs.pRegDate

xID res.trans|Ds.xID

Designate the resulting transaction recordrass .

18 Delete from the message databasdrnbk®nce oPInitRegwhoserrpid
corresponds tees.rrpid .

19 Invoke “Creatd®’Req” on page 426 with the following input:

trans trans
merlD cert-MS .merchantData.merlD
cert-PE cert-PE

initRes res
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Section 2
Purchase Request/Response Processing

Overview
Introduction The purchase request/response processing consists of two messages, a request from a
Cardholder to a Merchant and a response from the Merchant to the Cardholder.
These messages are at the heart of the payment protocol: This message pair embodies the
payment from the Cardholder’s point of view.
Acquirer
Cardholder Merchant Payment
Gateway
PReq
—
PRes
—
Figure 4: PReg/PRes Message Pair
Structure of PReq is the most complex message in the protocol. It consists of two parts:
PReq

« Order Instructions@I) for the Merchant, and
« Payment Instruction@l) tunneled through the Merchant to the Payment Gateway.

These two items are, conceptually, separately signed. The separate signatures are combined
in a provably secure optimization: a dual signature.

The Merchant is assumed to get the Order DescripB®) andPurchAmt out of band.

The salted hash @D andPurchAmt , that is,HODInput, is included in thél. The

Payment Gateway verifies that the hash tunneled through the Merchant by the Cardholder is
the same as the hash provided by the MerchahtthReq .

Continued on next page
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Overview, continued

PInitReq
optional

PReq variations

PRes variations

PurchAmt

PReg may or may not be preceded bR laitReq /PInitRes message pair.

Some Cardholders will not have certificates. Messages created by such Cardholders are not
signed; instead thielHead is linked toOlData. Integrity of such messagespivided

guaranteedby:

* OAEP used with thel,

* H(PIHead) in OAEP block (along witfPANData);
« H(OlData) with PIHead; and

« comparison by Payment GatewayH{OIData) as supplied by the Merchant with
H(OlIData) with PIHead.

If a Cardholder certificate is available, a dual signature is used to provide integrity and
authentication for the two parts BReq.

PRes may be returned before authorization and capture. The Merchant-Payment Gateway
processing performed affects the contents of the message.

Messages sent to the Cardholder are not encrypted. In order to avoid sending amounts in the
clear, amounts in later messages are transmitted as a percerRagehdimt , the purchase
amount included in thBReq.

For examplein PRes the amount authorized is conveyed by meansutfiRatio :
« |f the full purchase amount is authorizédithRatio is 1

» If an item is back-ordered and a lesser amount is therefore authéngbRatio is less
thanl.

* Under certain circumstances that vary according to brand pélitiiRatio might be
more tharil.

In eachcasethe Cardholder application multiplies the stoRedtchAmt by AuthRatio to
determine the amount authorized, so that it can be displayed to the Cardholder.

Capture and credit amounts @@nveyedsimilaly, by means o€apRatio and
CreditRatio .
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Cardholder Prepares for PReq

Prepar e for If thePInitReq /PInitRes message pair has not been procesdedCardholder application
payment requires certainlatato begin processing tlieReq. The following processingequence

provide one method to obtain thdsta

Step Action
1 Receive as inpufrom an appkationdefined interface)
order aninstance oforderRecordsee pagd07)
merlD an instance dierchantID
cert-PE the Payment Gateway’s encryption certificate

Note: cert-PE _must be validated prior to invocation of these processgence
If it is not availabler cannot be validatethePInitReq /PInitRes message pair

must be exchanged.

2 If order. od is the same as for a recently compld®&eq, display a message to
the user warning that this appears to lokiglicate order and asking for
confirmation to continue. If the user does not confirm, abort processing.

3 Display order. od to theuserand provide a mechanism for thserto accept the
description. If thaiserdoes not accept the description, abort processing.

4 Allow the userto select a payment card. The selection should be limited to thpse
cards whose brand identifier appeargider. brandIDs .

Note: If theuserenters an account number from the keyboard, the applicatior]
must also obtain the expirati date; the application shall store the account
number and expiration date in secure data storage.

5 If order .installRecurData .recurring is not presentcontinue with Step.

Otherwise validate the following contents ofder .installRecurData :

recurringExpiry less than the expiration date of theymentcard
selected in Step

If errors occur during validation

« Advise the user that the selected payment card will expire before the final
recurring payment can be authorized

* Prompt the useto selectanother payment card.
» Continue with Stegd.

6 If the user has a certificate for the payment card selected in Step 4, continug with
Step 7.

Otherwise, ifcert-PE .cardCertRequired is TRUE, inform the user that the
transaction cannot proceed without a cardholder certificate and stop processing.

Continued on next page
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Cardholder Prepares for PReq,

continued

Prepare for payment (continued)

Step

Action

7

Allow the userto select a language to be used fortthasaction.

Note: The choice may be determined automatically based on the user’s prof

Store in the transaction database:

brandID theBrandID corresponding to the result of Stép

chall-C chat-C—from-PhitRes—a freshrandomchallenge

language the result of Stefg

lid-C a unique local identifier

order order

panRef a reference (such as a database retrieval key) to t
result of Step 4nd its related data in secure data
storage

pRegDate the current date and time

xID a unique transaction identifier

Designate the resulting transaction recordrass .

Note:lid-M will not appear in the transaction databagbefPInitReq /PInitRes

e

message pair has not been processed.

Invoke"“CreatePReq” with the following input:

trans trans
merlD merlD
cert-PE cert-PE

le
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Cardholder Generates PReq

Create PReq

Step Action
1 Receive as input:
trans the transaction record
merlD an instance dferchantID
cert-PE an instance o€ertificate
initRes an instance dPInitResData(optional)
2 ConstrucfTransiDs
lid-C trans .lid-C
lid-M trans .lid-M (if present)
xID trans .xID
pRegDate trans .pReqgDate
language trans .language
3 ConstrucHODInput
od trans. order.od
purchAmt trans. order.purchAmt
odSalt a fresh salt
installRecurData | trans. order .installRecurData (if present)
odExtensions trans. order .ext (if present)
4 Invoke “Compos®etachedDigeston page 143 with the following input:
t the result of Step 3
type id-set-content-HODInput
5 Constructnputs
hod the result of Step 4
purchAmt trans .order.purchAmt
6 Invoke “Keyed-Hash” on page 142 with the following input:

t

trans .xXID

k

CardSecret (if present) from the record in secu
data storage identified kyans. panRef;
otherwise, zero

Continued on next page
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Cardholder Generates PReq,

continued

Create PReq (continued)

Step

7

Action
Select a supported algorithm frarart-PE .tunneling . If found, construct
AcqBackKeyData
acqBackAlg the object identifier for the selected algorithm
acgBackKey a fresh key appropriate to the selected algorithm

onstrucPlHead

transIDs the result of Step 2
inputs the result of Step 5
merchantID merID

installRecurData

trans .order.installRecurData (if present)

transStain the result of Step 6

swident vendor software identification (the same value used
in “Send Message”; see page 109)

acqgBackKeyData | the result of Step 7

piExtensions

any message extension(s) required to support
additional business functions (optional)

onstrucOlData:

transIDs the result of Step 2

rrpid a freshstatistically uniquéRRPID

chall-C trans .chall-C

hod the result of Step 4

odSalt HODInputodSalt(from Step 3)

chall-M initRes .chall-M if initRes is present;
otherwise omit

brandID trans .brandID (emitif-PitReg/PitRes—
messages-were-exchanged)

bin the first six digits of the PAN from the record in
secure data storage identified fogns. panRef

0dExtOIDs trans .order.extOIDs

oiExtensions

any message extension(s) required to support
additional business functions (optional)

Continued on next page
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Cardholder Generates PReq, continued

Create PReq (continued)

Step Action

10 Invoke “Compose Linkage” on page 146 with the following input:
t1 the result of Step 8
2 the result of Step 9
type id-set-content-OlData

11 Store in the message database:
PIHead the result of Step 8
OlData the result of Step 9

12 Store in the transaction database:

acqBackKeyData | the result of Step 7
pRegRRPID oiData.rrpid
Designate the resulting transaction recordrass .

13 If the Cardholder has a certificdte the selected payment caidvoke “Create
PRegDualSigned ” on page 429 with the following input:
trans trans
cernt-PE cert-PE
piHead the result of Step 8
oiData the result of Step 9
pi-oiLink the result of Step 10

Otherwise, invoke “CreateReqUnsigned ” on page 432 with the same input.

Continued on next page
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Cardholder Generates PReq, continued
Create
PReqgDualSigned
Step Action
1 Receive as input:
trans the transaction record
cert-PE an instance ofertificate
piHead an instance dPIHead
oiData an instance oDlData
pi-oiLink a linkage
2 ConstrucPANDatafrom the record in secure data storage identified by
trans. panRef:
pan PAN
cardExpiry expiration date
panSecret PANSecret

3 Invoke “Compos&XL” on page 176 with the following input:

r

cert-PE

t

pi-oiLink

p

the result of Step 2

type-t

id-set-content-PIDualSigned TBE

type-p

id-set-content-PANData

4 ConstrucPIData:

piHead

piHead

panData

p_(updated in Stef)

5 Invoke “ComposéetachedDigeston page 143 with the following input:

t

the result of Step 4

type

id-set-content-PIData

Continued on next page
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Cardholder Generates PReq, continued

Create PReqDualSigned (continued)

Step Action

6 Invoke “ComposéetachedDigeston page 143 with the following input:
t oiData
type id-set-content-OlData

7 ConstrutPI-TBS
hPIData the result of Step 5
hOlData the result of Step 6

8 Invoke “Compose&ignedData (SO)n page 156 with the following input:
S the Cardholder’s certificate
t the result of Step 7
type id-set-content-PI-TBS

9 ConstrucPIDualSigned
piSignature the result of Step 8
exPlData the result of Step 3

10 Invoke “Compose Linkage” on page 146 with the following input:
t1 oiData
2 the result of Step 4
type id-set-content-PIData

11 ConstrucPRegDualSigned
piDualSigned the result of Step 9
oiDualSigned the result of Step 10

12 Append the result of Step 11 to the tag [0].

Continued on next page
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Cardholder Generates PReq, continued

Create PReqDualSigned (continued)

Step Action
13 Store in the transaction database:
| pRegSigned TRUE
14 Invoke*Send Messageon pagel09with the following input:
recip the Merchant
msg the result of Stefi2
ext any message extension(s) required to support
additional business functions (optional)
rrpid oiData .rrpid
lid-C piHead. transIDs. lid-C
lid-M piHead. transIDs. lid-M (if present)
xID piHead. transIDs. xID

Continued on next page
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Cardholder Generates PReq, continued

Create
PRegUnsigned
Step Action

1 Receive as input:
trans the transaction record
cert-PE an instance of Certificate
piHead an instance dPIHead
oiData an instance oDIData
pi-oiLink a linkage

2 Construct the following contents BANTokerfrom the record in secure data

storage identified byrans. panRef:

pan PAN
cardExpiry expiration date

3 Invoke “Composé&XH’ on page 180 with the following input:
r cert-PE
t pi-oiLink
P the result of Step 2
type-t id-set-content-PlUnsigned TBE
type-p id-set-content-PANToken

4 ConstrucPIDataUnsigned
piHead piHead
panToken p_(updated in Stef)

Continued on next page



Book 2: Programmer’s Guide SET Secure Electronic Transaction Specification
as of January 2, 2000 Page 433

Cardholder Generates PReq, continued

Create PReqUnsigned (continued)

Step Action
5 Invoke “Compose Linkage” on page 146 with the following input:
t1 oiData
2 the result of Step 4
type id-set-content-PIDataUnsigned

6 ConstrucPReqUnsigned

piUnsigned the result of Step 3
oiUnsigned the result of Step 5

Append the result of Step 6 to the tag [1].

Store in the transaction database:
pReqSigned FALSE

9 Invoke" Send Messadeon pagel 09 with the following input:
recip the Merchant
msg the result of Ste@
ext any message extension(s) required to support
additional business functions (optional)
rrpid oiData .rrpid
lid-C piHead .trans|Ds.lid-C
lid-M piHead .transIDs.lid-M _(if present)
xID piHead .trans|Ds.xID

Continued on next page
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Cardholder Generates PReq, continued

Overall PReq The purchase request message supports Cardholders with or without certificaeRefhe
data data consists of:

« Order Instructions@I) for the Merchant, and

« Payment Instructiond() which is tunneled encrypted through the Merchant to the
Payment Gateway.

If the Cardholder has a certificate, authentication and integrity are achieved using a dual
signaturgPReqDualSigned) . If the Cardholder is operating without a signature certificate,
integrity is achieved by using hashes protected in the OAEP eny@lBagUnsigned) .

PReq < PReqgDualSigned, PReqUnsigned >
PRquuaISigned See page 434.
PReqUnsigned See page 435.

Table 33: PReq Data

PRegDualSigned ThePReqgDualSigned is created by Cardholders with certificates.
data

PReqgDualSigned {PIDualSigned, OIDualSigned}

PIDualSigned See ‘PI (Payment Instructionspn page 371.
OlDualSigned L(OlIData, PIData)

OlData See page 436.

PlIData {PIHead, PANData}

See page 373 fdtlHead.
See page 381 f(*ANData.

Table 34:PRegDualSigned Data

Continued on next page
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Cardholder Generates PReq, continued

S’RteqUnsigned ThePReqUnsigned is created by Cardholders without certificates.
ata
PRegUnsigned {PIUnsigned, OlUnsigned}
PlUnsigned See ‘Pl (Payment Instructionspn page 371.
OlUnsigned L(OlData, PIDataUnsigned)
OlData See page 436.
PIDataUnsigned {PIHead, PANToken}
See page 373 fd?IHead.
See page 382 fa*)ANToken .

Table 35:PReqUnsigned Data

Continued on next page
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Cardholder Generates PReq,

Common PReq
data

continued

The following data is common to bofRegDualSigned andPReqUnsigned .

OlData, the order data, carries data to link the purchase request to the prior shopping and
ordering dialogue between the Cardholder and the Merchant.

HODInput, the hash of the order description, provides a secure linkage of the
shopping/ordering dialogue and the purchase request. All data in the hash must be exchanged
between the Cardholder and the Merchant out-of-band to SET before the purchase request is

sent.

OlData {TransIDs, RRPID, Chall-C, HOD, ODSalt, [Chall-M], BrandID,
BIN, [ODExtOIDs], [OlExtensions]}

TransIDs Copied fromPInitRes , if present; see page 370.

RRPID Request/response pair ID.

Chall-C Copied from correspondinglnitReq .

HOD DD(HODInput)
LinksOlData to PurchAmt without copyindgPurchAmt into OlData,
which would create confidentiality problems.

ODsSalt Copied fromHODInput .

Chall-M Merchant's challenge to Cardholder’s signature freshness.

BrandID Cardholder’s chosen payment card brand.

BIN Bank Identification Number from the cardholder’s account number (first
six digits).

ODEXtOIDs List of object identifiers fro@DExtensions in the same order as the
extensions appeared MDExtensions .

OlExtensions The data in an extension to t& should relate to the Merchant's
processing of the order.
Note: The order information is not encrypted so this extension shall phot
contain confidential information.

Table 36:OlData
Continued on next page
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Cardholder Generates PReq, continued

Common PReq data (continued)

HODInput {OD, PurchAmt, ODSalt, [InstallRecurData],
[ODExtensions]}
oD The Order Description. This information is exchanged between the

Cardholder and the Merchant out-of-band to SET. The contents,
which are determined by the Merchant’s processing requirements,
will include information such as the description of the items ordered
(including quantity, size, price, etc.), the shipping address, and tte
cardholder’s billing address (if required).

PurchAmt The amount of the transaction as specified by the Cardholder; this
must match the value PIHead on page 373.

ODSalt Fresh Nonce generated by Cardholder to prevent dictionary attagks
onHOD.

InstallRecurData See page 377.

ODEXxtensions The data in an extension to t&® should relate to the Merchant's
processing of the order.

The information in these extensions must be independently known to
both the Cardholder and Merchant.

Table 36: OlData, continued

HODInput The hash of the order description provides a secure linkage of the shopping/ordering dialogue
extension and the purchase request. Extensions can be included in this link&g@Rsdensions .
guidelines The Cardholder shall indicate @DExtOIDs the extensions that are included in

HODInput, and the order that they are specifietH@DInput, so that the merchant can
computeHOD?2.
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Merchant Prepares for PReq

Prepar e for
payment

If thePInitReq /PInitRes message pair has not been procesbedvierchantapplication

must receive the order out-of-band to SET. When that occurs, the Merchant must proce

the order prior to processing tR&keq message.

Step Action
1 Receive as inpufrom an applicatiordefined interface)
order aninstance oforderRecordsee pagd07)
2 Store in the transaction database:

order

order

plnit

FALSE

Note: The application must provide an initial mechanism to retrieve the reco

sincelid-M will not be contained in thEReq.

d
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Merchant Processes PReq

Process PReq

Step Action
1 Receive as input:
hdr an instance ofMessageHeader
msg an instance dPReq
ext any message extension(s) required to suppprt

additional business functions (optional)

This procedure uses the following internal variables:

completionCode an instance o€ompletionCode
signedPReq an instance of BOOLEAN

SetcompletionCode to orderReceived

Examine the tag at the beginningmsg .
« If the tag is [0], sesignedPReq to TRUE and continue with Step 4.
¢ Otherwise, sesignedPReq to FALSE and continue with Step 11.

Processing steps f®ReqDualSigned

4 Designate:

* msg.pRegDualSigned.piDualSigned aspi,

¢ msg .pRegDualSigned.oiDualSigned.tl asoiData and
* msg .pRegDualSigned.oiDualSigned.t2 ashPIData.

Continued on next page
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Merchant Processes PReq, continued

Process PReq (continued)

Step Action
5 Fromthe trusted cacheetrieve thecertificatewhose:

« keyUsagencludeskeyEnciphermerdnd
¢ serialNumbematches

pi.piDualSigned.recipientinfos[1].issuerAndSerialNumber .
If found, designatéhe certificateascert-PE.
Otherwise, invoké CreateError Messagé on pagel 35 with the following input:

errorCode missingCertificate CRLorBCI

6 Invoke “Composd®etachedDigeston page 143 with the following input:

t oiData

type id-set-content-OlData

Designate the result @/Data.
7 ConstrucPI-TBS
hPIData hPIData
hOlIData hOIData

8 Create-asighature-with-the-SO-eperdimoke “ Verify SignelData (SO) on
pagel57 with the following input:

t the result of Step 7
d pi.piSignature
type id-set-content-PI-TBS

9 From the trusted cache, retrieve the certificate whose:
« keyUsages digitalSignature
 issuermatchesnsg .signerinfos[1].issuerAndSerialNumber.issuer  , and

 serialNumbematches
msg .signerinfos[1].issuerAndSerialNumber.serialNumber

Designate the certificate aert-CS.

Continued on next page
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Merchant Processes PReq, continued

Process PReq (continued)

Step Action
10 Validate the following contents oiData:

| brandID cert-CS .subject.organizationName

If errors occur during validation, sebmpletionCode to orderRejectednd
continue with Step 24.

Otherwise, continue with Step 15.

Processing steps f®ReqUnsigned

11 Designate:

« msg.pRegUnsigned.piUnsigned aspi and
e msg.pRegUnsigned.oiUnsigned.tl asoiData and
* msg.pRegUnsigned.oiUnsigned.t2 _ashPIData.

12 From the trusted cache, retrieve the certificate whose:

» keyUsageéncludeskeyEnciphermerdand

* serialNumbematches
pi.piunsigned.recipientinfos[1].issuerAndSerialNumber

If found, designate the certificate eart-PE.

Otherwise, invoké CreateError Messagé on pagel 35with the following input:
| errorCode | missingCetificate CRLorBCl |

13 If cert-PE .cardCertRequired is TRUE, return-aPRes-with-CompletionCode

voke" CreateError Messagé on pagel35with the

following input:
| errorCode | signatureRequired |

14 Invoke“ ComposeDetachedDigeston pagel 43 with the following input:

t oiData

type id-set-content-OlData

Designate the result #@/Data.

Continued on next page
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Merchant Processes PReq, continued

Process PReq (continued)

Step | Action
Common processing steps

15 Validate the following contents @fiData:

rrpid hdr. rrpid

transiDs.lid-C hdr. messagelDs. lid-C
transiDs.lid-M hdr.messagelDs. lid-M (if present)
transIDs.xID hdr.messagelDs. xID

If errorsoccurduring validation, invokéCreateError Messagé on pagel 35
with the following input:

| errorCode | wrapperMsgMismatch |

[

16 Retrieve the transaction record base@i@ata .transIDs.xID and designate it g

trans . If not found, invoke' CreateError Messagé on pagel35with the
following input:

| errorCode | unknownXID |

trans .plInit is FALSE, continue with Step 20.

17 From the message database, retrieve the instafiritiResDatahat
corresponds téidr.messagelDs.xID .

« If found, designate it awitRes .
* Otherwisejnvoke“CreateError Messagé on pagel 35with the following ’

input:
errorCode unknownXID | |

Continued on next page
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Merchant Processes PReq, continued

Process PReq (continued)

Step Action
18 Validate the following contents ofData:
chall-M initRes .chall-M
transIDs.lid-C initRes .transIDs.lid-C
transIDs.lid-M initRes .transIDs.lid-M (if present)
transIDs.xID initRes .transIDs. xID

If errors occur during validation, invoke “Crederor Message” on page 135
with the following input based on the field that failed:

errorCode lid-C unknownLID
lid-M unknownLID
chall-M challengeMismatch
xID unknownXID |

19 Validate the following contents a@fiData :
brandID trans .brandID |

If errors occur during validation, sebmpletionCode to orderRejectednd
continue with Ste@4.

20 If trans .order.purchAmt isless than oequal to zero, setompletionCode to
meaninglessRatiand continue with Step 24.

21 Construct freshiODInput

od trans. order.od

purchAmt trans .order.purchAmt
odSalt oiData .odSalt
installRecurData trans .order.installRecurData
odExtensions trans .order.ext

22 Invoke “Compos®etachedDigeston page 143 with the following input:
t the result of Step 21
type id-set-content-HODInput

Continued on next page
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Merchant Processes PReq, continued

Process PReq (continued)

Step Action
23 Validate the following contents ofData:
| hod the result of Step 22

If errorsoccur during validationsetcompletionCode to orderRejected

Note: An out-of-band mechanismay alsadecide that the order cannot be
processedfor example, the item ordered may no longer be available). In this|cgse
also,setcompletionCode to orderRejected

24 ConstrucPResPayload
completionCode completionCode

pRsExtensions any message extension(s) required to support
additional business functions (optional)

25 If trans .pInit is FALSE, constructransiDs
lid-C oiData .transIDs.lid-C
lid-M a unique local identifier (optional)
xID oiData .transIDs.xID
pReqgDate oiData .transIDs.pReqDate
language oiData .transIDs.language

Otherwise, copyrans .transIDs to an instance ofransiDsandupdate the
following components

pRegDate oiData .transIDs.pRegDate | |

Continued on next page
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Merchant Processes PReq,

continued

Process PReq (continued)

Step

Action

26

Store in the transaction database:

chall-C oiData .chall-C

chall-M oiData .chall-M

completionCode completionCode

hod the result of Step 22

hOIData hOIData

oiData oiData

peSubject cert-PE .subject

peThumb the Thumbprint otert-PE

pi pi

pRegRRPID oiData .rrpid

signedPReq signedPReq

signer cert-CS. subject

transiDs the result of Step 25

addition, if thetrans .plnit is FALSE, store in the transaction database:
bin oiData .bin

brand oiData .brandID without Product
brandID oiData .brandID

pBIN cert-PE .subject.commonName.BIN

27

If completionCode is notorderReceivedcontinue with Step 28.

Otherwise, determine if a response to the Cardholder will be generated
immediately, or if additional processing will be attempted first.

« If the response will be generated immediately, continue with Step 28.
« If the response will be deferred, continue with Step 30.

Continued on next page
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Merchant Processes PReq, continued

Process PReq (continued)

Step | Action
Immediate response

28 Store in the transaction database:
| pResPending FALSE
Designate the resulting recordtaans .

29 Invoke “Creatd®Res” on page 447 with the following input:

trans trans

rrpid oiData .rrpid
chall-C oiData .chall-C
PRes TRUE

Stop processing.

Delayed response

30 Store in the transaction database:
| pResPending | TRUE |
Designate the resulting recordtaans .

31 Invoke “Preparation for authorization” on page 500 with the following input:

| trans | trans |
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Merchant Generates PRes

Create PRes

Step Action
1 Receive as input:
trans the transaction record
rrpid an instance oRRPID
chall-C an instance o€hallenge
pRes an instance dBOOLEAN
2 Create an emptiyResPayloadSedror eachperAuthin trans, append

trans .perAuth.pResPayload (if present) to th&®ResPayloadSeq
If none is found:
¢ ConstructPResPayload

completionCode |orderReceived

« Append it toPResPayloadSeq

3 Retrieve thd&randCRLIdentifier for the brand identified byrans .brand and
designate it adci; retrieve its Thumbprint and designate ittasThumb .

If trans .pInitThumbs includesbciThumb , setbci to NULL.
4 ConstrucPResData

transIiDs trans .transiDs
rrpid trans. pReqRRPID
chall-C trans .chall-C

brandCRLIdentifier | bci
pResPayloadSeq | the result of Step 2

Continued on next page
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Merchant Generates PRes, continued

Create PRes (continued)

Step Action
5 Invoke “ComposeéignedData (S)on page 150 with the following input:
s the Merchant’s signature certificate
t the result of Step 4
type id-set-content-PResData
6 Store in the message database:
| PResData | the result of Step 4 |
7 Store in the transaction database:
| pResPending | FALSE |
8 Invoke “Send Message” on page 109 with the following input:
recip the Cardholder
msg the result of Step 5 (see Note)
ext any message extension(s) required to support
additional business functions (optional)
rrpid rrpid.
lid-C trans .transiDs. lid-C
lid-M trans .transliDs. lid-M (if present)
xID trans .trans|Ds. xID
Note: If pRes is TRUE,msg is PRes; otherwise/msg is IngRes.

Continued on next page
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Merchant Generates PRes,

continued

PRes data
PRes S(M, PResData)
PResData {TranslIDs, RRPID, Chall-C, [BrandCRLIdentifier],
PResPayloadSeq}
TransIDs Copied fromPReq; see page 370.
RRPID Request/response pair ID.
Chall-C

Copied from correspondingInitReq .

BrandCRLIdentifier

List of current CRLs for all CAs under a Brand CA. See page
in Part Il.

347

PResPayloadSeq

{PResPayload +}

One entry per authorization performed. Note: A reversal remo
the data fromPResPayload .

ves

If no authorizations have been performed, a single entry with the

appropriate status appears.

PResPayload

See page 450.

Table 37: PRes Data

Continued on next page
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Merchant Generates PRes,

PResPayload
data

continued

PResPayload

{CompletionCode, [Results], [PRsExtensions]}

CompletionCode

Enumerated code indicating completion status of transaction. S¢e

page 452.

Results

{[AcqCardMsqg], [AuthStatus], [CapStatus],
[CredStatusSeq]}

PRsExtensions

Note: The purchase response is not encrypted so this extension
not contain confidential information.

AcgCardMsg

Copied fromAuthRes . See page 379.

AuthStatus

{AuthDate, AuthCode, AuthRatio, [CurrConv]}

CapStatus

{CapDate, CapCode, CapRatio}

Data only appears i€apReq corresponding to the authorization
has been performed. Note:GapRevReq removes the data.

CredStatusSeq

{CreditStatus +}

Data only appears i€redReq corresponding to the authorization
has been performed. Note:GkedRevReq removes the data.

AuthDate

Date of authorization; copied fromuthRRTags.Date (see
page 506).

AuthCode

Enumerated code indicating outcome of payment authorization
processing (see page 541); copied frAnmthResPayload (see
page 539).

AuthRatio

AuthRegAmt + PurchAmt

For AuthRegAmt , see ‘AuthRegPayloaton page 507 or
AuthNewAmt , see ‘AuthRevRe( on page 568.

For PurchAmt , see ‘OlDatd on page 436. After a partial
reversal, the new amount replaces the original amount.

CurrConv

{CurrConvRate, CardCurr}

Currency conversion information; copied froknthResPayload
(see page 539).

Table 38: PResPayload Data

shall

Continued on next page
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1

Merchant Generates PRes,

continued

PResPayload data (continued)

CapDate

Date of capture; copied frofBapPayload (see page 604).

CapCode

Enumerated code indicating status of capture (see page 620); ¢
from CapResPayload (see page 619).

ppied

CapRatio

CapRegAmt + PurchAmt

For CapRegAmt , see ‘CapPayloation page 604. For
PurchAmt , see ‘OlDatd on page 436.

CreditStatus

{CreditDate, CreditCode, CreditRatio}

Data only appears if correspondirigreditReq has been
performed. Note: £redRevReq removes the data.

CreditDate

Date of credit; copied fror@apRevOrCredRegData.
CapRevOrCredReqDate (see page 626).

CreditCode

Enumerated code indicating status of credit (see page 626); cof
from CapRevOrCredResPayload.CapRevOrCredCode (see
page 626).

ed

CreditRatio

CapRevOrCredRegAmt =~ PurchAmt

For CapRevOrCredRegAmt , see “” on page 626.
For PurchAmt , see ‘OlDatd on page 436.

Table 38: PResPayload Datagontinued

Continued on next page
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Merchant Generates PRes,

CompletionCode

continued

The following values are defined f@ompletionCode .

meaninglessRatio

The purchase amount for the transaction \ess than oequal to
zero and therefore, the ratio cannot be computed.

This value will appear in the only instanceRResPayload and

will not be accompanied byesults .

orderReceived

The order has been received by the merchant, but has not be
authorized.

This vdue will appear in the only instance BfResPayload and

will not be accompanied byesults .

19
>

orderRejected

The order(or some portion of ittannot be processed.

This value may appear in any instancePétesPayload
although it will usually appear in only the final instance). It m4g

be accompanied bRResults if the reason for the order being

rejected is the result of the authorization.

orderNotReceived

There is no transaction information with matchifigans/Ds
available in the merchant database.

This valuewill appear in the only instance #fResPayload and
will not be accompanied byesults .

authorizationPerformed

The transaction has been authorized.

This value may appear in any instanceP&esPayload and will
be accompanied bRResults .

capturePerformed

The transaction has been authorized and submitted for paymg

This value may appear in any instanceP&esPayload and will
be accompanied bRResults .

eNy.

creditPerformed

The transaction has been authorized and submitted for paymg
and one or more credits has been issued for the transaction.

This value may appear in any instanceP&esPayload and will
be accompanied bRResults .

PNt

Table 39: Enumerated Values forCompletionCode
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Cardholder Processes PRes

Process PRes

Step Action
1 Receive as input:
hdr an instance ofessageHeader
msg an instance afignedData
ext any message extension(s) required to support

additional business functions (optional)

2 Invoke “Verify SignedData (S)on page 153 with the following input:

d msg

type id-set-content-PResData

Designate the value dfreturned ages.

3 Validate the following contents @és:

rrpid hdr. rrpid

transIDslid-C hdr. messagelDs. lid-C
transIDslid-M hdr.messagelDs. lid-M
transIDsxID hdr.messagelDs. xID

If errorsoccurduring validation, invokéCreateError Messagé on pagel 35
with the following input:

errorCode wrapperMsgMismatch

4 Retrieve the transaction record basedamtransIDs.lid-C .
« If found, designate agans .

¢ Otherwise, invoke “Creatérror Message” on page 135 with the following
input:

errorCode unknownLID

Continued on next page
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Cardholder Processes PRes, continued

Process PRes (continued)

Step Action
5 Validate the following contents oés:
xID trans .xID
rrpid trans .pReqRRPID
chall-C trans .chall-C

If errors occur during validation, invoke “Crederor Message” on page 135
with the following input based on the field that failed:

errorCode xID unknownXID
rrpid unknownRRPID
chall-C challengeMismatch

6 Copy res.PResPayloadSeq to an instance d?PResPayloadSeand designate it
aspayloadSeq .
7 For each entry ipayloadSeq :

« Designate the entry atem.
« If item.results.acqCardMsg is presentperform Step 8 through9.

8 Decryptitem .results.acqCardMsg using the algorithm and key specified in
trans .acqBackKeyData .

Note: If trans .acqBackKeyData is not present or if the decryption fails, ignofe

AcgCardMsg .
9 Update the following contents @ém:
| acqgCardMsg | the result of Step | |

10 Store in the transaon database |

| pResPayloadSeq | payloadSeq |

11 Delete from the message databasdrnbk®nce oPIHeadand the instance of
OlDatain whichtransIDs.lid-C matchedrans .lid-C.

12 Format and display the data stored in Step 10. See “DisplBiRegPayload ”
on page 455 for additional information.

Continued on next page
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Cardholder Processes PRes, continued

Displaying The display of thelatacontained ithePResPayloadSeq of PRes presents a challenge to
PResPayload the application developer. The contents can be a letionCode or a sequence of

results containingataabout multiple authorizations and captures; further, each authorizatjon

and capture pair may be accompanied by zerq,@maultiple credits.

The application developer should choose a display format that is consistent with the contents
of PResPayloadSeq . For example:

« if a singleCompletionCode is presentthe display might consist @f textual
representation of the code;

« if multiple authorization and capture pairs are pregbatdisplay might consist of a grid |
showing the date and amount of each authorization and capture as well as the dates and

amounts of any credits.

All amount ratios shall be converted to amounts before displaying the data to the user. This
conversion is performed by multiplying the amount ratio by the purchase amount from the
transaction database.

If currency conversiodatais available for any authorization, the amountudtignclude the
transaction currency and the cardholder’s billing currency.

AuthCode , CapCode andCreditCode values should be converted to meaningful text
unless the meaning is obvious. For exampléAathCode of approvedis implied by

displaying the amount of the authorization, howedeclinedis not.

If AcqCardMsg is present, itglecryptedcontents should be formatted for display to the
user:

» If acqCardText is present, it should be included in the display of atla¢afrom the
PResPayloadSeq .

* If acqCardURL is presentthe user interface should include a mechanism for the user tp
access the site indicated in the URL.

» |If acqCardPhone is present, it should be included in the display of afla¢sfrom the
PResPayloadSeq along with an explanation consistent witbgCardCode such as
“Call customer service at™..

Future displays Thedatafrom the latesPRes or IngRes should be maintained in the transaction database

and updates and available for the user to display at any time. In addition, the user sleoptdvided with
a convenient mechanism to request an update afatee

If a failed message is subsequently successful, do not display any data about the failed
message.

The application should ensure that a reasonable amount of time sepatatgRean from

the prior request so that users choo$idgdaté repeatedly do not flood the merchant
system with messages. For example, the application may require at least one minute to pass
between receiving BRes or IngRes andsubmitting antheringReq.
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Section 3
Inquiry Request/Response Processing

Overview
Introduction The inquiry message pair enables the Cardholder to inquire as to the status of a purchase
transaction.
Acquirer
Cardholder Merchant Payment
Gateway
IngReq
IngRes
Figure 5: IngReq/IngRes Message Pair
Purpose This sequence of messages is optional. The cardholder may send the inquiry request message
to the Merchant at any time affeRe¢ PRes, to inquire as to the status of a transaction.
Since it may be sent repeatedly, it includes its own challenge, unique to each invocation, and
TransIDs to identify the intended transaction.
Note: Until the PRes is receiveda cardholder who wishes to inquire aboReq must
re-send théPReq (which is an idempotent message).
The response message is of the same fornmfaRas, but is a distinct messagenee
otherwise-itwould-signat-the-Merchant's-final-report-on-the-transaction
The Merchant is required to verify that the certificate accompargaiges matches the
certificate originally used witFPRes. This prevents one cardholder from inquiring about
another’s purchases.
Cardholders without certificates do not sign inquiries, which means that the integrity of
inquiry messages is not guaranteed.
Variations An inquiry request may be sent at any tiafer the receipt of BRes. Multiple inquiry |

messages may be sent regarding the same transaction.
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Cardholder Generates InqReq

Create IngReq

Step Action

1 Receive as input:
trans the transaction record

2 ConstrucfTransiDs
lid-C trans .lid-C
lid-M trans .lid-M (if present)
xID trans .xID
pReqgDate trans .pRegDate
language trans .language

3 ConstrucingReqData

transIDs the result of Step 2
rrpid a freshstatistically uniquéRRPID |
chall-C2 a freshrandomchallenge |

ingRgExtensions any message extension(s) required to support
additional business functions (optional)

4 If trans .pReqSigned is FALSE, append the result of Step 3 to the tag [1] and
continue with Step 7.

5 Invoke “Compose&ignedData (S)on page 150 with the following input:

s the Cardholder’s certificate
t the result of Step 3
type id-set-content-IngRegData

Append the result of Step 5 to the tag [0].

Invoke “Send Message” on page 109 with the following input:

recip the Merchant

msg the result of Step 4 or 6

ext any message extension(s) required to support
additional business functions (optional)

rrpid IngRegData.rrpid

lid-C trans .lid-C

lid-M trans .lid-M (if present)

xID trans .xID

Continued on next page
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Cardholder Generates InqReq, continued

IngReq data

IngReq < IngRegSigned, InqReqgData >

IngReqSigned S(C, IngRegData)

IngReqgData {TransIDs, RRPID, Chall-C2, [InqRgExtensions]}

TransIDs Copied from the most recent of the followifReq (see page 434),
PRes (see page 449), dngRes (see page 462).

RRPID Request/response pair ID.

Chall-C2

Fresh Cardholder challenge to Merchant’s signature.

IngRgExtensions

Note: The inquiry request is not encrypted so this extension shall
contain confidential information.

Table 40:InqgReq Data

not
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Merchant Processes IngReq
Process IngReq
Step Action
1 Receive as input:
hdr an instance oflessageHeader
msg an instance dingReq
ext any message extension(s) required to support
additional business functions (optional)
This procedure uses the following internal variables:
signedingReq | an instance of BOOLEAN
2 Examine the tag at the beginningm$g .
« If the tag is [0], sesignedingReq to TRUE and continue with Step 3.
¢ Otherwise, sesignedingReq to FALSE and continue with Step 4.
3 Invoke “Verify SignedData (S)on page 153 with the following input:

d msg (without the leading tag [0])

type id-set-content-IngRegData

Designate the value @freturned ageq. Continue with Step 5.

Designate the portion @fisg that follows the leading tag [1] &eg.

Validate the following contents oéq:

rrpid hdr. rrpid
transiDs.lid-C hdr. messagelDs.lid-C
transiDs.lid-M hdr.messagelDs.lid-M
transIDs.xID hdr.messagelDs.xID

If errors occur during validation, invoke “Crederor Message” on page 135
with the following input:

errorCode wrapperMsgMismatch

Continued on next page
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Merchant Processes InqReq, continued

Process InqReq (continued)

Step Action

6 Retrieve the transaction record wha#e matchegeq.transIDs.xID and
designate it agans . If not found, continue with Step 10.
7 If trans .signedPReq is TRUE andsignedingReq is FALSEeturr-an
negRes—with-CompletionCode-setwgnatureReguirethvoke “ CreateError

Message on pagel 35with the following input:

| errorCode | signatureRequired | |

8 If trans .signedPReq is FALSE, continue with Step 9.

From the trusted cache, retrieve the certificate whose:

« keyUsagas digitalSignature

* issuermatchegnsg .signerinfos[1].issuerAndSerialNumber.issuer  , and

* serialNumbematches
msg .signerinfos[1].issuerAndSerialNumber.serialNumber

Designate the certificate agrt-CS.
Compare the following values:

| trans .signer.commonName | cert-CS .subject.commonName |
If mismatch, invoke “CreatBrror Message” on page 135 with the following
input:

| errorCode | unknownXID |

9 Invoke “Creatd®?Res” on page 447 with the following input:

trans trans

rrpid req .rrpid
chall-C req .chall-C2
PRes FALSE

This step completes the processingnafReq when the record is found in the
transaction database.

10 Invoke “CreaténgRes” on page 461 with the following input:

req req
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Merchant Generates InqRes

Create IngRes Fhe-credbn-ofantngRes-isidentical-to-the-creation-ofRRes-The following processing |
steps are invoked when the transaction is not found in the database. If the transaction is
found, “Creatd’Res” on page 447 is invoked.

Step Action

1 Receive as input:
req an instance adinqgReqgData

2 ConstructlransIDs
lid-C reqg.transIDs.lid-C
lid-M req.transiDs.lid-M _(if present)
xID req.transiDs.xID
pReqgDate req.transIDs.pRegDate
paySysID req.transiDs.paySysID (if present)
language req.transiDs.language

3 ConstrucPResPayload
completionCode orderNotReceived

4 ConstructPResData

transiDs the result of Step 2
rrpid req.rrpid
chall-C req.chall-C2

brandCRLIdentifier | the BrandCRLIdentifier for theBrandID used
in thelngReq (if available)

pResPayloadSeq | the result of Step 3

5 Invoke" ComposeSignedData (S)on pagel 50with the following input:
S the Merchant’s signature certificafer the

BrandID used in thdngReq is available oany
supported brand not

t theresult of Step 4
type id-set-content-PResData

Note: If the merchant does not have a signature certificatedios .brandID ,
any available merchant certificate may be used.

Continued on next page
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Merchant Generates InqRes, continued

Create IngRes (continued)

Step Action
6 Invoke “Send Message” on page 109 with the following input:
recip the Cardholder
msg the result of Step 5
ext any message extension(s) required to support
additional business functions (optional)
rrpid req.rrpid
lid-C req.transiDs.lid-C
lid-M req.transiDs.lid-M _(if present)
xID req.transiDs.xID
IngRes data
IngRes This is identical to #Res; see page 449.

Table 41:IngRes Data
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Cardholder Processes InqRes

Process IngRes

Step Action
1 Receive as input:
hdr an instance ofessageHeader
msg an instance afignedData
ext any message extension(s) required to support
additional business functions (optional)
2 Invoke “Proces®Res” on page 453 with the following input:

hdr hdr
msg msg
ext ext
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Chapter 3
Merchant/Payment Gateway Messages
Overview
Introduction Chapter 3 describes messages exchanged between the Merchant and the Payment Gateway.

Organization

The following sections are included:

11

Section Title Contents Pag

1 Authorization Presents thAuthReq andAuthRes messages, | 497
Request/Response | which support the authorization stage of the
Processing payment transaction.

2 Authorization Presents thAuthRevReq andAuthRevRes 559
Reversal messages, providing for the reduction or
Request/Response | cancellation of a previous authorization.

Processing

3 Capture Presents th€apReq andCapRes messages, 591
Request/Response | which support the capture stage of the payment
Processing transaction.

4 Capture Reversal or| Presents the data structures used by Capture 626
Credit Data Reversal, Credit, and Credit Reversal messages.

The processing of these messages is discussed|in
the next three sections.

5 Capture Reversal | Presents th€apRevReq andCapRevRes 626
Request/Response | messages, which support the reversal of
Processing previously captured transactions.

6 Credit Presents th€redReq andCredRes messages, | 626
Request/Response | which support credits against transactions which

have been captured and cleared.

7 Credit Reversal Presents th€redRevReq andCredRevRes 626
Request/Response | messages, which support reversal of previously
Processing granted credits.

8 Payment Gateway | Presents thBCertReq andPCertRes 626
Certificate messages, which enable a Merchant to request and
Request/Response | receive Payment Gateway encryption certificates,
Processing which the Merchant uses to send encrypted

messages to the Payment Gateway.

9 Batch Administration Presents thBatchAdminReq and 626
Request/Response | BatchAdminRes messages, which enable the
Processing Merchant to request the Payment Gateway to

open and close capture batches, and to query their

status and contents.

Continued on next page
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Overview, continued

One capture In SET Version 1.0, there is at most one capture for every authorization.
er
gﬁhorization In geneal payment card processing, there are atableexceptions to this one-to-one
relationship:

» For hotel stays or car rentaisultiple authorizationsnay preceda single capturéfor
example, if the stay or rental is extended, or if incidentals such as phone calls exceed the
original estimate). This does tnapply to SET, as hotel/car rental transactM@asSET are
for prepad hotel stays or car rentadmly. If there are additional charges, a separate
non-SET authorization and capture are necessary.

» Multiple captures can be processed for a single authorization when the goods purchased
are airline/railway tickets. Future versions of SET may support splitting the capttirat
there is one authorization per itineravith a separateapture record per passenger.

Encryption The Payment Gateway will encrypt responses to the Merchant using the kehdioost
recently received Merchant kegcryptioncertificate. A request message shall contain at
most one Merchant keyneryptioncertificate.

Addition al In addition to the message database and the transaction database, the PaymentiGasewdy

Payment maintain records of the objects listedTiable 42on pagel66andTable43 on paget67.

Gateway

records

Continued on next page
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Overview, continued
Payment Thedata to be stored wetermire whethemn incomingPl belongs to one of the tories
Gateway Pl belowis at the discretion of the Payment Gateway vendor. For example, the Payment
records Gatewaycouldkeep a listhat containghe XID andAuthRRPID of anAuthReq and the
SHA-1 hash of thél.
The payment gateway must provide a mechanism to link the usad¥ td a specific
authorization requesfA(thRRPID ).
data conditions for inclusion keep data:
usedPls A Pl (eitherCardhotler-created or aauthToken ) is on this list | as long as thEl would

if:

 in response to th&uthReq which included it, the Payment
Gateway semin AuthRes with authCode = approved(and
the AuthReqg has not been completely reverseat)

« aninitial authCode of calllssuerhas been converted to

approved(as described ificonditional P15 below)

otherwise be validor an
authorization or reverss

request

conditionalPls

A PI (eitherCardhotler-created or aauthToken ) is on this list

if, in response to thAuthReq thatincluded it, the Payment

Gateway sent aAuthRes with authCode = calllsster, and the
AuthReq has not been subasently reversed.

If the Payment Gateway is subsequently notified that the
authorization is approved (by receivin€CapReq includingan

approvalCode thePl is moved to the list of usdels.

as long as thel would
otherwise be validor an

authorization or reverss
request

conditional
AuthToken s

An AuthToken is on this list ifthe Payment Gateway included i
in anAuthRes with authCode = calllssuer and theAuthReq

tas long as the
AuthToken would

has not been subsequently reversed.

If the Payment Gateway is subsequently notified tiet t
authorization is approved (by receivin€apReq including an

approvalCodg theAuthToken is moved to the list of useris.

otherwise be validor an
authorization request

invalid
AuthToken s

An AuthToken is on this list if:

» the Payment Gateway included it in AathRes with
authCode = calllssuer and:

» the Payment Gateway has received a AehReq with the
original P1; or

» the AuthReq in response to which thmlllssuerAuthRes
was returned has been completely reversed.

as long as the
AuthToken would

otherwise be validor an
authorization request

Table 42: Payment GatewayP| Records

Continued on next page
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Overview, continued

Payment
Gateway RRPID

records

The Payment Gateway must keep track of when outstanding authorization requests have

capturedThe data to be stored to determine whether an incoRIR#ID corresponds to an

authorization request arflongs to one of the categories below is at the discretion of the

Payment Gateway vendor.

data

conditions for inclusion

keep data:

capturedRRPIDs

An RRPID is on this list ifa capturehas beersuccessfully

rocessedwhether byCapReq or by AuthReq with
CaptureNow ) and has not been reversed.

as long as a capture
request for th&RPID
would be valid

fully reversed

An RRPID is on this listf it identifiesa capture reversal that wa

RRPIDs

successfully processed, whether®apRevReq or by
AuthRevReq with CaptureNow .

5as long as a capture

reversal request for the
RRPID would be valid

creditedRRPIDs

An RRPID is on this list if it identifies least oneredit that was

as long as a capture

successfully processethd has not been reversed

reversal or credit
reversal for th&RRPID
would be valid

CaptureNow An RRPID is on this list if it was submitted for capture in an as long as a capture
RRPIDs AuthReq with CaptureNow . reversal for thdRRPID
would be valid
CapToken An RRPID is on this listif a CapToken was returned in the mostas long as a capture
RRPID recentAuth Res or AuthR evRes for thisRRPID request for th&RPID

would be valid

Table 43 Payment Gateway RRPID Rec

ords

e been
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Section 1
Batch Processing

Overview

Introduction This sectiorincludes procedures fdratch processingvhich are invoked from subsequent
sections The following information is included

» BatchData
» Merchant B&h Procedures
» Shared Batch Proceduréikat is, those that are invoked by both Merchant and Payment

Gateway)
» Payment Gateway Batch Procedures
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BatchData
BatchData For the purposes of this documentation, a logical record is defined containing data that

applies to a capture batckhese records are stored in the batch datalbhseactual
implementation of collecting and passing this data is at the discretion of the application

developer.
This information must be retained while the batch is open ancheey to be retained

longer. For example, the Merchant or Acquirer may require that the information be retained
for several days after the batch has been closed.

If information for multiple batches using the saBwichID appear in the database, the

application developer must determine an appropriate method to retrieve the appropriate
record.For example, the retrieval process may always retrieve the most recent batch for the

givenBatchID or it may only retrieve records for batches creatélin a specifid range of
days (such as the past seven days).

Note: when the Payment Gateway retrieves records, it must restrict its search to records|for
the Merchant making the request.

BatchData { batchID, brandAndBINSeq, availableSegNum,
[batchStatus ], [remoteBatchStatus],
[transactionDetailSeq ]}, outstandingRequests , state ,

reconciled }

batchlD identification of the settlement batch for Merchant-Acquirer
accounting

brandAndBINSeq an instance oBrandAndBINSethat contains the brand and BIN
combinations permittedithin the batch

availableSegNum Optional:If BatchSequenceNum _is a monotonically
increasing number, this is an integer value of the next availaple

value; otherwise, the implementation of this processing is at|th
discretion of the application developéut it must ensure that
every assigned value is unigue within the batch

D

batchStatus optional: an instance &atchStatushat contains the current
status information for the batch

remoteBatchStatus optional: an instance &atchStatushat contains thetatus
information for the batch supplied by themote system

transactionDetailSeq optional: an instance dfransactionDetailSethat contains the
current transaction details for the batch

outstandingRequests a list of RRPID values that correspond to outstanding reque 5#
that affect the batcand a count of the items in that request

Note: The batch cannot be closed by the Merchant while an

entries appear in this list.

Table 44;. BatchData

Continued on next page
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BatchData, continued

BatchData (continued)

state an ENUMERATED value indicatinghe state of the batch

open the batch is open and available fpr
accepting transactions

closing the batch is in the process of beipg
closed

closed the batch is closed

transmitting the data from the closed batish
being transmitted to an upstream
system

transmitted the data from the closed batch has
been transmitted to an upstream
system

Additional capture and crediequests can only be submitted
against the batciwhen the state ispen Depending on the

capabilities of the Payment Gateway, capture and credit reversals
may beable to besubmitted against a batch that has not been
transmitted to an upstream system.

Note:transmittingandtransmittedonly apply to batches
accumulated locally by the Payment Gateway.

reconciled optional: an instance ®&OOLEANiIndicating whether the batch

information has been reconciled usiBatchStatus provided
by the remote system.

Note:when this field is usedny operation thathanges the
contents of the batch must #etib FALSE so that a batdinatis
changed after reconciliatiatbes not appear to be reconciled
when it is not

Table 44: BatchData,continued

Continued on next page
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Merchant Batch Procedures

Overview The Merchant uses the following batch procedures: |

Title Function Page

Determine batch Determines the appropriate batch for processing an item 472
identification

Open batch Opens a batch and createsB&tchData record 474
Process batch Updates batch information based on response from 476
information Payment Gateway

Process BatchStatus Store remot@atchStatus in BatchDatarecord 479

See alsd Shared Batch Procedufesn paget80for a description of batch procedures used
by both Merchant and Payment Gateway.

Continued on next page
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Merchant Batch Procedures, continued

Determine batch

identification

This processing sequence appliesie Merchanfind is invoked- only if the Merchant

can specify batch identificationby the processing sequence that creates a request fof

the Payment GatewathReq , AuthRevReq , CapReq, etc.)

The Payment Gatewajalidates the proposeluesor defines alternative valués
“Process batch identificatidiion paget87), “Update batie (add item) (on paget93),
and“Update batch (delete iteinjjon paget96).

This procasing sequenagoes the following:

« findsthe batch identifier of an open batch; depending on the capabilities of the
application, the batch may be opened automatidadly appropriate batch is not
already open;

 optionally assigea batch sequence numpand
 returnsBatchlD andBatchSequenceNum .
Note: These processing steps are written as ththerepresentation of a batch

identifier that is used internall eapplication and the representation sent to the
Payment Gateway are the same. However, when the range of batch identifiers used

the Payment Gateway is limited (for example, in the range of 1 to 99N eifuhant
shoulduse a different representation internaltythat a batch is always uniquely
identified. For example, the internal representation could include the date on which t
batch was opened.

Step Action
1 Receive as input:
brand an instance oBrandID without Product
pBIN an instance oBIN
rrpid an instance oRRPID
origBatchlD an instance oBatchID (optional)

If origBatchID is not specified, continue with Step 4.

3 From thebatchdatabase, retriewbe BatchData record that is identified by
origBatchlD and designate it dsatchData . If batchData .state is open

« DesignateorigBatchlD asbatchiD .
« Continue with Ste.

ne

Continued on next page
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Merchant Batch Procedures, continued

Determine batch identification  (continued)

Step Action
4 From the batch database, retrie@aéchData record wherestate is openand
brandAndBINSeq contains an entry withrand andpBIN. If found:

» Designate it adatchData ;
« DesignatebatchData .batchID asbatchiD .
» Continue with Step 6.

Note: The mechanism to select a specific batch when multiple batches are gpen
for the brand andpBIN is determined by Merchant or Acquirer policy.

5 If a batchmustbe explicitly openedwith BatchAdminReq , abort processing.
Otherwise

* invoke“Open Batch on paget74 with appropriate input values and suspend
processing until the batch is available

« designate thealue ofbatchlID returnedasbatchlID ; and

« retrieve from thédatchdatabase thBatchData record that is identified by
batchlD and designate it dmtchData .

Note: The mechanism to suspend and resume processing is at the discretion of the
application developer.

6 If origBatchID is specified andesignates theame batch akatchID , continue
with Step7.

Optional:Designatean unusedatchSequenceNum from
batchData .availableSegNum assequenceNum and adjust

batchData .availableSegNum _accordindy.
7 Updatethe following contents abatchData :

outstandingRequests Add rrpid if it is not already on the lisind
increment the item count
reconciled FALSE

StorebatchData in thebatchdatabase
Return the following:

batchlD batchlD
sequenceNum sequenceNum

Continued on next page
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Merchant Batch Procedures, continued

Open batch

This processing sequence is invoksd Determine batch identificatid{on paget72) when

the Merchant needs to open a bafidiie Payment Gateway performs similar processing by

invoking “Open gateway battlon paged91

This procedure does the following:

 |f the merchant selects the batch identifier, optionally seri@EehAdminReq to the

payment gateway
» Stores information about th®tch in thebatchdatabase usintCreateBatchData .”

Step Action
1 Receive as input:
brandAndBINSeq an instance oBrandAndBINSeq
pGwyBatchID an instance dBatchID (optional)
Note: pGwyBatchiD is specified if the payment gateway selects the batch
identifier or if it has overridden a value selected by the merchant.
2 If pGwyBatchID is defined
» DesignateoGwyBatchlD asbatchiD .
« Continue with Stefb.
3 Designate @a availablevalue ashatchiD .
Note: The Acquirer wilspecifywhen given valueare available. For example:
« the Acquirer may require that a batch ID not be reused within a certain numter
of days; anfbr
« the Acquirer may restrict the value of the batch ID to a certain number of digjits.
4 If the Payment Gateway requsrthe batch to be explicitly opened

* Invoke“CreateBatchAdminRe g” on pages26 with the following input:

cert the Merchant's signature certificate for allmy
brand inbrandAndBINSeq

batchlD batchlD

operation open

brandAnd BINSeq brandAndBINSeq

e Stop processing.

Continued on next page
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Merchant Batch Procedures, continued

Open batch (continued)

Step Action
5 Invoke*CreateBatchData ” on paget81with the following input:
brandAndBINSeq brandAndBINSeq
batchlD batchlD
6 Return the following:
batchlD batchlD
batchData the value ofbatchData returned in Step

Continued on next page
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Merchant Batch Procedures,

Process batch

information

continued

This processing sequence applies to the Merchant. It is invoked to process the batch

information in a response message from the Payment GatéwtRes , AuthRevRes ,

CapRes, etc.).

Step

Action

1

Receive as input:

ropBatchlD

an instance dBatchlD (optional)

propSeqgNum an instance oBatchSequenceNufoptional
batchiD an instance oBatchID

seqNum an instance oBatchSequenceNufoptional
brand an instance oBrandID without Produd
PBIN an instance oBIN

rrpid an instance oRRPID

batchStatusSeq an instance oBatchStatusS tional
transAmt an instance o€urrencyAmount

transType the message being processed; one of the

following:

« AuthReq
* AuthRevReq
* CapReq

« CapRevReq
* CredReq

» CredRevReq

origBatchlID

an instance dBatchlD (optional)

This procedure uses the following internal variable:

sameBatch

an instance o BOOLEAN

If propBatchID _is not specified, continue with St&p

Otherwise:

« From the batic database, retrieve tBatchData record corresponding to

propBatchID and designate it ggopBatchData .
« If not found, abort processing.

Continued on next page
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Merchant Batch Procedures, continued

Process batch information  (continued)

Step Action
3 Update the following contents pfopBatchData
outstandingRequests Decrement the item count farpid and if
the result is zero, removepid from the
list.
reconciled FALSE

Store the updatedrop BatchData in the batch database.

4 If propBatchlD andbatchlD designate the same batch, designate
propBatchData asbatchData and continue with Step.

5 From the batch database, retrieveBla¢chData record corresponding to
batchiID . If found, designate it asatchData and continue with Stef.

Otherwise, invoké CreateBatchData ” on paget81with the following input:

brandAndBINSeq an instance oBrandAndBINSethat
containsbrand andpBIN

Optional: Include additionadntries using
criteria specified by the acquirer or in the
merchant profile.

batchlD batchlD

Designate the value d@latchData returned adatchData .
6 Update the following contents bftchData :

reconciled FALSE

7 SetsameBatch to FALSE.

If origBatchID is specified an@rigBatchlD andbatchlD designate the same
batch, sesameBatch to TRUE.

8 Invoke“UpdateBatchStatus ” on paget83with the following input:
brand brand
batchData batchData
tran sSAmt transAmt
transType transType
sameBatch sameBatch

Continued on next page
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Merchant Batch Pr

ocedures, continued

Process batch information

(continued)

Step Action
9 If batchStatusSeq was specified, invokéProcesBatchStatus ” on paget79
with the following input:
| batchStatusSeq | batchStatusSeq |
10 Return:
| batchData | batchData |

Continued on next page
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Merchant Batch Procedures, continued

Process This processing sequence applies to the Merchaahis invoked by*Process batch
BatchStatus informatior” (on paget76) to storeBatchStatus that is received from the Payment
Gateway
Step Action
1 Receive as input:
batchStatusSeq an instance oBatchStatusSeq

2 For eacBatchStatus in batchStatusSeq
« Designate it a®atchStatus .
« Perform Steps 3 through 5.

Processing for eadBatchStatus

3 Retrieve from the batch databake BatchData record that corresponds to

batchStatus and designate it @mtchData . If not found, continue processing
with the next item.

Note: The mechanism to matBatchStatus to BatchData is at the discretion
of the application developer.

4 Update the following contents éfitchData :
remoteBatchStatus batchStatus |

5 Store the updatebatchData in the batch database.




Book 2: Programmer’s Guide SET Secure Electronic Transaction Specification
Page 480 as of January 2, 2000

Shared Batch Procedures

Overview Both theMerchantand the Payment Gatewasge the following batch procedures: |

Title Function Page

Create BatchData | Creates a neBatchData record for a newly opened batgh481

Update BatchStatus| Updates the status information iBatchData record 483
after an item has been added to or deleted from a batch

Update BatchTotals | Adjusts the totalsvithin a BatchData record based on the| 484
type of transaction that has been added to or deleted frgm

the batch.

See alsdMerchantBatch Procedurén paged7land”Payment Gateway Batch
Procedureson paget86for a description of batch procedures usaty by one entity.

Continued on next page
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Shared Batch Procedures, continued

Create This processing sequence applies to both the Merchant and the Payment Gateway. It is
BatchData invoked by*“Open batch (on paged74) and“Open gateway battl{on page491) to create
BatchData for the new batchas well as byProcess batch informatibrion paget76) to

createBatchData for a batch that has been created by the Payment Gateway

Note: The Merchant magccumulatéBatchStatus locally or use information provided by

the Payment Gateway. In the event that the informatiandsmulated locally, the Merchant
may also choose to store the latest version received from the Payment Gateway.

Step Action
1 Receive as input:
brandAndBINSeq an instance oBrandAndBINSeq
batchlD an instance oBatchID
2 If BatchStatus is not maintained irBatchData , continue with Stef;

otherwise, onstructBatchTotals

transactionCountCredit 0

transactionTotalAmountCredit | a CurrencyAmountepresenting a
value of zero

transactionCountDebit 0

transactionTotalAmountDebit | aCurrencyAmountepresenting a
value of zero

3 Create an emptBrandBatchDetailsSegnd designate it as
brandBatchDetailsSeq .

4 For each entry ibrandAndBINSeq :

« Designate the entry agandAndBIN .
¢ ConstructBrandBatchDetails

brandID brandAndBIN .brandID
batchTotals the result of Ste@
« Appendthe resulto brand BatchDetails Seq.
5 ConstructBatchDetails
batchTotals the result of Ste@
brandBatchDetailsSeq | the result of Steg

Continued on next page
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Shared Batch Procedures, continued

Create BatchData (continued)

Step Action
6 Optional:ConstructBatchStatus
openDateTime the current date and time
batchDetails the result of Step
7 ConstructBatchData
batchID batchlD
brandAndBINSeq brandAndBINSeq
availableSegNum 1 if thisfield is an INTEGER; otherwiset
thediscretion of theapplication developer
batchStatus the result of Step
transactionDetailSeq an empty instance dfransactionDetailSed
(optional)
outstandingRequests an empty list
state open
reconciled FALSE
Storethe result of Stef in thebatchdatabase.
Return tte following:
batchData the result of Ste@

Continued on next page
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Shared Batch Procedures, continued

Update

BatchStatus

This processing sequence appliebdth Payment Gatewagnd Merchantlt is invokedby

several other batch procedutesupdateBatchTotals in theBatchStatus .

Step Action
1 Receive as input:
brand an instance oBrandID without Product
batchData an instance oBatchData(see pagd69)
transAmt an instance o€urrencyAmount
transType the message being processed; one of the
following:
» AuthReq
» AuthRevReq
« CapReq
» CapRevReq
» CredReq
» CredRevReq
sameBatch an instance dBOOLEAN(default FALSE)
Note: batchData is updated by these processing steps.
2 Invoke“UpdateBatchTotals ” on paget84 with the following input:
totals batchData .batchStatus.batchDetails.
batchTotals
transAmt transAmt
transType transType
sameBatch sameBatch
Note: this will update componentsfiotals .
3 Designate the instance batchData .batchStatus.batchDetails.
brandBatchDetailsSeq whosebrandID field matchesrand astotals .
4 Invoke“UpdateBatchTotals ” on paget84 with the following input:
totals totals
transAmt transAmt
transType transType
sameBatch sameBatch
Note: this will update components fiotals .
5 Store the updatebatchData in the batch database.

Continued on next page
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Shared Batch Procedures, continued

Update This processing sequence applies to both Payment Gateway and Merchant. It is invoked
BatchTotals “UpdateBatchStatus ” (on paget83) to adjust the totals within BatchData record based

on the type of transaction that has been added to or deleted from the batch.

Step Action
1 Receive as input:
totals an instance oBatchTotals
transAmt an instance o€urrencyAmount
transType the message being processed; one of the following:
e AuthReq
« AuthRevRg
* CapReq
« CapRevReq
e CredReq
e CredRevReq
sameBatch an instance dBBOOLEAN(default FALSE)
Note: totals is updated by these processing steps.
2 If the following conditions exist:
transType is: and: then:
AuthReqor Continue with Ste3
CapReq
AuthRevRegr sameBatch is TRUE | Continue withStep4
CapRevReq
AuthRevRegr sameBatch is FALSE | Continue withStep5
CapRevReq
CredReq Continue withStep5
CredRevReq sameBatch is TRUE | Continue withStep6
CredRevReq sameBatch is FALSE | Continue withStep3

Continued on next page
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Shared Batch Procedures, continued

Update BatchTotals (continued)

Step |

Action

This step applies when processing a capture request (€t eq or
AuthReq with CaptureNow ) or when processing@redRevReg against a
different batch than th€redReq.

Updatethe following components d@btals :
transactionCountCredit add one (1)
transactionTotalAmtCredit | addtransAmt

Stop processing.

This stepapplies when processing a capture reversal against the same batch
capture; either:

* CapRevReg against the same batch as @spReq, or

* AuthRevReq against the same batch as ghehReg with CaptureNow .

or when processing@redRevReq against the same batch as @redReq .

Updatethe following components dbtals :
transactionCountCredit subtract one (1)
transactionTotalAmtCredit | subtracttransAmt

Stop processing.

This step applies when processing a capture reversal against a difédobnthian
the capture; either

» CapRevReq against a different batch than iapReq, or
» AuthRevReq against a different batch than thethReq with CaptureNow .

Updatethe following components dbtals :
transactionCountDebit add one (1)
transactionTotalAmtDebit | addfransAmt

Stop processing.

This step applies when processinGradReq .

Updatethe following components dbtals :
transactionCountDebit subtract one (1)
transactionTotalAmtDebit subtracttransAmt

as the
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Payment Gateway Batch Procedures

Overview The Payment Gatewayses the following batch procedures: |
Title Function Page
Process batch Determine @atchID _or confirm one supplied by the 487
identification Merchant
Open gateway Open a batch using information supplied by the Merchant491
batch or determined by the Payment Gateway
Update batch (add | Add an item to a batch 493
item
Update batch Delete an item fnm a batch 496
delete item)
See alsd Shared Batch Procedufesn paget80for a description of batch procedures used
by both the Merchant and the Payment Gateway

Continued on next page
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Payment Gateway Batch Procedures,

Process batch

identification

continued

This processing sequence applies to the Payment Gateway. It is irwlo&rdrocessing a

Merchant requesiuthReq , AuthRevReq , CapReq, etc.)to determine th&atchl D or

to confirm the one supplied by the Merchant.

The Payment Gateway will invoKéJpdate batcliadd item) (on page493 or“Update

batch (delete iteri)(on paget96) to determine or confirm thBatchSequenceNum . The
Merchant may have invokeédetermine batch identificatiGron paget72to determine both

BatchlD andBatchSequenceNum .

Step Action
1 Receive as input:
brand an instance oBrandID withoutProduct
pBIN an instance oBIN
rrpid an instance dRRPID
mBatchlD an instance oBatchID (optional)
transType the message being processed; one of th¢
following:
* AuthReq
¢ AuthRevReq
* CapReq
* CapRevReq
e CredReq
* CredRevReq
origBatchlD an instance oBatchlID (optional)
This procedure uses the following internal variables:
capCode an instance o€apCode
reversalFlag an instance ocBOOLEAN
sameBatch an instance 0-BOOLEAN
2 SetcapCode to succesaindsameBatch to FALSE.
If transType is: setreversalFlag to:
» AuthReq FALSE
e CapRegor
« CredReq
» AuthRevReq TRUE
 CapRevRegr
* CredRevReq
3 If reversalFlag is FALSE, continue with Ste®.

Continued on next page
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Payment Gateway Batch Procedures, continued

Process batch identification  (continued)

Step Action

4 Retrievefrom thebatchdatabas¢he BatchData recordthat isidentified by
origBatchlD and designate it awigBatchData . If not found continue wih
Step?.

5 If origBatchData .state is openor closing

« DesignateorigBatchID asbatchiD .

» DesignateorigBatchData asbatchData .
e SetsameBatch to TRUE

« Continue with Stefd8.
6 Optional: IforigBatchlD.state is nottransmittingor transmitted

« DesignateorigBatchID asbatchiD .

» DesignateorigBatchData asbatchData .
e SetsameBatch to TRUE

« SetbatchData .state to closing
e Continue with Sted8.
Note: If a reversal is submitted after a batch has been closed, but before the

information has been transmitted tow@stream system, the Payment Gateway
should temporarily reopen the batch to remove the item(s).

7 If a reversal can only be submitted against the same batch as the originakitem
capCode to batchClosedind continue with Stefo.

8 If only thePayment GatewamaydetermingheBatch ID, continue with Sted5.

If either the Payment Gateway or the Merchant may determirizatibblD and
mBatchID is omitted continue with Sted5.

Merchant controls the selection BatchlD

9 If mBatchID is omitted, setapCode to batchDataNeededndcontinue with
Step19.

10 Retrieve from the batch databaseBla¢chData record that corresponds to
mBatchlD and designate it dmtchData . If found, continue with Step 13.

11 If batches must be explicitly opened usBafchAdminReq , setcapCode to
batchUnknowrand continue with Step 15.

Continued on next page
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Payment Gateway Batch Procedures, continued

Process batch identification  (continued)

Step Action

12 Invoke“Opengateway batchon paget91with the followinginput:
batchlD mBatchID
brand brand
pBIN pBIN

If the result isuccessdesignate the value éfatchData returned as
batchData . Otherwise, setapCode to the result and continue with St&p
13 If batchData .state is open

« If batchData .brandAndBINSeq containsan entry withbrand andpBIN,
designatenBatchlD asbatchlD andcontinue withStepl8.

* Otherwise, setapCode to batchWrong
Otherwise, setapCode to batchClsed

Payment gateway controls the selectioBatchlD

14 If the Payment Gateway is not permitted to overrideBiehID specified by the
Merchant, continue with Ste®.

15 FromthebatchdatabaseretrieveaBatchData record wherestate is openand
brand AndBINSeq containsan entry withbrand andpBIN.

If found:

« Designatet asbatchData .
« DesignatebatchData .batchID asbatchiD .
e Continue with Sted8.

Note: The mechanism to select a specific batch when multiple batches are dp¢
for the brand andpBIN is determined by acquirer policy.

16 If batches must be explicitly opened usBaichAdminReq , setcapCode to
batchUnknowrand continue with Stejo.

17 Invoke“Open gateway battton paget91with the followinginput:

brand brand
pBIN PBIN

If the result isuccessdesignate the value dktchData returned a®atchData
and the value obatchData .batchlD asbatchiD .

Otherwise, setapCode to the result and continue with Sté@

Continued on next page
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Payment Gateway Batch Procedures, continued

Process batch identification

(continued)

Step

Action

18

Updatethe following contents abatchData :

outstandingRequests Add rrpid if it is not already on the lisind

increment the item count

reconciled FALSE

Storethe updatedatchData in thebatchdatabase

19

Return the following:

batchlD batchlD
capCode capCode
batchData batchData
sameBatch sameBatch

Note: If transType is not CapRegthecaller must map thealue ofcapCode to

the appropriate sponsevalues.

Continued on next page
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Payment Gateway Batch Procedures, continued

Open gateway
batch

This processing sequence applies to the Payment Gateway. It is irbyoldebcess batch
identificatior’ (on paged87) to open a new batch if needed during processing. If the
Payment Gateway is not permitted to open a new batch without explicit instructions, it wi
instead have returnedcapC ode that indicates that the Merchant must submit a

BatchAdminReq .

Step Action
1 Receive as input:
batchlD an instance oBatchID (optional)
brand an instance oBrandID without Product
(optional)
pBIN an instance oBIN (optional)
brandAndBINSeq an instance oBrandAndBINSedoptional
This procedure uses the following internal variables:
status an enumerated field with a valuesafccess
or failure
2 If batchID is specified, verify that the valug permissible according to agicer
policy and is available. If nosetstatus to invalidBatchlDand continue with
Step?.

Note: The Acquirer will designate when given values are available. For exanple:

« the Acquirer may require that a batch ID not be reused within a certain numler
of days; anfbr

» the Acquirer may restrict the value of the batch ID to a certain number of digjits.

If batchiD is notspecified designate a availablevalue asbatchiD .

If brandAndBINSeq is specified, continue with Steép

Otherwise, construct an instamofBrandAndBINSethat containsdrand and
pBIN (if specified).Designate it abrandAndBINSeq .

Optional: Add entriesto brandAndBINSeqg using criteria specified by the
acquirer or in the merchant profile.

5 If batches are not accumulated locally:

« Process batch open via existing payment card financial network.
e Setstatus based on the result.

« If status is notsuccesscontinue with Stef.

Continued on next page
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Payment Gateway Batch Procedures, continued

Open gateway batch (continued)

Step Action
6 Invoke*CreateBatchData ” on paget81with the following input:
brandAndBINSeq brandAndBINSeq
batchlD batchlD
Setstatus to success
7 Returna status ofstatus andthe following:
batchData the value ofbatchData returned in Step

Continued on next page
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Payment Gateway Batch Procedures, continued

U dqte batch This processing sequence applies to the Payment Gatewamvibkedwhen processing a
(add item) Merchant requesiNuthReq , AuthRevReq , CapReq, etc.)to add an item to a batch that is

being accumulated locally. It witletermine thd8atchSequenceNum or confirm the one
supplied by the Merchant.

The Payment Gateway previously invoKéttocess batch identificatibmn paget87to
determine or confirm thBatchlD . The Merchanimay have invoked Determine batch

identificatio’ on paget72to determine botBatchl D andBatchSequenceNum .

Step Action
1 Receive as input:
trans the transaction record
perAuth authorization-specific transaction data
rrpid an instance dRRPID |
batchData an instance oBatchData(see page 469)
sequenceNum an instance oBatchSequenceNufoptional)
transAmt an instance o€urrencyAmount |
transType the message being processed; one of the
following:
¢ AuthReq
¢ AuthRevReq
e CapReq
* CapRevReq
e CredReq

e CredRevReq

payload an instance of one of the following:

¢ AuthRegPayload

¢ AuthRevRegData

e CapPayload

« CapRevOrCredRegltem
corresponding t&ransType .

This procedure uses the following internal variables:

transAmtType an instance aAmountType

capCode an instance o€apCode

If items in batches are not identified by a sequence numbers, continue with Hte

If only thePayment Gatewamay determine théatch SequenceNum |,
continue with Stef.

If either the Payment Gateway or the Merchant detgrminethe
Batch SequenceNum andsequenceN um is omitted continue with Stef.

Continued on next page
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Payment Gateway Batch Procedures, continued

Update batch (add item) (continued)

Step | Action
Merchant controls the selection BatchSequenceNum
4 If sequenceNum is omitted, setapCode to batchDataNeededndcontinue
with Stepl3.
5 If batchData .availableSeqNum indicates thasequenceNum is available,

designatesequenceNum aspGwySeqNum and continue with Step 8.

6 If the Payment Gateway caot override the sequence numisgecified by the
Merchant.setcapCode to batehbrknewrbadSegNunand continue with
Step 13.

Payment gateway controls the selectioBafchSequenceNum
7 From batchData .availableSeqNum , designate an unused value as
pGwySeqNum .

8 Execute brand and acquirer specific validation of the item indicat th
(including appropriate components frgmyload ); for example, either the brand

or the acquirer may restrict the allowable difference between the authorized

amount andhe captured amount. If errors occur, s@Code to an appropriate
value and continue with Stei8.

9 Add the item to the batch identified yatchData.
10 Set capCode to success

11 UpdatebatchData .availableSegNum to indicate thapGwySegNum is no
longer available.

12 Invoke“UpdateBatchStatus ” on paget83with the following input.

batchData batchData
transAmt transAmt
transType transType
sameBatch FALSE

Note: this will update components fatc hData.

Continued on next page
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Payment Gateway Batch Procedures, continued
Update batch (add item) (continued)
Step Action
13 If capCode is notsuccessnd the transaction details are only stored for
successful items, continue with StEp
Otherwise settransAmtType according tadransType
If transType is one of then setransAmtType to:
AuthReq credit
CapReq
CredRevReq
AuthRevReq debit
CapRevReq
CredReq
14 ConstrucfTransactionDetail
transIDs trans .transiDs
authRRPID perAuth .authRRPID
brandID trans .brand
batchSequenceNum pGwySeqNum_
reimbursement|D a value fromTable 28 on page399
(optional)
transactionAmt transAmt_
transactionAmtType transAmtType
transactionStatus a value fromTable 29on page399
consistent withcapCode (optional)
transExtensions any message extension(s) regdito
support additional business functions
(optional)
Append the result tbatchData .transactionDetailSeq .
15 Decrement the item count farpid in batchData .outstandingRequests _and
if the result is zero, removepid from the list.
Store theupdatedbatchData in thebatchdatabase.
16 Return:
capCode capCode
sequenceNum pGwySeqgNum
Note: If transType is notCapRegthe value ocapCode must be mapped from
CapCode values to corresponding values taansType .

Continued on next page
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Payment Gateway Batch Procedures, continued

Update batch
(delete item)

This processing sequence applies to the Payment Gateway. It is irwlo&rdrocessing a
Merchant reversal requegtifthRevReq , CapRevReq, or CredRevReq) to delete an

item from a batch that is being accumulated locally.

The Payment Gateway previously invoKd®tocess batch identificatidmn paget87to
determine or confirm thBatchlD . The Merchanimayhave invoked Determine batch

idertification” on paget72to determine botBatchlD andBatchSequenceNum .

Step Action
1 Receive as input:
trans the transaction record
perAuth authorization-specific transaction data
rrpid an instance dRRPID
batchData an instance oBatchData(see pagd69)
sequenceNum an instance oBatchSequenceNufaptional)
transAmt an instance o€urrencyAmount
transType the message being processed; one of the
following:

« AuthReReq
e CapRevReq
¢ CredRevReq

payload an instance of one of the following:

¢ AuthRevReqData
* CapRevOrCredReqgltem

corresponding t&ransType .

2 Locate the item indicated erAuth (including appropriate components from
payload) and delete it from the batch identified bgtchData .

3 Invoke“UpdateBatchStatus " on paget83with the following input.
batchData batchData
transAmt transAmt

transType transType
sameBatch TRUE

Note: this will update componenin batchData .

4 Delete the entry that corresponds to the item from
batchData .transactionDetailSeq

5 Decrement the item count fopid in batchData .outstandingRequests _and
if the result is zero, removepid from the list.

Store theupdatedbatchData in thebatchdatabase.




Book 2: Programmer’s Guide SET Secure Electronic Transaction Specification
as of January 2, 2000 Page 497

Section 2
Authorization Request/Response Processing

Overview

Introduction The authorization processing consists of two messages, a request from a Merchant to a
Payment Gateway and a response from the Payment Gateway back to the Merchant.

These messages are used both for authorization-only transactions and for authorization with
capture (sale) transactions.

Acquirer
Cardholder Merchant Payment

Gateway

AuthReq

—

AuthRes

—

Figure 6: AuthReq /AuthRes Message Pair

Purpose The Authorization Request and Response message pair provide the mechanism for the
Merchant to obtain authorization for a purchase.

In theAuthReq , the Merchant sends:

* its own data about the purchase, signed and encrypted, plus
 thePI (Payment Instructions) received from the Cardholder.

Since each contains the hash of @2 and the amount, the Payment Gateway can verify that
the Merchant and Cardholder agree on the order description and the amount to be authorized.
Since thePl includes the payment card data required for the authorization, the Payment
Gateway can authorize the transaction using the existing payment card financial network.

In theAuthRes , the Payment Gateway returns the results of the authorization attempt (ahd
the capture attempt, if applicable).

Continued on next page
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Overview,

CaptureNow

Gateway
processing of
CaptureNow

continued

e&p%ufe—evenﬂéapf&FeNew—b‘—'FF%HElf captureNow is soecmed and the Acqwrerdoes

not support capture processiMfhen-this-happenthenanAuthCode of
captureNotSupportedill be returned. This indicat¢bat the Payment Gatewanly

performsauthorizatiomprocessingthe Merchantraymust submit authReqg with

captureNow _set to FALSE andubsequently issuamn out-of-bance-CapReg-message to
capture the payment.

If an operator specifiechptureNow , the operator can resubmit the authorization request

without captureNow . However,in most cases, a SET transaction occurs without significa

operator interventiorand the system is unlikely to be able to recover from this error.

It is therefore vital that the Merchant applicatimncorrectly configured as whether
capture processing performed bya given Payment Gateway.

WhencaptureNow is specified, the payment gatewshall either:

« perform concurrent authorization and capture processing by submitting a single reque
theacquirer or payment card financial network (provided that such a request is suppor
or

« submit an authorization request and if that request is approved, perform tbereer
capture processing for the transaction.

The merchant may want to force separate processing for batch reconciliation purposes.
merchant specifiesBatchlID in the authorization request, the payment gataway choose
to perform the authorization and capture processing separately.

5t to
ed)

f the
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Merchant Prepares for AuthReq
Authinfo For the purposes of this documentation, a logical record is defined containing informatiof

that must be determined by the Merchant prior to requesting authorization. Tale actu

implementation of collecting and passing this information is at the discretion of the

application developer.

authinfo

{ authRegAmt, [subsequentAuthind ], [captureNow] }

authRegAmt

the amount for which authorization is to be requested

« theamount of this shipmerftvhich may be the only
shipmeny; or

« the amount of this paymeint a series of installment
paymentsor

« thevalueof goods and servicescurredfor this recurring
payment

Normally authRegAmt is no morethan
trans .order.purchAmt less any prioauthorizations

If trans .order. installRecurData exists,
trans .order.purchAmt _reflects the anticipated total of all

authorizationseach individual authorization is likely to be
much smallerbut the total ofhe authorizations may be
greater

subsequentAuthind

aflag indicating Merchant requests an additional
authorization TRUE if this authorizatiorrepresents a split
shipment (except for the final shipment)

captureNow

aflag indicating whether combined authorization and capfu
is requestedoptional)

Table 45: Authinfo Data

n

Continued on next page
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Merchant Prepares for AuthReq, continued

m;m The Merchant application requires certain information to begin authorization processing.[The
authorization following processing steps describe one method of obtaining that information.
Step Action
1 Receive as inpufrom an application-defined interface)
trans the transaction record
authReqAmt an instance o€urrencyAmount
subsequentAuthind aninstance oBOOLEAN(default FALSE)
2 Retrieve the lategierAuth from trans . If not found, continue with Ste

Designate it aprior Auth . If prior Auth .authCode is calllssuer prompt user to|
determine whethet is appropriate to send this authorization request.

3 Constructthe following contents ofuthinfo(see pagd99):

authRegAmt authReqAmt
subsequentAuthind subsequentAuthind

4 Determine whether to request concurrent authorization and cagsutescribed
in “Capturé on page?4in Part | based on

« whether thePayment Gatewaidentified bytrans .peSubject supports
captureprocessingsee pagéd98), and

« Merchant or Acquirer guidelines.
If concurrent authorization and capture is desi atethe following contents

of Authinfo:
captureNow TRUE
5 Invoke* CreateAuthReq " with the following input:
trans trans

auth Info authinfo
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Merchant Generates AuthReq

Create AuthReq

Step

Action

Receive as input:

trans the transaction record

authinfo an instance of\uthinfo(see page 499)

This procedure uses the following internal variables:

batchlD an instance oBatchID
batchSequenceNum an instance oBatchSequenceNum
authUsesBatch an instance o-BOOLEAN

If trans .pi is NULL, stopprocessing.
Note: If the authorization request was initiated by the operdigplay a messageg
indicating that the final authorization for this transactims already been
performed.

From the trusted cache, retrieve tiegtificate whose:

* keyUsagencludeskeyEnciphermerdand

* subjectmatchedrans .peSubject .

If found, designatehie certificateascert-PE.

Otherwise stop processing arisplay a message to the operator indicating that
corrective action must be takendbtain a current copy diie Payment Gateway
certificate

Note: Under normal circumstances the certificate is retrieved every 24 hourg u

PCertReq and will be available in the trustedahe.

ConstructAuthRRTags
rrpid a fresh statistically uniqud&RRPID
merTermIDs from Merchant profile

date the current datand time

If trans .pi is anAuthToken (that is, if the tag at the beginning of Pl is [2])
retrievefrom trans theperAuth record of the most recent successful
authorizatiorand designate it gsriorAuth . If not found,abort processing

sing

Continued on next page
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Merchant Generates AuthReq, continued

Create AuthReq (continued)

Step Action

6 ConstructAuthTags
authRRTags the result of Step 4
transiDs trans .translDs
authRetNum priorAuth .authRetNum (if present)

7 If trans .pi is anAuthToken , continue with Step 8. Otherwise, construct

CheckDigests

hOIData trans .hOlData
hod2 trans .hod

8 ConstructAuthRegPayload

subsequentAuthind authinfo .subsequentAuthind
authRegqAmt authinfo .authRegAmt

avsData trans .order.avsData
specialProcessing if required by the brand and product

combination identified byrans .brandID , a
value from Table 48 on page 508

cardSuspect if the Merchant is suspicious of the
Cardholder, a value from Table 49 on
page 508

requestCardTypelnd TRUE if requesting information about the
payment card type; otherwise FALSE

installRecurData trans .order.installRecurData

marketSpecAuthData trans .order.marketData

merchData from the Merchant profil€ifreguired-by
brand-peticy)

additional business functions (optional)

aRgExtensions any message extension(s) required to support ‘

9 ConstructAuthReqgltem

authTags the result of Step 6
checkDigests the result of Step 7
authReqgPayload the result of Step 8

Continued on next page
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Merchant Generates AuthReq, continued

Create AuthReq (continued)

Step Action

10 Recommended: Invoke “Create set of Thumbprints for request” on page 118 with
the following input:

brand trans .brand

bin trans .pBIN

11 SetauthUsesBatch to FALSE. Ifauthinfo .captureNow is FALSE, continue
with Step 14.

12 If batch processing is used and the Merchant asBigfiehID :

» SetauthUsesBatch to TRUE.
« Invoke “Determine batch identification” on page 472 with the following inpuit:

—

brand trans .brand
PBIN trans .pBIN
rrpid authRRTags.rrpid

Designate the value dfatchID returned adatch/D and the value of
sequenceNum returned asequenceNum .

13 ConstructBaleDetalil
batchlD batchlD
batchSequenceNum sequenceNum

Populate other components®dileDetailbased on the type of transaction and
according to brand policy.

14 ConstrucAuthReqgData

authReqltem the result of Step 9
mThumbs the result of Step 10
captureNow authinfo .captureNow
saleDetail the result of Step 13

Continued on next page
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Merchant Generates AuthReq, continued

Create AuthReq (continued)

Step Action
15 Invoke “Compos&ncB’ on page 198 with the following input:

s the Merchant’s signature certificate

r cert-PE

t the result of Stepp4

b trans .pi

type-t id-set-content-AuthReqTBE

type-s id-set-content-AuthReqTBS

type-b id-set-content-PI

certs the new Merchant key encryption certificate
for trans .brandID , if received since the last
time a message was sent to this Payment
Gateway

16 Store in the message database

AuthRegData the result of Step 14
17 ConstructPerAuth

authDate authRRTags.date

authRegData the result of Stefi4

authRRPID authRRTags.rrpid

captureNow authinfo .captureNow

authUsesBatch authUsesBatch

pi trans .pi

pResPayload completionCode orderReceived
18 Store in the transaction database:

perAuth the result of Stef7

pi NULL

Note: TheperAuthrecord stored in this step is a new record; it does not replace
the record of any prior authorization.

Continued on next page
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Merchant Generates AuthReq,

continued

Create AuthReq (continued)

Step

19

Action
Invoke “Send Message” on page 109 with the following input:
recip the-Cardheldethe Payment Gateway
msg the result of Step 15
ext any message extension(s) required to support
additional business functions (optional)
rrpid authRRTagstpid
lid-C trans .transiDs. lid-C
lid-M trans .transliDs. lid-M
XxID trans .transIDs. XID

Continued on next page
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Merchant Generates AuthReq,

AuthReq data

continued

AuthReq EncB(M, P, AuthReqgData, PI)

AuthReqgData {AuthReqltem, [MThumbs], CaptureNow, [SaleDetail]}

Pl See page 372.

AuthReqltem {AuthTags, [CheckDigests], AuthReqPayload}

MThumbs Thumbprints of certificates, CRLs, and Brand CRL Identifiers
currently held in Merchant’s cache.

CaptureNow Boolean indicating that capture should be performed if authorization
is approved.

SaleDetall See page 383.

AuthTags {AuthRRTags, TransIDs, [AuthRetNum]}

CheckDigests {HOIData, HOD2}
Used by Payment Gateway to authentid@iteOmit if Pl is an
AuthToken .

AuthReanonad See page 507.

AuthRRTags RRTags, see page 395.
Note:RRPID is needed because there may be more than one
authorization cycle pelPReq.

TransIDs copied from correspondin@|Data; see page 436.

AuthRetNum Identification of the authorization request used within the financia]
network.

HOIData DD(OlData)
See page 436 for the definition@fData.
An independent hash computed by Merchant. Payment Gateway]
compares with Cardholder-produced copyPinto verify linkage from
Pl to OlData.

HOD2

DD(HODInput)
Se€'OlData” on page 436 for definition ¢fODInput .

Independent computation by Merchant. Payment Gateway comp
to Cardholder-produced copy Rl to verify out-of-band receipt by
Merchant ofrelevantdata.

ares

Table 46: AuthReq Data

Continued on next page
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Merchant Generates AuthReq,

continued

AuthRegPayload data

AuthReqgPayload

{SubsequentAuthind, AuthRegAmt, [AVSData],
[SpecialProcessing], [CardSuspect],
RequestCardTypelnd, [InstallRecurData],
[MarketSpecAuthData], MerchData, [ARqExtensions]}

SubsequentAuthind

Boolean indicating Merchant requests an additional
authorization because of a split shipment.

AuthRegAmt

May differ fromPurchAmt ; Acquirer policy may place
limitations on the permissible difference.

AVSData

{[StreetAddress], Location}

Cardholder billing address; contents are received from
Cardholder using an out-of-band mechanism.

See page 394 for definition bécation .

SpecialProcessing

Enumerated field indicating the type of special processing
requested. See page 508.

CardSuspect Enumerated code indicating that Merchant is suspicious of the
Cardholder and the reason for the suspicion. See page 508.

RequestCardTypelnd | |ndicates that the type of card should be returne@andType
in the response; if the information is not available, the value
unavailable(0)is returned.

InstallRecurData See page 377.

MarketSpecAuthData | < MarketAutoAuth, MarketHotelAuth,
MarketTransportAuth >
Market-specific authorization data.

MerchData { [MerchCatCode], [MerchGroup]}

ARQExtensions The data in an extension to the authorization regeresitshall
be financial and should be related to the processing of an
authorization (or subsequent capture) by the Payment Gateway,
the financial network, or the Issuer.

StreetAddress The street address of the cardholder.

MarketAutoAuth {Duration}

MarketHotelAuth {Duration, [Prestige]}

MarketTransportAuth 0
There is currently no authorization data for this market segment.

Table 47: AuthRegPayload Data

Continued on next page
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Merchant Generates AuthReq,

continued

AuthRegPayload data (continued)

MerchCatCode Four-byte code (defined in ANSI X9.10) describing mercharjt's
type of business, product, or service.

MerchGroup Enumerated code identifying the general category of the
merchant.

Duration The anticipated duration of the transaction (in days). This
information assists the Issuer by indicating how much time is
likely to elapse between the authorization and the capture.

Prestige Enumerated type of prestigious property; the meaning of the
various levels are defined by the payment card brand.

Table 47: AuthRegPayload Datagcontinued
SpecialProcessing The following values are defined f8pecialProcessing . The processing defined for

each value is branspecific.

directMarketing The Merchant requests the transacthlmprocessed with direct
marketingrules

preferreCustomer The Merchant requests the transactlmeprocessed with
preferred customenmules

Table 48: Enumerated Values forSpecialProcessing

CardSuspect The following values are defined f@ardSuspect .

unspecifiedReason

Either the Merchant does not differentiate reasons for suspic

or the specific reason does not appear in the list.

Table 49: Enumerated Values forCardSuspect
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Payment Gateway Processes AuthReq

Process
AuthReq

Step Action
1 Receive as input:
hdr an instance oflessageHeader
msg an instance oEnvelopedData
ext any message extension(s) required to
support additional business functions
(optional)
This procedure uses the following internal variables:
authCode an instance oAuthCode
authAmt an instance o€urrencyAmt
authRetNum an instance oAuthRetNum
paySysID an instance oPaySysID
transExists an instance 0-BOOLEAN
needCapture an instance dBOOLEAN
usesBatch an instance 0-BOOLEAN
2 Invoke“Verify EncB' on pagel99with the following input:

d msg
type-t id-set-content-AuthReqTBE
type-s id-set-content-AuthReqTBS
type-b id-set-content-PI

Designate

 the value oft returned ageq, and

 the value ofb returned api.

Continued on next page
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Payment Gateway Processes AuthReq, continued

Process AuthReq (continued)

Step Action
3 Validate the following contents @éq:

authRegltem.authTags. hdr. rrpid
authRRTags.rrTags.rrpid

authRegltem.authTags. hdr. messagelDs.lid-C

transIDs.lid-C
authRegltem.authTags. hdr.messagelDs.lid-M
transiDs.lid-M
authRegltem.authTags. hdr.messagelDs.xID
transIDs.xID

If errors occur during validation, invoKé&€reateError Messageé on pagel35
with the following input:

| errorCode | wrapperMsgMismatch |
4 Verify that req. auth Regltem.auth Tags.transIDs .language is a valid RFC

1766language coddf not, invoke“CreateError Messageé on pagel35with the

following input:
| errorCode | unsupportedLanguage |

5 SetusesBatch to FALSE.

If req.captureNow is TRUE:
* If the Payment Gateway does not support capture processiayts€ode to
captureNotSupportednd continue with Step0.

» SetneedCapture to TRUE.
Otherwise, seteedCapture to FALSE.

6 If pi is in the list of:

usedPIs » SetauthCode to piPreviouslyUsed
¢ Continue with Step 20.

invalid AuthToken s | « SetauthCode to piPreviouslyUsed
¢ Continue with Step 20.

conditionalPls ¢ Deletethe Pl from that list

e If anauthToken with the sam@authRRPID
appeas in the list of conditionaduthToken s,
movethe AuthTokerto the list of invalid
authToken s.

Continued on next page
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Payment Gateway Processes AuthReq, continued

Process AuthReq (continued)

Step Action
7 From the trusted cache, retrieve the certificate whose:

» keyUsages digitalSignature
* issuermatchesnsg .signerinfos[1].issuerAndSerialNumber.issuer  , and

 serialNumbematches
msg .signerinfos[1].issuerAndSerialNumber.serialNumber

Designate the certificate agrt-MS.

8 Invoke “Proces®l1” on page 516 with the following input:
pi pi
cert-MS cert-MS
checkDigests req .authReqltem.checkDigests
installRecurData req .authRegltem.authRegPayload.
installRecurData
transiDs req .authRegltem.authTags.transIDs
Designate:

« the value ofauthCode returned asuthCode ,
* the value ofacqCardCodeMsg returned asicqCardCodeMsg ,

» the value oftrans returned agrans,
 the value oftrans Exists returned a$rans Exists , and
 the value ofauthTokenData returned agsuthTokenData .

If authCode is notapproved continue with Step 20.

9 If req.captureNow is FALSE, continue with Stepl.

Otherwise:

» Validate components g&g.saleDetail (other thanbatchID and
batchSequenceNymccording to brand policyf errors occur, seauthCode
andcapCode to appropriate values and continue with S26p

 |f batch processing isot used continue with Stefd 1.
» SetusesBatch to TRUE.

Continued on next page
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Payment Gateway Processes AuthReq, continued

Process AuthReq (continued)

Step Action
10 Invoke“Process batch identificatibion page487 with the following input:
brand trans .brand
PBIN cert-MS.merchantData.merAcquirer BIN
rrpid req.authRegltem.authTags.
authRRTags.rrTags.rrpid
mBatchID req.saleDetail.batchID

If the value ofcapCode returned is nosuccess

» SetauthCode to captureFailure
» Designate the value @apCode returned asapCode .
» Continue with Steg0.

Otherwise, designate:

 the value ofbatchlD returned adatch/D , and
» the value obbatchData returned a®atchData .

Note: In the case of concurrent authorization and capture processingctie bdt
identification is used for reporting and accounting purposes only.

11 Process authorizatigaitherthrough the existing payment card financial networks
or locallyby the Payment Gateway if allowed by paymienaind rules)

If reqg.captureNow is TRUE the request should be formatted to request

concurrentauthorization and capture processing providedttieacquirer and

payment card financial network support such proces3ing.decision about
concurrent processing may be affected by whether the me ified

req.saleDetail.batchID .

SetauthCode , authRetNum , andpaySysID and format an instance of
ResponseDathased on the results of the authorization process.

If concurreniauthorization and capture was attempted
» If authCode is successsetcapCode based on the results of the capture

process.
» setneedCapture to FALSE.

12 If authCode is approved

* SetauthAmt to the amount authorized in Step 11.
» Otherwise, seauthAmt to req.authRegltem.authReqPayload.
authRegAmt .

Continued on next page
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Payment Gateway Processes AuthReq, continued
Step Action
13 If authCode is notapproved
 If usesBatch is TRUE, removereq.authRegltem. authTags.
authRRTags. rrTags. rrpid from batchData .outstandingRequests
Note: This processing intentionally avoids updatimmsactionDetailS eq in
batchData .
» SetneedCapture to FALSE.
« If authCode is notcalllssuer continue with Step 20.
14 If needCapture is TRUE and batches are not accumulated locally:
» Process capture via existing payment card financial network.
» SetcapCode based on the results of the capture process.
» SetneedCapture to FALSE.
15 Constructthe following contents dPerAuth

authAmt
authCode

req.authReqltem (if it is Payment Gateway

policy to store this daja

authAmt

authCode
authReqltem

paySysID from theresult of Sted 1 (if provided
authRetNum authRetNum
authRRPID req.authReqgltem. authTags.

authRRTags. rrTags. rrpid
from the result of Stepl (if provided

responseData

batchlD batchlID (if set
batchSequenceNum batchSequenceNum (if set
capCode capCode (if set)

req.captureNow

from theresult of Sted 1
req.saleDetail

captureNow

responseData
saleDetail

Continued on next page
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Payment Gateway Processes AuthReq, continued

Process AuthReq (continued)

Step Action

16 If needCapture is TRUE invoke“Update batclfadd item) on paget93with
the following input:

trans Irans

perAuth the result of Stef5

rrpid req.authReqgltem.authTags.
authRRTags.rrTags.rrpid

batchData batchData

sequenceNum req.saleDetail. batchSequenceNum

transAmt authAmt

transType AuthReq

payload req.authRegltem.authRegPayload

Designate thealue ofcapCode returnedascapCode andthevalue of
sequenceNum returnedassequenceNum .
17 If paySysID is defined:
» Update the following contents ¢rfans .transIDs :
| paySysID | from the result of Stepl (if provided |

» Store in the result in the transaction database.

18 Store in the transaction database:

| perAuth | theresult of Sted 5 |

19 If authCode is approvedor if brand or acquirer policy requires the transaction
record to be retained, sieansExists to TRUE.

20 Store in the message database
AuthRegData req

Continued on next page
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Payment Gateway Processes AuthReq, continued

Process AuthReq (continued)

Step Action

21 Optional: IfacqCardCodeMsg has not been defined, construct an instance (¢
AcqCardCodeMstp provide additional information about the status of the
transaction to the cardholder:

=

acqCardText optional: a textual message to be displayed to
Cardholder (using
req.authReqltem.authTags.transIDs.
language if available)

acqCardURL optional: the URL that references a message
to be displayed to Cardholder

acqCardPhone optional: a phone number to be presented fto
Cardholder

22 Invoke “CreatéAuthRes ” on page 526 with the following input:

trans trans

perAuth the result of Step 15

req req

pi pi

cert-MS cert-MS

acgCardCodeMsg from the result of Step 8 or Step 21
batchData batchData

transExists transExists

Continued on next page
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Payment Gateway Processes AuthReq, continued
Step Action
1 Receive as input:
pi an instance ol
cert-MS an instance o€ertificate
checkDigests an instance o€heckDigest¢optional)
installRecurData an instance dinstallRecurData(optional)
transiDs an instance of ransiDs(optional)
reversalFlag an instance odBOOLEAN(default FALSE)

Note: If reversalFlag is FALSE,installRecurData , andtransIDs are
required; in additioncheckDigests is required ifpi is not anAuthToken .

This procedure uses the following internal variables:

authCode

an instance oAuthCode

transExists

an instance o BOOLEAN

SetauthCode to approved

Examine the tag at the beginningpof

« If the tag is [0], continue with Step 4.
« If the tag is [1], continue with Step 12.
« Otherwise, continue with Step 33.

Processing steps for unsigned

4 Invoke “Verify EXH’ on page 180 with the following input:
d pi (without the leading tag [0])
type-t id-set-content-PlUnsigned TBE
type-p id-set-content-PANToken

Designate:
* the value oft returned api-oiLink,
* the value ofp returned apanToken , and
e pi-oiLink.t1 aspiHead.
5 If reversalFlag is TRUE, continue with Step 10.

Continued on next page
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Payment Gateway Processes AuthReq, continued

Process PI (continued)

Step Action
6 From the trusted cache, retrieve the certificate whose:
» keyUsagencludeskeyEnciphermerand

 serialNumbematches
pi.piUnsigned.recipientinfos[1].issuerAndSerialNumber

Designate the certificate agrt-PE . If not found, abort processing.

7 If cert-PE .cardCertRequired is TRUE, setauthCode to signatureRequired
and continue with Step 42.

8 Invoke" Compae BrandID s’ on pagel19with the following input:
hier TRUE
brand1 cert-PE .subject.organizationName
brand2? cert-MS .subject.organizationName
If the values do not match, smtithCode to cardMerchBrandMismatchnd
continue with Ste@2.

Continued on next page
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Payment Gateway Processes AuthReq, continued

Process PI (continued)

Step Action
9 Validate the following contents @fanToken :
pan If required by brand policwerify using the
check digit algorithm described in Appendhix
cardExpiry If required by acquirer or brand poliayot
before today’s date

If errors occur during validadn:
» SetauthCode based on the field that failed

pan invalidPAN
cardExpiry expiredCard

» Continue with Steg?2.

10 Store in the transaction database:

backKeyData piHead .acqBackKeyData

brand pi-oiLink .ciData.brandID without Product |
brandID pi-oiLink .oiData.brandID |
cardExpiry panToken .cardExpiry

pan panToken .pan

purchAmt piHead .inputs.purchAmt

Designate the resulting transaction recordrass . SettransExists to FALSE.
11 Continue with Step 28.
Processing steps for signpd

12 Invoke “Verify EXL” on page 176 with the following input:

d pi (without the leading tag [1])

type-t id-set-content-PIDualSignedTBE

type-p id-set-content-PANData
Designate:

* the value oft returned api-oiLink ,
* the result ofp returned apanData, and
* pi-oiLink.t1 aspiHead.

Continued on next page
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Process PI (continued)
Step Action
13 If reversalFlag is TRUE, continue with Step 27.
14 From the trusted cache, retrieve the certificate whose:
» keyUsagéncludeskeyEnciphermerdand
* serialNumbematches
pi.piDualSigned.recipientinfos[1].issuerAndSerialNumber
Designate the certificate agrt-PE. If not found, abort processing.
15 From the trusted cache, retrieve the certificate whose:
» keyUsages digitalSignature
 serialNumbematches
pi.piDualSigned.signerinfos[1].issuerAndSerialNumber
Designate the certificate aert-CS. If not found, abort processing.
16 ConstrucPIData:
piHead piHead
panData panData
17 Invoke “ComposéetachedDigest’on page 143 with the following input:
t the result of Step 16
type id-set-content-PlData
18 ConstrucPI-TBS
hPIData the result of Step 17
hOIData pi-oiLink .t2
19 Invoke “Verify SignedData (SO)n page 157 with the following input:
t the result of Step 18
d pi.piDualSigned.piSignature
type id-set-content-PI-TBS
20 Invoke “Compar@®randID s” on page 119 with the following input:
hier TRUE
brand1 cert-PE .subject.organizationName
brand2 cert-CS .subject.organizationName
If the values do not match, ssithCode to cardMerchBrandMismatchnd
continue with Step 42.

Continued on next page




Book 2: Programmer’s Guide SET Secure Electronic Transaction Specification
Page 520 as of January 2, 2000

Payment Gateway Processes AuthReq, continued

Process PI (continued)

Step Action

21 Invoke“CompareBrandID s” on pagel19with the following input:
hier TRUE
brand1 cert-MS .subject.organizationName
brand2 cert-CS .subject.organizationName

If the values do not match, ssithCode to cardMerchBrandMismatchnd
continue with Ste@d2.

22 Invoke“CompareBrandID s’ on pagel19with the following input:

hier TRUE
brand1 cert-PE .subject.organizationName
brand? cert-MS .subject.organizationName

If the values do not match, ssithCode to cardMerchBrandMismatchnd
continue with Ste@d2.

23 Validate the following contents pinData :

pan If required by brand policy, verify using the
check digit algorithm described in Appendix N

cardExpiry If required by acquirer or brand policy, not
before today’s date

If errors occur during validatiosetauthCode based on the field that failedhd
continue with Ste@d2.

pan invalidPAN |
cardExpiry expiredCard |

24 ConstrucHMACPanData
pan panData. pan

cardExpiry panData .cardExpiry

25 Invoke “Keyed-Hash” on page 142 with the following input:
t the result of Step 24
k panData .panSecret

Designate value returned eardholderiD .
26 ValidatecardholderID
cardholderID cert-CS.commonName |

If errors occur during validatiosend-ssignatureFatlureErrermessagset
authCode to signatureFailureand continue with Stef?.

Continued on next page
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Payment Gateway Processes AuthReq, continued

Process PI (continued)

Step Action
27 Store in the transaction database:
backKeyData piHead .acqBackKeyData
brand pi-oiLink .oiData.brandID without Product |
brandID pi-oiLink .oiData.brandID |
cardExpiry panData .cardExpiry
pan panData .pan
purchAmt piHead .inputs.purchAmt
transStain piHead .transStain (optional)

Designate the resulting transaction recordérass . SettransExists to FALSE.

Common processing steps for unsigned and sigmed

28 If reversalFlag is TRUE, continue with Step 31.

29 Validate the following contents checkDigests :
hOlIData pi-oiLink .t2
hod2 piHead .inputs.hod

If errors occur during validation, satithCode based on the field that failed angl
continue with Step 42.

HOIData piAuthMismatch
hod2 return-a-HODMismateh-Error-message
piAuthMismatch

30 Validate the following contents gfiHead':

trans|Ds.xID transiDs .xID

transiDs.lid-C transiDs .lid-C

transiDs.lid-M transIDs .lid-M

merchant|D cert-MS .merchantData.merID
installRecurData installRecurData

transIDs.pRegDate | fransIDs .pRegDate

If errors occur during validation, setithCode based on the field that failed ang
continue with Step 42.

installRecurData installRecurMismatch

all other fields piAuthMismatch

Continued on next page
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Payment Gateway Processes AuthReq, continued

Process PI (continued)

Step Action
31 Store in the transaction database:
installRecurData piHead .installRecurData
merchantID piHead .merchantID
transIDs piHead .transIDs

32 Continue with Step 40.
Processing steps fauthToken

33 Invoke “Verify EncX on page 195 with the following input:

d pi (without the leading tag [2])
type-t id-set-content-AuthTokenTBE
type-s id-set-content-AuthTokenTBS
type-p id-set-content-PANToken

Note: As used herpe-p will never appear in any message; it is only used tg
correctly set BC in the OAEP block.

Designate:

 the value oft returned asuthTokenData , and
* the value ofp returned apanToken .

34 If reversalFlag is TRUE, continue with Step 39.

35 Verify that the entity identified byi.authToken.signerIinfos[1].
IssuerAndSerialNumber _is the payment gateway. If not, setthCode to
piAuthMismatchand continue with Ste$2.

Continued on next page
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Payment Gateway Processes AuthReq, continued

Process PI (continued)

Step Action
36 Validate the following contestof panToken :

cardExpiry if required by acquirer or brand poliayot
before today’s date

If errors occur during validation, setithCode to expiredCardand continue with
Step42.
37 Validate the following contents @futhTokenData :

xID transIDs .xXID

lid-C transiDs .lid-C

lid-M transIDs .lid-M

merchantlD cert-MS .merchantData.merID
If errors occur during validation, satithCode to piAuthMismatchand continue
with Step 42.

38 If authTokenData .installRecurData.recurring  is not present, continue with

Step 39.

Otherwise, validate the following contentsaafthTokenData.
installRecurData :

recurringExpiry greater than ogqual tothe current date |

>

recurringFrequency | less than ogqual tothe number of days betweg
authTokenData .prevAuthDateTime and the
current date

If errors occur during validation, setithCode based on the field that failed ang
continue with Step 42.

recurringExpiry recurringExpired

recurringFrequency | recurringTooSoon

Continued on next page
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Payment Gateway Processes AuthReq, continued

Process PI (continued)

Step Action
39 From the transaction database, retrieve the recordios/Ds xID. If found,
designate it agans.
Otherwise,
 Store in the transaction database:
backKeyData authTokenData .acqBackKeyData
brand cert-MS .subject.organizationName
without Product
brandID cert-MS .subject.organizationNa _me
cardExpiry panToken .cardExpiry
installRecurData authTokenData .installRecurData
merchantID authTokenData .merchantID
pan panToken .pan
purchAmt authTokenData .purchAmt
transIDs authTokenData .translDs
» Designate the resulting transaction recordrass .

Common processing steps

40 If reversalFlag is TRUE, continue with Step 43.

41 Execute additional procedures for installment payments as defined by brand
policy.

Continued on next page
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Payment Gateway Processes AuthReq, continued

Process PI (continued)

Step Action

42 Optional: If an error occurred during this processing, constiegCardCodeMsg
to provide additional information about the failure to the cardholder:

acqCardText optional: a textual message to be displayed to
Cardholder (usingrans/Ds .language if
available)

acqCardURL optional: the URL that references a message
to be displayed to Cardholder

acqCardPhone optional: a phone number to be presented o
Cardholder

43 Return:

authCode authCode

acqCardCodeMsg | the result of Step 42

trans trans

transExists transExists

authTokenData authTokenData (if defined)




Book 2: Programmer’s Guide

Page 526

SET Secure Electronic Transaction Specification
as of January 2, 2000

Payment Gateway Generates AuthRes

Create AuthRes

Step

Action
Receive as input:
trans the transaction record
perAuth authorization-specific transaction data
req an instance oAuthReqgData
pi an instance dpPl
cert-MS an instance o€ertificate
acqCardCodeMsg an instance oAcqCardCodeMsgoptional)
batchData an instance oBatchData
transExists an instance o-BOOLEAN

This procedures uses the following internal variables:

capTokenSent

| an instance dBOOLEAN

If perAuth .authAmt is specified in a currency other than the one used by th
cardholder and if currency conversion data is available (for example, becaus

payment system returned it), constr@ectrrConv.

currConvRate

either:

« the current conversion rate between
perAuth .authAmt currency and
Cardholder’s requested currency, received
from the payment system, or

« if the payment system returns the amount i
the billing currencyamountBillingCurrency
perAuth .authAmt

cardCurr

the Cardholder’s billing currengyeceived
from the payment system

e the

Continued on next page
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Create AuthRes (continued)
Step Action
3 ConstructAuthHeader
authAmt perAuth .authAmt
authCode perAuth .authCode
responseData perAuth .responseData
batchStatus optional:if perAuth .capCode is success ’
andperAuth .batchID is defined
batchData .batchStatus
currConv the result of Step 2
4 If perAuth .capCode is specifiedconstruciCapResPayload |
capCode perAuth .capCode
capAmt perAuth .authAmt
batchlID perAuth .batchlD _(if perAuth .capCode
is success)
batchSequenceNum perAuth .batchSequenceNum _(if
perAuth .capCode is success)
cRsPayExtensions any message extension(s) required to support
additional business functions (optional)
5 ConstructAuthResPayload
authHeader the result of Step 3
capResPayload the result of Step 4
aRsExtensions any message extension(s) required to support
additional business functions (optional)

Continued on next page
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Payment Gateway Generates AuthRes, continued

Create AuthRes (continued)

Step Action
6 If perAuth .authCode is approved add to the list of usefls:
Lpi E |
Include also necessary identifying data, as discussed in “Payment Gateway Pl
records” on page 466.

7 If perAuth .authCode is calllssuer add to the list of conditiond?Is:
| pi | pi |
Include also necessary identifying data, as discussdéaypment Gateway Pl

record$ on paget66.

8 Optional:If perAuth .authCode is approvedor calllssuerand
perAuth .capCode is notdefined setcapTokenSent to TRUE andnvoke

“CreateCapToken ” on page 533 with the following input:

trans trans
perAuth perAuth
Designate:

« the value ofcapToken returned agapToken , and
« the value offokenOpaque returned agokenOpaque .

9 If perAuth .authCode is approvedor calllssuerandone of the following
conditions exists:

* req.authRegltem.authReqgPayload.subsequentAuthind is TRUE

 trans .installRecurData.installTotalTrans  exists and fewer than
trans .installRecurData.installTotalTrans  transactions have been
processed

« trans .installRecurData.recurring  exists and the current date is greater than
or equal taecurringFrequency days before the earlier cécurringExpiry
andtrans .cardExpiry

then invoke “Creat@&uthToken ” on page 535 with the following input:

trans trans
oldTokenData authTokenData
authAmt perAuth .authAmt

10 If perAuth .authCode is calllssuerand ifan AuthToken wascreated infStep9,
addto the list ofconditionalauthToken s:

authToken theresult of Ste®

Include also necessary identifying data, as discusstéaypment Gateway Pl
record$ on paget66.

Continued on next page
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Page 529
Payment Gateway Generates AuthRes, continued
Step Action
11 If trans .backKeyData does not exist or if no message is to be returned to th

Cardholder (tunneled through the Merchant), continue with Step 14.

If acqCardCodeMsg is specified, continue with Step 13.

Otherwise, construct an instanceAaigCardMsgData

acqCardText optional: a textual message to be displayed to
Cardholder (using
trans .transIDs.language if available)

acqCardURL optional: the URL that references a message
to be displayed to Cardholder

acqCardPhone optional: a phone number to be presented o

Cardholder

12 ConstrucacqCardCodeMsg
acgCardCode a value fronmTable 9 on page 379
acqCardMsgData the result of Step 11
13 Invoke “Compos&ncK’ on page 190 with the following input:
k trans .backKeyData.acqBackKey
s the Payment Gateway’s signature certificate
t the result of Step 12
type-t id-set-content-AcqCardCodeMsgTBE
type-s id-set-content-AcqCardCodeMsg
aid trans .backKeyData.acqBackAlg
14 ConstruciuthResBaggage
capToken capToken
acqCardMsg the result of Step 13
authToken the result of Step 9
15 Copyreq.authRegltem.authTags to an instance dhuthTagsand update the

following components:

transIDs.paySysID

perAuth .paySysID

authRetNum

perAuth .authRetNum

Continued on next page
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Payment Gateway Generates AuthRes, continued

Create AuthRes (continued)

Step Action

16 Retrieve the current Payment Gateway key encryption certificate for the brand
identified bytrans .brandID andtrans .pBIN. If not found, abort processing.

If req.mThumbs is absent or ifeq.mThumbs is present and does not include
the thumbprint of the certificate, designate the certificateealsPE and its
Thumbprint agpe Thumb ; otherwise, setert-PE andpeThumb to NULL.

17 Retrieve th@randCRLIdentifier for the brand identified byrans .brand and
designate it adci; retrieve its Thumbprint and designate itt@sThumb . If not
found, abort processing.

If req.mThumbs is present and includdxiThumb , setbci to NULL.
18 ConstrucAuthResData

authTags the result of Step 15
brandCRLIdentifer bci
peThumb GKFhumbpeThumb
authResPayload the result of Step 5
19 Invoke “Retrieve Merchant key encryption certificate” on page 537 with the
following input:
brandID trans .brandID
merchant!D trans .merchantID
20 If perAuth .authCode is approvedor calllssuerandif

cert-MS .merchantData.merAuthFlag is TRUEandif Acquirerpolicy allows
PANToken to be returned for this transactioantinue with Step 23.

21 Invoke “Compos&ncB’ on page 198 with the following input:

S the Payment Gateway’s signature certifica{e
r the result of Step 19

t the result of Step 18

b the result of Step 14

type-t id-set-content-AuthResTBE

type-s id-set-content-AuthResTBS

type-b id-set-content-AuthResBaggage

certs cert-PE

22 Append the result of Step 21 to the tag [0], then continue with Step 26.

Continued on next page
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Create AuthRes (continued)
Step Action
23 Construct the following contents BANToken
pan trans .pan
cardExpiry trans .cardExpiry
24 Invoke “Compos&ncBX on page 203 with the following input:
S the Payment Gateway’s signature certificate
r the result of Step 19
t the result of Step 18
b the result of Step 14
p the result of Step 23
type-t id-set-content-AuthResTBEX
type-s id-set-content-AuthResTBSX
type-p id-set-content-panToken
type-b id-set-content-AuthResBaggage
certs cert-PE
25 Append the result of Step 24 to the tag [1].
26 Store in the mgsage database
authResData the result of Stefi8
authResBaggage the result of Stef4
27 If transExists is FALSE, delete the transaction record and continue with
Step30.
28 Constructthe following contents dPerAuth
authResPayload the result of Stepb (if it is Payment Gateway
policy to store this daja
tokenOpaque tokenOpaque
29 Store in the transaction database:
perAuth the result of Ste@8

Continued on next page
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Payment Gateway Generates AuthRes, continued

Create AuthRes (continued)

Step Action
30 Invoke “Send Message” on page 109 with the following input:
recip the-Cardheldethe Merchant
msg the result of Step 22 or Step 25
ext any message extension(s) required to support additipnal
business functions (optional)
rrpid req.authReqltem. authTags. authRRTags.
rrTags. rrpid
lid-C req.authReqltem. authTags. transiDs. lid-C
lid-M req.authReqltem. authTags. transIDs. lid-M
XID req.authReqltem. authTags. transIDs. xID

Continued on next page
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Payment Gateway Generates AuthRes, continued

Create This version of SET supports encryption only to the same Payment Gateway; that is, only
CapToken the Payment Gateway that created a gi®apToken will be able to read it.
Step Action
1 Receive as input:
trans the transaction record
perAuth authorization-specific transaction data

2 ConstrucCapTokenData
authRRPID perAuth. authRRPID
authAmt perAuth. authAmt

tokenOpaque | data fromtrans that will be required to process a
capture or credit request (included in the event that
the transaction record is purged prior to receipt gf
the request)

3 If panToken is to be included, continue with Step 5.
Otherwise, invoke “Compodgenc’ on page 186 with the following input:
s the Payment Gateway’s signature certificate
r the Payment Gateway’s key encryption certificate
t the result of Step 2
type-t id-set-content-CapTokenTBE
type-s id-set-content-CapTokenData

Append the result of Step 3 to the tag [1]. Continue with Step 8.

Construct the following contents BANToken

pan trans .pan

cardExpiry trans .cardExpiry

Continued on next page
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Payment Gateway Generates AuthRes, continued

Create CapToken (continued)

Step Action
6 Invoke “ComposdncX on page 194 with the following input:

S the Payment Gateway’s signature certificate
r the Payment Gateway’s key encryption certificate
t the result of Step 2
p the result of Step 5
type-t id-set-content-CapTokenTBEX
type-s id-set-content-CapTokenTBS
type-p id-set-content-PANToken

Note: As used hertype-p will never appear in any message; it is only used {
correctly set BC in the OAEP block.

Append the result of Step 6 to the tag [0]. Continue with Step 8.
Return the following:

[«]

capToken the result of Step 4 or Step 7

tokenOpaque | capTokenData.tokenOpaque

Continued on next page
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Payment Gateway Generates AuthRes, continued

Create AuthToken

Step Action
1 Receive as input:
trans the transaction record
oldTokenData an instance ofuthTokenDatdoptional)
authAmt an instance o€urrencyAmount
priorAmt an instance o€urrencyAmoungoptional)
2 Construct the following contents AtithTokenData
transIDs trans .translDs
purchAmt trans .purchAmt
merchantID trans .merchantID
acqBackKeyData trans .backKeyData
installRecurData trans .installRecurData
authTokenOpaque | data fromtrans that will be required to process a
subsequent authorization request (included in the
event that the transaction record is purged prior|to
receipt of the request)

Designate the result @sithTokenData .

3 If oldTokenData is not specified, continue with Step 4. Otherwise:

* if priorAmt is specified, continue with Step 6,
 otherwise, continue with Step 5.

Creating firstAuthToken

4 Update the following components awthTokenData :

recurringCount 1

prevAuthDateTime | the current datand time
totalAuthAmount authAmt

Continue with Step 7.

Continued on next page
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Payment Gateway Generates AuthRes, continued

Create AuthToken (continued)

Step | Action
Creating subsequeAthToken
5 Update the following components &uthTokenData :
recurringCount oldTokenData .recurringCount plus 1

prevAuthDateTime | the current datand time

totalAuthAmount oldTokenData .totalAuthAmount plus
authAmt

Continue with Step 7.

CreatingAuthToken as part of processing a partial reversal

Note: A full reversal does not generateew AuthToken:insteadijt restores the ’

previous PI.
6 Update the following componentsawthTokenData :
recurringCount oldTokenData .recurringCount
prevAuthDateTime | oldTokenData .prevAuthDateTime |
totalAuthAmount oldTokenData .totalAuthAmt decreased by
priorAmt then increased bguthAmt
Common processing steps
7 Construct the following contents BANToken
pan trans .pan
cardExpiry trans .cardExpiry
8 Invoke “Composd&ncX on page 194 with the following input:
S the Payment Gatewayiey-eneryptiorsignature
certificate
r the Payment Gateway’s key encryption certificate
t authTokenData
p the result of Step 7
type-t id-set-content-AuthTokenTBE
type-s id-set-content-AuthTokenTBS
type-p id-set-content-PANToken
9 Return the following:
authToken the result of Step 8

Continued on next page
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Payment Gateway Generates AuthRes, continued

Retrieve
Merchant key
encryption
certificate
Step Action
1 Receive as input:
brandID an instance oBrandID
merchant/|D an instance d¥lerchantlD

2 From the trusted cacheetrieve the certificate’hose:
» keyUsagencludes keyEncipherment
* merchantData.merlDnatchesnerchant/D , and

« subject.organizationNammatcheshrand ID (as indicated by the result of
“Compare BrandIDson pagell19).

If found, designate it asert-ME and continue with Step 5.

3 From theuntrusted cacheegtrieve the certificatthat matches the criteria listed in
Step 2.
If notfound, invoke“CreateError Messagé on pagel 35with the following
input:
| errorCode | missingCertificate CRLorBCI |

4 Designatehe certificataetrieved in Step &ascert-ME.
Invoke“Verify certificate’ on pagel 29 with the following input:

| cert | cert-ME |

5 Return thefollowing:
| cert-ME | cert-ME |

Continued on next page
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Payment Gateway Generates AuthRes,

AuthRes data

continued

AuthRes < EncB(P, M, AuthResData, AuthResBaggage),
EncBX(P, M, AuthResData, AuthResBaggage,

PANToken) >

AuthResData {AuthTags, [BrandCRLIdentifier], [PEThumb],
AuthResPayload}

AuthResBaggage {[CapToken], [AcqCardMsg], [AuthToken]}

PANToken See page 382. Sent if Merchant certificate indicates Merchar
entitled to the information.

AuthTags Copied from correspondinguthReq ; TransIDs and

AuthRetNum may be updated with current information.

BrandCRLIdentifier

List of current CRLs for all CAs under a Brand CA. See page
in Part Il.

PEThumb Thumbprint of Payment Gateway certificate provided if
AuthReq.MThumbs indicates Merchant needs one.

AuthResPaonad See page 539.

CapToken See page 380.

AcqCardMsg If Cardholder includedAcqBackKeyData in PIHead, the
Payment Gateway may send this field to the Merchant conta
a message (encrypted using the key data) for the Cardholde
Merchant is required to copfcqCardMsg to any subsequent
PRes or IngRes sent to the Cardholder. See page 379.

AuthToken

Merchant uses as tH in a subsequetuthReq . See

page 378.

Table 50: AuthRes Data

tis

347
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Continued on next page
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Payment Gateway Generates AuthRes,

AuthResPayload
data

continued

AuthResPayload | {AuthHeader, [CapResPayload)], [ARSExtensions]}

AuthHeader {AuthAmt, AuthCode, ResponseData, [BatchStatus],
[CurrConv]}

CapResPayload See page 619.

Returned ifCaptureNow had a value offRUE in AuthReq .

ARsExtensions

The data in an extension to the authorization respgha#mustbe
financial and should be important for the processing of the
authorization response or a subsequent authorization reversal or|
capture request by the Payment Gateway, the financial network,
the Issuer.

tion.

AuthAmt Copied fromAuthReqPayload.AuthRegAmt

AuthCode Enumerated code indicating outcome of payment authorization
processing. See page 541.

ResponseData {[AuthValCodes], [RespReason], [CardType], [AVSResult],
[LogRefID]}

BatchStatus See page 396.

CurrConv {CurrConvRate, CardCurr}

AuthValCodes {[ApprovalCode], [AuthCharInd], [ValidationCode],
[MarketSpecDatalD]}

RespReason Enumerated code that indicates authorization service entity and (i
appropriate) reason for decline. See page 543.

CardType Enumerated code indicating the type of card used for the transag
See page 544.

AVSResult Enumerated Address Verification Service response code. See
page 545.

LogRefID Alphanumeric data assigned to the authorization transaction (usd

for matching to reversals).

Table 51: AuthResPayload Data

Continued on next page
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Payment Gateway Generates AuthRes, continued

AuthResPayload data (continued)

CurrConvRate Currency Conversion Rate: value with which to multiply
AuthRegAmt to provide an amount in the Cardholder’s currengy.

CardCurr ISO 4217 currency code of Cardholder.

ApprovalCode Approval code assigned to the transaction by the Issuer.

AuthCharind Enumerated value that indicates the conditions present when the

authorization was performed. See page 545.

ValidationCode Four-byte alphanumeric code calculated to ensure that required
fields in the authorization messages are also present in their
respective clearing messages.

MarketSpecDatalD | Enumerated code that identifies the type of market-specific dat
supplied on the authorization (as determined by the financial
network). See page 545.

j*)

Table 51: AuthResPayload Datacontinued

Continued on next page



Book 2: Programmer’s Guide
as of January 2, 2000

SET Secure Electronic Transaction Specification
Page 541

Payment Gateway Generates AuthRes,

AuthCode

continued

The following values are defined féuthCode .

approved

The authorization request was approved.

unspecifiedFailure

The authorization request could not be processed for a
reason that does not appear elsewhere in this list.

declined The authorization request was declined.

noReply The Issuer did not respond to the authorization request.
This value frequently indicates a temporary system outage
in the Issuer’s data processing facilitPayment Gateway
generated response)

calllssuer The Issuer requests a telephone call from the merchant.

amountError The transaction amount could not be processed by a
non-SET system (Acquirer, financial network, Issuer, etg.).

expiredCard The card has expired.

invalidTransaction The request could not be processed by a non-SET system
(Acquirer, financial network, Issuer, etc.) because the type
of transaction is not allowed.

systemError The request could not be processed by a non-SET system

(Acquirer, financial network, Issuer, etc.) because data i
the request is invalid.

-

piPreviouslyUsed

The Payment Instructions in the authorization request have

been used for a prior authorization requegtich was
approved and has not been subsequently revéPaegment
Gateway generated response).

recurringTooSoon

The minimum time between authorizations has not elaps
for a recurring transaction (Payment Gateway generateg
response).

ed

recurringExpired

The expiration date for a recurring transaction has passe
(Payment Gateway generated response).

2d

piAuthMismatch

The data in thé| from the Cardholder does not correspo
with the data in th®©D from the MerchantPayment
Gateway generated response)

installRecurMismatch

InstallRecurData in thePI from the Cardholder does nof
correspond withnstallRecurData in theOD from the
Merchant.(Payment Gateway generated response)

captureNotSupported

The Payment Gateway does not support cap{ér@/ment

Gateway generated response)

Table 52: Enumerated Values forAuthCode

Continued on next page
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AuthCode (continued)

signatureRequired

The unsignedPl option is not supported by the Payment
Gateway for this brandPayment Gateway generated

response)

cardMerchBrandMismatch

The brand in the Cardholder Merchantsignature certificate
does not match the brand of the Payment Gateway encryyl
certificate.(Payment Gateway generated response)

Table 52: Enumerated Values for AuthCodegcontinued

Euture values The following conditions were identified after the ASN.1 for version 1.0 was completed.
for AuthCode They are currently defined as constants mappinmgpecifiedFailureln a future version of

the ASN.1, these values will be added to the ENUMERAPtiEhCode . Application
developers are encouraged to use these symbolic names in plaxspe€ifiedFailure

=

captureFailure

Capture was not attempted as it would have failed as a reg
of the suppliedatchlD and/orbatchSequenceNum .

invalidPANInfo

Supplied PAN does not conform to check digit algorithm
card has expired.

signatureFailure

ThecardholderlD recreated by the Payment Gatevirayn

panData does not match that in the Cardholder certificatg.

Table 53: Future Enumerated Values forAuthCode

=

ion

It

Continued on next page
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Payment Gateway Generates AuthRes, continued

RespReason The following values are defined fResp Reason .

issuer

The adhorization was processed by the Issuer.

standInTimeOut

The authorization was processed by $itend-In Processing
Systenafter it timed out waiting for the Issuer.

standInFloorLimit

The authorization was processed by $tend-In Processing
Systenbecause the transaction amount is below the Issue
limit.

standInSuppresslnquiries

The authorization was processed by $tend-In Processing

Systenbecause the Issuer had suppressed incoming
authorization traffic.

standlnlssuerUnavailable

The authorization as processed by ti&tand-In Processing
Systenbecause no connection to the Issuer was available,

standInlssuerRequest

The authorization was processed by $itend-In Processing
Systenat the Issuer’s request.

Table 54: Enumerated Values forRespReason

Continued on next page
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Payment Gateway Generates AuthRes,

continued

CardType The following valuesire defined foCardType .
unavailable Unknown card type
classic Brand-specific classic card product
gold Brand-specific gold card product
platinum Brand-specific platinum card product
premier Brand-specific premier card product
debit Brand-specific debit card product
pinBasedDebit Brand-specific PIN-based debit card product
atm Brand-specific ATM card product
electronicOnly Brand-specific electronic-only card product
unspecifiedConsumer Brand-specific unspecified consumer card product
corporateTavel Brand-specific corporate travel card product
purchasing Brand-specific purchasing card product
business Brand-specific business card product
unspecifiedCommercial | Brand-specific unspecified commercial card product
privateLabel Brand-specific private label card product
proprietary Brand-specific proprietary card product

Table 55: Enumerated Values forCardType

Continued on next page
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Payment Gateway Generates AuthRes, continued

AVSResult. The following values are defined f&iVSResult .
resultUnavailable AVS service was unavailable
noMatch Neither address nor postal code matches
addressMatchOnly Address matches, postal code does not
postalCodeMatchOnly Postal code matches, address does not
fullMatch Both address and postal code match

Table 56: Enumerated Values forAVSResult

AuthCharlnd The following values are defined f&wthCharind .
directMarketing Meet Direct Marketing requirements for card not present
recurringPayment Meet Direct Marketing recurring payment qualification

without address verification request

addressVerification Meet requirements for address verification; verification
requested for card not present: Direct Marketing, Transpoit

market segments

preferredCustomer Meet requirements for Prefed Customer, card not present
Hotel/Auto Rental and Transport market segments

incrementalAuth Incremental authorization qualified for Custom Payment
Service, card may or may not be present: Hotel/Auto Rentgl

market segments
Table 57: Enumerated Values forAuthCharlnd

MarketSpecDatalD The following values are defined fitarketSpecDatalD .
failedEdit Invalid value spcified; market-specific processing will not he
performed.
auto Auto Rental market
hotel Hotel/Motel Lodging market
transport Passenger Transport market

Table 58: Enumerated Values foMarketSpecDatalD
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Merchant Processes AuthRes

Process
AuthRes
Step Action
1 Receive as input:

hdr an instance ofessageHeader

msg an instance dinvelopedData

ext any message extension(s) required to support

additional business functions (optional)

This procedure uses the following internal variables:

completionCode

an instance o€ompletionCode

2 Examine the tag at the beginningmég .
« If the tag is [0], continue with Ste

* Otherwise, continue with Steb

Continue with Stefb.

3 Invoke*“ Verify EncB' on pagel 99 with the following input:
d msg (without the leading tag [0])
type-t id-set-content-AuthResTBE
type-s id-set-cotent-AuthResTBS
type-b id-set-content-AuthResBaggage

Designate:

* the value oft returned ages, and
 the value o returned avaggage .

4 Invoke“Verify EncBX on page?05with the following input.

d

msg (without the leading tag [1])

type-t

id-set-content-AuthResTBEX

type-s

id-set-content-AuthResTBSX

type-p

id-set-content-panToken

type-b

id-set-content-AuthResBaggage

Designate

 the value off returned ases,

 the value ofb returned avaggage , and

* the value op returned apanToken .

Continued on next page
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Merchant Processes

AuthRes, continued

Process AuthRes (continued)

Step

Action

5

Validate the following contents @és:

authTags.rrpid
authTags.translDs.xID

hdr. rrpid
hdr.messagelDs.xID

hdr. messagelDs.lid-C
hdr.messagelDs.lid-M

authTags.translDs.lid-C

authTags.trans|Ds.lid-M

If errors occur during validation, invoKe€reateError Messagé on pagel35

with the following input:

errorCode wrapperMsgMismatch

Retrieve the transaction record that is identifiedds/authTags.transIDs.xid
and designate it asans.

If not found, invoke “Creat&rror Message” on page 135 with the following
input:

errorCode unknownXID

Continued on next page
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Merchant Processes AuthRes, continued

Process AuthRes (continued)

Step Action
7 Retrieve fromtrans theperAuth record of the outstanding authorization request
and designate it ggerAuth . If not found, abort processing.
8 Validate the following contents oés.authTags :
lid-C trans .lid-C
lid-M trans .lid-M

If errors occur during validation, invoke “Crederor Message” on page 135
with the following input:

errorCode unknownLID |

9 If-GKThumb res.peThumb is present, verify that it matches the thumbprint of |
an existing Payment Gateway key encryption certificate in the trusted cache] If
not:

< From the untrusted cache, retrieve the key encryption certificate whose
Thumbprint matcheses.peThumb and designate it a=ert-PE . If not found,
abort processing.

* Invoke “Verify certificate” on page 129 with the following input:

cert cert-PE

10 Designatees.authResPayload.authHeader.authCode asauthCode .

11 Process the following contentsRésponseDataccording to brand or Merchant]
policy:

e cardType
¢ avsResult

Continued on next page
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Merchant Processes AuthRes,

continued

Process AuthRes (continued)

Step

Action

12

If perAuth .authUsesBatch is FALSE continue with Stefd5.

13

Invoke“Process batch informatidmn paget76 with the following input:

propBatchID perAuth .authRegData.saleDetail.
batchlD

propSeqgNum perAuth .authRegData.saleDetalil.
batchSequenceNum

batchlD res.authResPayload.capResPayload.
batchlD

segNum res.authResPayload.capResPayload.
batchSequenceNum

brandlD trans .brandID

pBIN trans .pBIN

rrpid perAuth .authRRPID

batchStatusSeq res.authHeader.batchStatus

transAmt res.authResPayload. authHeader.
authAmt

transType AuthReq

Designate the value éfatchData returned a®atchData .

14

Optional:

« Construct the following contents ®fansactionDetalil

transIiDs trans .translDs
authRRPID perAuth .authRRPID
brandID trans .brand

batchSequenceNum

a SEQUENCE with one item
res.authResPayload. capResPayload.

batchSeqguenceNum

transactionAmt

res.authResPayload. capResPayload.
capAmt

transactionAmtType

credit

transExtensions

any message extension(s) required to
support additional business functions
(optional)

< Append the result tbatchData .transactionDetailSeq . Store the updated

batchData in the batch database.

Continued on next page
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Merchant Processes AuthRes, continued

Process AuthRes (continued)

Step Action
15 Based orauthCode , setcompletionCode
authCode completionCode
approved « if perAuth .captureNow is TRUE,
capturePerformed

« otherwiseauthorizationPerformed

calllssuer orderReceived
noReply
recurringTooSoon
any other value orderRejected
16 If completionCode is authorizationPerformeadr capturePerformegdconstruct
AuthStatus
authDate perAuth. authDate
authCode authCode
authAmt res.authResPayload.authHeader.authAmt =+
authRatio trans .order.purchAmt
currConv res.authResPayload.authHeader.currConv

17

=

completionCode _is capturePerformedconstructCapStatus
capDate perAuth. authDate

capCode res.authResPayload.capResPayload.capCode

capAmt res.authResPayload.capResPayload.capAmt  +
capRatio trans. order.purchAmt

18 ConstrucResults

acqCardMsg baggage .acqCardMsg
authStatus the result of Step 16
capStatus the result of Step 17

Continued on next page
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Merchant Processes AuthRes, continued

Process AuthRes (continued)

Step Action
19 ConstrucPResPayload
completionCode | the result of Step 15

results the result of Step 18

pRsExtensions | any message extension(s) required to support
additional business functions (optional)

20 Copytrans .transIDs to an instance ofransiDsand update the following
contents:

paySysID res.authTags.transIDs.paySysID |

21 Copy perAuth .capPayload to an instance dfapPayloadand update the
following contents:

saleDetail.batchID res.authResPayload.capResPayload.
batchID

saleDetail. res.authResPayload.capResPayload.

batchSequenceNum batchSeqguenceNum

Precess-SaleDetail-aceordingto-brand-pelicy-and-processing steps.

Continued on next page
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Merchant Processes AuthRes,

continued

Process AuthRes (continued)

Step

Action

22 If panToken is present, storpanToken .pan andpanToken .cardExpiry in

secure data storage and designate its locatipara3ef.

23 Construct the following contents BérAuth

24 S

authAmt res.authResPayload.authHeader.
authAmt

authCode res.authResPayload.authHeader.
authCode

approvalCode res.authResPayload.authHeader.
responseData.authValCodes.
approvalCode

authResPayload res.authResPayload

authRetNum res.authTags.authRetNum

batchID batchlD

batchSequenceNum batchSequenceNum

captureNow req.captureNow

capAmt res.authResPayload.capResPayload.
capAmt

capCode res.authResPayload.capResPayload.
capCode

capPayload the result of Ste@1

capResPayload res.authResPayload.capResPayload

acgCardMsg baggage .acqCardMsg

capToken baggage .capToken

pResPayload the result of Ste9

tore in the transaction database:

perAuth the result of Step 20

pi baggage .authToken

panRef panRef

Continued on next page
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Merchant Processes

AuthRes, continued

Process AuthRes (continued)

Step Action
25 If authCode is: then:
approved Continue withStep27.
declined
expiredCard
invalidPANInfo
signatureFailure
calllssuer Advise the operator that manual processing i
required.See" Referral Processirigon page
555for additional information
noReply Continue with Ste26.
any other value Advise the operator and stop processing
26 Perform one of the following actions:
« inform the operator that manual processing is required to resubmit the
authorization,
* suspend processing for a period of time and invékepare for authorizatidn
on pages00with appropriate values.
Note: The mechanism to suspend and resume processing is at the discretio
application developer.
Note: The amount of time to suspend procesiin@noReplyresponse is
determined by merchant or acquirer policy; a reasonatie is in the range of
ten minutes to one hour.

N of the

Continued on next page
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Merchant Processes AuthRes, continued

Process AuthRes (continued)

Capture
processing

Step Action

27 Delete from the message databasefthitnRegDatavhose key is
res.auth Tags.auth RRTags.rrpid .

28 If trans .pResPending is TRUE, invoke'CreatePRes” on paget47 with the

following input:
trans trans
rrpid trans .PRegRRPID
chall-C trans .chall-C
bRes TRUE

If the authorization was approved and the capture was not performed as part of the
authorization proces€aptureNow was FALSE), it will be necessary to do so after the

order has been filled. At that time, invokerepare for captufeon pages93with the
following input:

trans the transaction record |
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Referral Processing

Overview When an Issuer processes an authorization request, the response can indicate three possible
results: approved, declined, or conditionally declined. This latter result is commonly called a
referral and is indicated by afiuthCode value ofcalllssuer(4).

Upon receiving a referral response:
» An operator may call the Acquirer using a telephone number supplied out-of-band.

« After identifying the transactiorthe Acquirer connects the operator to the Issuer.

» The Issuer may convert the authorization to an approval and provide the operator with
ApprovalCode over the phone.

Creating When the Payment Gateway receives notification of a referred authorization, it:

AuthRes for

referral « shall not attempt to perform capture processing, ev@atliReq.CaptureNow was set
to TRUE, and

» shall create aAuthRes with AuthCode set tocalllssuer

TheAuthRes shall in all other ways be identical to thathRes that would be returned on
an approved authorizatigwithout capture); that is, it includ€apToken and

AuthToken |, if they would otherwise have been includééithe referral does not rece
voice authorization, the Payment Gateway will not honoCingToken or AuthToken .)

Operator Aerchant-seftware-shallnet-attempttoautherize-areferred-autherizatienby-issuing an
contacts additionalAuthReg—messageAn operator may contact the referral center designated by the
referral center  Acquirer and attempt to get dpprovalCode _from the Issuer.

Continued on next page
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Referral Processing, continued

Issuer converts
to approved

Issuer converts

to declined

Payment
Gateway
processes
referral

If the Issuer converts the authorizatiorapproved

* Merchant software shall allow the operator to enter an approval code. The software will
then process the transaction as thougtAtitaCode had beempproved as follows:

Invoke“Process Referral (Merchah®yn pageb57 with the following input:

trans the transaction record

perAuth authorization-specific transaction data
approved TRUE

approvalCode the ApprovalCode entered by the operator

Note: The original value dhuthCode remains available in tHeéerAuthrecord.

« To capture the transaction, the Merchant software may isSapReq with
authResPayload.approvalCode

capture via an out-of-band message)

set to the new approval numker may request

If the Issuer converts the authorizatiordaxlined

Merchant software shall allow the operator to indicate that the authorization is declined. The

software will then process the transaction as thougAtiieCode had beemleclined as

follows:

Invoke“Process Referral (Merchah®yn pageb57 with the following input:

trans the transaction record
perAuth authorization-specific transaction data
approved FALSE

The Payment Gateway shall process referred authorizations in the same mappeoesd
transactions (such as generatingdathToken or CapToken ) with one exception:

All subsequent messages, including capture requests, shall be processed as if the
transaction had been approvédnd only if the Merchant provides a valid

ApprovalCode .

Continued on next page
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Referral Processing,

Process referral

continued

(Merchant)

Step Action
1 Receive as input:
trans the transaction record
perAuth authorization-specific transaction data
approved an instance dBOOLEAN
approvalCode an instance ofApprovalCodgoptional
2 If approved is FALSE, continue with Ste.
Issuer convertéreferral to an approval
3 ConstructAuthStatus
authDate perAuth. authDate
authCode approved
authRatio perAuth .authAmt =+ frans .order.purchAmt
currConv perAuth .authResPayload.currConv
4 ConstructResults
acqCardMsg perAuth .acqCardMsg
authStatus the result of Stef
5 ConstructPResPayload
completionCode | authorizationPerformed
results the result of Stegd
pRsExtensions | any message extension(s) required to support
additional business functions (optional)
6 Update the following contents glerAuth :
approvalCode approvalCode
pResPayload the result of Step
7 Store in the transaction database:

perAuth

perAuth

Continued on next page
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Referral Processing, continued

Process referral (Merchant) (continued)

Step Action

8 If perAuth .captureNow is TRUE, invoké' CreateCapReq” on pages97 with
the following input:

perAuthArray a SEQUENCE consisting of a single iteperAuth

Stop processing.
Issuer converted referral to a decline

9 Invoke*“CreateAuthRevReq ” on pageb64 with the following input:

trans trans
perAuth perAuth
newAmt zero (0)

Note: The contents of the transaction record an®#rduthentry will be
changed s#rans andperAuth must be refreshed.

10 ConstructPResPayload

completionCode | orderRejected

pRsExtensions | any message extension(s) required to support
additional business functions (opie)

11 Update the following contents perAuth :
pResPayload the result of Step0

12 Delete the following contents gkerAuth :

e authToken
e capToken

13 Store in the transaction database:
perAuth perAuth
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Section 3
Authorization Reversal Request/Response Processing

Overview

Introduction The authorization reversal message pair is used to reduce or cancel a previously approved
authorization, or to split a previously unsplit authorization.

Note: AuthRevReg/Res cannot be used to unsplit a previously split transaction.

Acquirer
Cardholder Merchant Payment

Gateway

AuthRevReq

—

AuthRevRes

—

Figure 7: AuthRevReq /AuthRevRes Message Pair

Continued on next page
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Overview, continued

Purpose

Caveats

AuthRevReq carries informatiorirom the Merchant necessary for the Payment Gateway o

produce an authorization reversal request message that can be processed by the Acquirer or

financial network for transmission to the Issuer.

This message pair is optional and is used only if change or elimination of an authorization is
required:

« AuthRevReq may be sent to the Payment Gateway at any time after authorization but
before capture in order:

* to ehangadecreas¢he amount of the authorization,

» to completely remove the authorizatimhenevemnorder with an outstanding
authaization will not be completecdr

 to request a subsequent authorization when one was not previously redicestethils,
see pagé61).

« If the authorization request includ€aptureNow , AuthRevReq may be sent at any
time after the authorizatioto completelyreverse both the capture and the authorization.

« If the originalAuthCode wascalllssuer and if the Issuer subsequently declined the
authorization, the Merchasbftware show send aAuthRevReq so that the Payment
Gateway knows that theapToken and, if applicable, thAuthToken , are no longer
valid. This is the onlysituation n which the original authorization wast approvedhat
anAuthRevReqg should besent

An authorization reversal message is simpladwiceto the Issuer. Whether the Issuer
actually does any processing is a business decision. For example

» Some Issuersdjust the cardholdés opento-buy only for the most recent authorization
performed and igore all other requests.

« Somepayment systemso notsupport partial reversals. Inishcasethe Payment Gateway
should format a response message to the merchant without sending any metsgage to
Issuer via the payment system. The cardhoddepen-to-buy is lower than it needs to be
butthe merchant has doeeerything possibléo correct the situation.

Continued on next page
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Overview, continued

Split shipments If, after an initialAuthReq for which a subsequent authorization was not requested, an
operator discovers that a shipment must be #lithRevReq shall be used to request a
subsequent authorization, as follows:

» The operator shall submit &uthRevReq which reduces thauthAmt to reflect the
value of the initial shipment and wiubsequentAuthind set to TRUE.

* The Payment Gateway shall returnfauthToken in theAuthRevRes .

» The Merchant shall use thiaithToken in the authorization request for the next partial
shipment.

Reverse most Theremaybe more thawneuncaptured authorizatidor a givenXID at agiventime. For

recent example, i the case ofisplit shipment, two authorizatiomsight be outstanding if the
authorization merchant split the shipmeahd then was suddenly able to fill both parts of the order.

only
If the merchanshouldthensend arAuthRevReq message fothe first authorizatiorthe

Total AuthAmt (and other componentsj the AuthToken for the second authorization
would be incorrect.

In order to preventhis and similadataproblems authorizatios must be reversed in the
opposite of therder in which they were appliethis is true even if some of the

authorizations have been captured; in this case, the captdesy related creditsust be
reversed as welNote that the Merchant must keep whatever data is necessary to ensure [that
it can create the meggss to reapply all the other messages that were reversed.

Processing The Merchant Software shall:

requirements . .
« includeeither aCapToken oran exact copy cAuthRegData andAuthResPayload
from the originalAuthReqg/AuthRes pair (with those field modifications indicated in the
following processing steps);

« if the originalAuthReq includedCaptureNow :

» useAuthRevReqg with CaptureNow to reverse the transactidmo other means of
reversingsuch aransaction are permitted)

» requesbnly a full reversal
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Merchant Prepares for AuthRev Req

Prepar e for
authorization

reversal

Step

Action

Receive as input:
perAuth authorization-specific transaction data

newAmt an instance o€urrencyAmount

Note: newAmt must always be less than the amount of the most recently
authorized amount (whether that amount was establishadifthreq or

AuthRevReq ). Once the merchant releases the hold on the funds by doing a
partial reversal, it can only be recovered by doing andthéiReq .

If any of the following conditions is TRUE, stop processi
» perAuth .authCode is notapprovedor calllssuer

« perAuth .authCode is calllssuerandperAuth .approvalCode has not been
defined(See" Referral Processirigon pageb55.)

« perAuth .capCode is definedandperAuth .captureNow is FALSE
Note:The transaction was captured us Req rather tharAuthReq with

CaptureNow ; useCapRevReq to reverse ij.
« perAuth .capCode is defined andiewAmt is not zero
e perAuth .completionCode _is creditPerformed

Retrieve the transaction record thatresponds t@erAuth and designate it as
trans . If not found, abort processing.

If perAuth is not the most recently approved authorization that has not beer
completely reverseghresent the operator with a list of all authorizatithvagt

followed the processing gferAuth along with the correspondir@aptures and

credits. Inform the operator that all of these transactions must be reversed i
to continue.

Note: There is no guarantee that these transactions can be successfully
resubmitted after begnreversed so a manual confirmation from the operator
should be required to effect the reversals.

qrder

Continued on next page
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Merchant Prepares for AuthRevReq, continued

Prepare for authorization reversal  (continued)

Step Action
5 Invoke*“CreateAuthRevReq ” on pageb64 with the following input:

trans trans

perAuth perAuth

newAmt newAmt

requestSub aflag indicating Merchant requests an
additional authorizationTRUE if this
authorizatiorrepresents a split shipment
(except for the final shipment)

6 Reapply allauthorizations, captures, and credlitat were reverseid Step4 in
order to get to the target authorizatiéqpply otherauthorizations in their origina
sequenceCaptures must be applied after authorizatiandcredits must be
applied after captures
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Merchant Generates AuthRevReq

At

B with

Create
AuthRevReq
Step Action
1 Receive as input:
trans the transaction record
perAuth authorization-specific transaction data
newAmt an instance o€urrencyAmount
requestSubs an instance o-BOOLEAN
This procedure uses the following internal variables:
batchID an instance oBatchID
batchSequenceNum an instance oBatchSequenceNum
2 From the trusted cache, retrieve the certificgi@se:
» keyUsagencludeskeyEnciphermerdnd
« subjectmatchedrans .peSubject .
If found, designatéhe certificateascert-PE.
Otherwise stop processing amtisplay a message to the operator indicating th
corrective action must be takendbtain a current copy dhe Payment Gateway
certificate
Note: Under normal circumstances the certificate is retrieved every 24 hourg using
PCertReq and will be available in the trusted cache.
3 ConstructAuthRevRRTags
rrpid a fresh statistically unigud&RRPID
merTermIDs from Merchant profile
date current dateand time
4 ConstructAuthRevTags
authRevRRTags the result of Step 3
authRetNum perAuth .authRetNum
5 Recommended: Invoke “Create set of Thumbprints for request” on page 11
the following input:
brand trans .brand
bin trans .pBIN

Continued on next page
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Merchant Generates

AuthRevReq, continued

Create AuthRevReq (continued)

Step

Action

6

If perAuth .capToken exists:

 if requestSubs is TRUE andperAuth .authRegData.authRegltem.
authRegPayload.subsequentAuthind is FALSE continue with Stef;

« if perAuth .captureNow is TRUE andperAuth .batchlD is assignednd the
merchant assigrBatchlD , continue withStep7;

« if perAuth .authCode is calllssuer continue with Sted1;

 otherwise, continue with Step 12.

Note: If the authorization includedGapToken , the Merchant does not
ordinarily need to include data from the authorization request. The exception
this rule are tested here.

CopyperAuth .authReqData to an instance dhuthReqgDataand update the
following field:

authReqltem.authTags. perAuth .translDs.paySysID
transIDs.paySysID

Designate the result asithRegData .

f requestSubs is TRUE, update the following contentsaifthReqgData :

authRegltem.authReqPayload. TRUE
subsequentAuthind

If perAuth .batchID is notdefined or ifthe merchant does not assigatchiD ,
continue with Sted 1

Otherwiseinvoke"Determine batch identificatidron paged72with the
following input:

brand trans .brand

PBIN trans .pBIN

rrpid authRe\RRTags.rrpid
origBatchiID perAuth .batchID

Designate the value @fatch/D returned a®atch/D and the value of

batchSequenceNum returned a®atchSequenceNum .

sto

Continued on next page
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Merchant Generates AuthRevReq, continued

Create AuthRevReq (continued)

Step Action

10 If perAuth .batchID is defined, update the following components in
authReqData :

saleDetail.batchID batchlD

saIeDetaiI.batchSequenceNurlnbatchSeauenceNum

11 CopyperAuth .authResPayload to an instance ckuthResPayloadf
perAuth .authCode is calllssuer update the following field:

authHeader.responseData. perAuth .approvalCode
authValCodes.approvalCode

12 ConstrucAuthRevRegData

authRevTags the result of Step 4

mThumbs the result of Step 5

authReqData the result of Step 7 (as updated in Step 8)
authResPayload the result of Step 11

authNewAmt newAmt

aRvRqExtensions any message extension(s) required to suppprt

additional business functions (optional)

13 ConstrucuthRevReqBaggage

pi petAuth—authToken—iHt-exists-etherwise
perAuth .pi
capToken perAuth .capToken
14 Invoke “Compos&ncB’ on page 198 with the following input:

s the Merchant’s signature certificate

r cert-PE

t the result of Step 12

b the result of Step 13

type-t id-set-content-AuthRevReqTBE

type-s id-set-content-AuthRevReqTBS

type-b id-set-content-AuthRevRegBaggage

certs thenew Merchant key encryption certificetar
trans .brandID , if received since the last time p
message was sent to this Payment Gateway

Continued on next page
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Merchant Generates AuthRevReq, continued

Create AuthRevReq (continued)

Step Action
15 Store in the message database:
authRevReqgData the result of Stef2
authRevRegBaggaggthe result of Ste3

16 Update the following contents perAuth

authNew/nt newAmt
authRevDate authRevRRTags.date
authRevRRPID authRevRRTags.rrpid

17 Store in the transaction database:

perAuth the result of Stefl6 |

18 Invoke “Send Message” on page 109 with the following input:

recip the-Cardholdethe Payment Gateway |

msg the result of Step 14

ext any message extension(s) required to support
additional business functions (optional)

rrpid AuthReviRTagsrrpid

lid-C trans .transliDs. lid-C

lid-M trans .transliDs. lid-M

xID trans .transiDs. xID

Continued on next page



Book 2: Programmer’s Guide

Page 568

SET Secure Electronic Transaction Specification
as of January 2, 2000

Merchant Generates AuthRevReq, continued

AuthRevReq data

)

St

ng

AuthRevReq EncB(M, P, AuthRevReqData, AuthRevReqBaggage)

AuthRevReqData {AuthRevTags, [MThumbs], [AuthReqgData],
[AuthResPayload], AuthNewAmt,

[ARVRgExtensions]}

AuthRevReqBaggage {PI, [CapToken]}

AuthRevTags {AuthRevRRTags, [AuthRetNum]}

MThumbs Thumbprints of certificates, CRLs, and Brand CRL Identifiefs
currently held in Merchant’s cache.

AuthReqgData Copied from prior, correspondinguthReq. Not required in
message i€apToken generated by Payment Gateway
contains all relevant data.

AuthResPayload Copied from prior, correspondinguthRes. Not required in
message i€apToken generated by Payment Gateway
contains all relevant data.

AuthNewAmt New authorization amount requested. A value of zero indicates
that the entire authorization should be reversed; any other
value less than therigiral-most recenauthorized amount
indicates a partial reversal. Full or partial reversals are use
by Issuers to adjust the Cardholder’s open to buy.

ARVRgEXxtensions The data in an extension to the authorization reversal requ
shall mustbe financial and should be related to the process
of an authorization reversal (or subsequent capture) by the
Payment Gateway, the financial network, or the Issuer.

Pl Copied from prior, correspondinguthReq .

CapToken Copied from prior, correspondinguthRes .

AuthRevRRTags RRTags page 395.

FreshRRPID andDate for AuthRev pair.

AuthRetNum

Identification of the authorization request used within the
financial network.

Table 59: AuthRevReq Data
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Payment Gateway Processes AuthRevReq

Process
AuthRevReq
Step Action
1 Receive as input:
hdr an instance ofMessageHeader
msg an instance oEnvelopedData
ext any message extension(s) required to support
additional business functions (optional)
This procedure uses the following internal variables:
transExists an instance 0-BOOLEAN
perAuthExists an instance o-BOOLEAN
authRetNum an instance oAuthRetNum
authRevCode an instance oAuthRevCode
2 Invoke*Verify EncB’ on pagel99with the following input:
d msg
type-t id-set-contentAuthRevReqTBE
type-s id-set-contenfAuthRevReqTBS
type-b id-set-content-AuthRevRegBaggage
Designate:

« the alue oft returned aseq,
» the value ofb returned a®aggage ., and
« the value ofbaggage .pi aspi.

3 Validate the following contents @ég.authRevTags :
| authRevRRTaqs.rroid hdr. rrpid |

If errors occur during validation, invoKe€reateError Messagé on pagel35
with the following input:

| errorCode | wrapperMsgMismatch |

If piis not in the list of useBls or conditionaPls, setauthRevCode to

piNeverAuthorize@nd continue with Step4.

5 If pi was used for an authorization request witiAathRRPID other than

req.authReqgltem.authTags.authRRTags.rrpid setauthRevCode to
piAuthMismatchand continue with Step4.

Continued on next page
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Payment Gateway Processes AuthRevReq, continued

Process AuthRevReq (continued)

Step Action

6 If pi was used for an authorization request other than the most recently appfo
authorization that has not been completely reversedugeRevCode to

invalidReversabnd continue with Step4.

7 If piis in the list of conditiondPls andreq.authResPayload.authHeader.
responseData.authValCodes.approvalCode is not defined, set

authRevCode to piNeverAuthorizeénd conhue with SteB4.

8 If reg.authReqgltem.authTags.authRRTags.rrpid  appears in the list of
creditedRRPIDs or inthe list of capture®RRPIDs, setauthRevCode to
alreadyCapturedind continue with Step4.

If reg.authReqgltem.authTags.authRRTags.rrpid  appears irthe list of
CaptureNow RRPIDs, setauthRevCode to authDataMismatchand continue
with Step34.

9 From the transaction database, retrieve the recoftdmistbs-inAuthRevTags-
hdr.messagelDs.xid . If notfound:

» SettransExists to FALSE;

* SetperAuthExist s to FALSE;

e Continue with Sted 1.

Otherwise:

« Designate it agrans.
e SettransExists to TRUE.

10 Retrieve fromtrans theperAuth record for the authorization request that

corresponds tpi. If found, designate it ggerAuth . Otherwise, set
perAuthExists to FALSE.

11 From the trusted cache, retrieve the certificate whose:
« keyUsagses digitalSignature
¢ issuermatchesnsg.signerinfos[l].issuerAndSerialNumber.issuer .and

¢ serialNumbematches

msg .signerinfos[1].issuerAndSerialNumber.serialNumber .
Designate iascert-MS.

Continued on next page
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Payment Gateway Processes AuthRevReq, continued

Process AuthRevReq (continued)

Step Action
12 Invoke “Proces®I” on page 516 with the following input:
pi pi
cert-MS cert-MS
reversalFlag TRUE
Designate:

« the value oftrans returned agrans, and
» the value ofauthTokenData returned aswuthTokenData .

13 If baggage .capToken is not present:

e If aCapToken was returned in the most recent authorization response or
authorization reversal response for the correspor@ingRRPID , set
authRevCode to missingCapTokeand continue with Step 34.

« If eitherreq.authRegData or req.authResPayload is not presenset
authRevCode to authDataMissingand continue with Step4.

« Otherwise, continue with Stel®.

14 Invoke “Proces€apToken” on page 614 with the following input:

capToken baggage .capToken

authRRPID req .authReqltem.authTags.authRRTags.rrpid

If the value ofcapCode returned is nosuccess

« Map the value otapCode returned to a correspondidgithRevCode value
and setauthRevCode to the result.
¢ Continue with Step 34.

Continued on next page
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Payment Gateway Processes AuthRevReq, continued

Process AuthRevReq (continued)

Step Action
15 If both reg.authRegData andreg.authResPayload are not present, continug
with Stepl7.

16 Validate that the contents q.authReqData andreq.authResPayload
match the data returned in the most recent authorization response or authorjzation
reversal response for the corresponddaghRRPID with the following
exceptions:

* req.authResPayload.authHeader.responseData.authValCodes.
approvalCode may contain a value that was not returned in the authorizafi
response ifeq.authResPayload.authHeader.authcode s calllssuer -

an

* req.authRegData.saleDetail.batchlD andreg.authRegData.saleDetail.
batchSequenceNum may contain new values if the Merchant may determ
theBatchlID ;

* reqg.authRegData.authReqltem.authTags.translDs.paySysID may
contain the value returned in the authorization response; and

ne

« req.authRegData.authReqltem.authRegPayload.subsequentAuthind
may contain a different value.

If errors occur during validation, satithRevCode to authDataMismatcland
continue with Step 34.

Continued on next page
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Payment Gateway Processes AuthRevReq, continued

Process AuthRevReq (continued)

Step Action

17 If perAuthExists is FALSE:

* Construct the following contents BerAuthfrom trans ., reqg.authRegData ,
reqg.authResPayload andcapToken :

authAmt a CurrencyAmountepresenting the amount of
the corresponding authorization request (or the
remaining amount after the most recent
authorization reversal)

authCode anAuthCodeepresenting the result of the
corresponding authorization request

authRegltem anAuthReqgltentepresenting thdata of the
corresponding authorization request

authRRPID the RRPID of the corresponding authorization
request

responseData aResponseDateepresenting the results of the
corresponding authorization response

captureNow the CaptureNow _flag of the corresponding

authorization request
« If the CaptureNow flag of the corresponding authorization request was
TRUE, construct the following contentsBérAuthfrom trans,
req.authRegData , reg.authResPayload andcapToken :

batchlD theBatchID of the coresponding authorization

request (optional)

batchSequenceNum the BatchSequenceNum _of the corresponding
authorization request (optional)

capCode aCapCoderepresenting the result of the capture
processing
saleDetail aSaleDetailrepresenting the data of the

authorization request

Designate the result grAuth .
18 If perAuthExists is FALSE, store in the transaction record (created by

“Proces$I”):
| perAuth perAuth

Designate the resulting transaction recordrass .

Continued on next page
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Payment Gateway Processes AuthRevReq, continued

Process AuthRevReq (continued)

Step Action
19 If req.authNewAmt is greater than or equal perAuth .authAmt _or if
req.authNewAmt is not zero angrerAuth .captureNow is TRUE

¢ SetauthRevCode toinvalidAmount
¢ Continue with Step 34.

20 If perAuth .captureNow is FALSE:

 If perAuth .capCode is defined, seauthRevCode to eriginatPrecessed
alreadyCapturedand continue with Step 34.

* Otherwise, continue with Ste}b.

21 If req.authNewAmt is not zero, seduthRevCode to invalidAmountand
continue with Step 34.

22 If the authorization processing correspondindthRRPID was performed as &
concurrent authorization and capture request, continue with?Step

23 If perAuth .batchlD is not definedcontinue with Ste@5.
24 Invoke“Process batch identificatibmn paget87 with the following input:

brand trans .brand

PBIN cert-MS.subject.commonName.BIN
rrpid req.authRevTags.rrpid

mBatchID req.authRegData.saleDetail.batchID
transType AuthRevReq

origBatchlD perAuth .batchlD

Designate the value diatchlD returned a®atchlD , the value otapCode
returned agapCode , the value obatchData returned a®atchData and the

value ofsameBatch returned asameBatch .

If capCode is notsuccess
« map the value ofapCode to a correspondinfguthRevCode valueand set

authRevCode to the result
e continue with Ste34.

Continued on next page
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Payment Gateway Processes AuthRevReq, continued

Process AuthRevReq (continued)

Step

Action

25

If req.authNewAmt is zero or if the payment card brand supports partial

reversals:
» Process authorization revergaither through existing payment card financia
networkor locally by the Payment Gateway if allowed by payment brand

rules)

* SetauthRevCode andauthRetNum and format an instance of
ResposeDatabased on the results of the authorization reversal process.

Otherwise, seauthRevCode to approved

26

If perAuth .batchlD is not defined, continue with St&g.

27

If auth RevCode is notapproved

*« Removereq.authReqltem. authTags.
authRRTags. rrpid from batchData .outstandingRequests .

Note: This processing intentionally avoids updatimmsactionDetailSeq _in
batchData .

« Continue with Ste30.

28

If batches are not accuntated locally

* Process captumeversalia existing payment card financia¢twork.

« UpdatecapCode and setsequenceNum based on the results of the captur
reversalprocess.

« Continue with Ste30.

D

29

If sameBatch is TRUE . invoke“Update batclidelete iteni) on paget96 with
the following input:

Otherwise, invokéUpdate batch (add itefhpn paget93with the following
input:

trans trans

perAuth perAuth

rrpid req.authRegltem.authTags.
authRRTags.rrpid

batchData batchData

transAmt req.authNewAmt

transType AuthRevReq

payload req

Continued on next page
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Payment Gateway Processes AuthRevReq, continued

Process AuthRevReq (continued)

Step Action

30 If authRevCode is approvedand f req.authNewAmt is zero

 deletepi from list of usedPls or the list of conditionalPls, and

« if anauthToken with the samauthRRPID appeas in the list of conditional
authToken s, move it to the list of invaliduthToken s.

31 If authRevCode is approvedand if req.authNewAmt is not zero:

« deletepi from list of conditionaPls,
« addpi to list of usedPls (if it is not already on the list); and

e if anauthToken with the sam@uthRRPID appears in the list of conditional
authToken s, move it to the list of invaliduthToken s.

32 Copy perAuth .authAmt to an instance dfurrencyAmounénd designate the

result aspriorAmt .

33 If authRevCode is approvedor if brand or acquirer policy requires the
transaction record to be retained:

e SettransExists to TRUE and

» SetperAuthExists to TRUE.
34 Update the following contents perAuth :

authAmt req.authNewAmt (if authRevCode is
succesp
authRetNum authRetNum (if authRevCode is succesp
authRevCode authRevCode
capCode from the result of Ste@5
responseData from the result of Ste@5
35 Invoke “CreatéduthRevRes ” on page 577 with the following input:
trans trans
perAuth perAuth
req req
authTokenData authTokenData
priorAmt priorAmt
batchData batchData
transExists transExists
perAuthEXxists lberAuthExists
msglds hdr.messagelDs
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Payment Gateway Generates AuthRevRes

Create
AuthRevRes

Step

Action

1 Receive as input:

trans

the transaction record

perAuth

authorization-specific transaction data

req

an instance oAuthRevRegData

authTokenData

an instance oAuthTokenDatdoptional)

priorAmt

an instance o€urrencyAmount

batchData

an instance oBatchData

transExists

an instance dBOOLEAN

perAuthExists

an instance dBOOLEAN

msglDs

an instance dilessagelDs

If req.authNewAmt is zero, continue with Step

If perAuth .authAmt is greater than zero and is specified in a currency other|than
the one used by the cardholderd if the payment system returned ¢erency
conversiordatg constructCurrConv.

currConvRate

either:

* the current conversion rate betweamthAmt
currency and Cardholder’s requested currency,
received from the payment systeon

« if the payment system returns the amount in the
billing currency.amountBillingCurrency /
perAuth .authAmt

cardCurr

the Cardholder’s billing currengyeceived from the
payment system

Continued on next page
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Payment Gateway Generates AuthRevRes, continued
Create AuthRevRes (continued)
Step Action
4 ConstructAuthHeader:
authAmt perAuth .authAmt
authCode if perAuth .authRevCode is successhensuccess
otherwise perAuth .authCode
responseData perAuth .responseData
batchStatus optional:if perAuth .batchID is defined,
batchData .batchStatus
currConv the result of Step 3

5 If capCode is specifiedconstructCapResPayload

capCode

perAuth .capCode

capAmt

perAuth .authAmt

batchlD

perAuth .batchID (if capCode is success)

batchSequenceNum perAuth .batchSequenceNum (if capCode is

success)

cRsPayExtensions

any message extension(s) required to support

additional business functions (optional)

6 ConstructAuthResPayload:

authHeader

the result of Step 4

capResPayload

the result of Step 5

aRsExtensions

any message extension(s) required to support
additional business functions (optional)

7 ConstrucAuthResDataNew

transIiDs

trans .translDs

authResPayloadNew

the result of Step 6

8 Retrieve the current Payment Gateway key encryption certificate for
trans .brandID andtrans .pBIN.

If req.mThumbs is absent or ifeq.mThumbs is present and does not includ
the thumbprint of the certificate, designate the certificaieasPE and its
Thumbprint agpe Thumb ; otherwise, setert-PE andpeThumb to NULL.

A1%

Continued on next page
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Payment Gateway Generates AuthRevRes, continued

Create AuthRevRes (continued)

Step Action

9 Retrieve th&8randCRLIdentifier for the brand identified byrans .brand and
designate it adci; retrieve its Thumbprint and designate ittasThumb .

If req.mThumbs is present and includéxiThumb , setbci to NULL.

10 Construct the following contents AtithRevTags:

authRevRRTags req.authRevTags.authRevRRTags

authRetNum perAuth .authRetNum if it exists

11 ConstrucAuthRevResData:

authRevCode perAuth .authRevCode

authRevTags the result of Step 10

brandCRLIdentifier bci

peThumb peThumb

authNewAmount perAuth .authAmt

authResDataNew the result of Step 7

aRvRsExtensions any message extension(s) required to support

additional business functions (optional)

12 Invoke “Retrieve Merchant key encryption certificate” on page 537 with the
following input:

brandID trans .brandID
merchantID trans .merchantlD

13 If authRevCode is notapproved continue with Step 16.

14 | Optienaklf perAuth .authAmt is not zercand aCapToken was generated on
the corresponding authorization requéstpke “CreateCapToken ” on page 533
with the following input:

trans trans

perAuth perAuth

Designate the value eipToken returned asapToken .

Continued on next page
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Payment Gateway Generates AuthRevRes, continued

Create AuthRevRes (continued)

Step

Action

15

If perAuth .authAmt is not zero and one of the following conditions exists:

* req.subsequentAuthind is TRUE; or

* anAuthToken was generated for the corresponding authorization request
information intrans .installRecurData :

Theninvoke “CreateAuthToken " on page 535 with the following input:

trans trans
oldTokenData authTokenData
authAmt req .authNewAmt
priorAmt loriorAmt

Designate the value @uthToken returned aguthToken .

fr

16

If eithercapToken or authToken is defined, continue with Step 18.
Otherwise, invoke “Compodenc’ on page 186 with the following input:

s the Payment Gateway’s signature certificate
r the result of Step 12

t the result of Step 11

type-t id-set-content-AuthRevResTBE

type-s id-set-content-AuthRevResData

certs cert-PE

17

Append the result of Step 16 to the tag [1]. Continue with Step 21.

18

ConstrucAuthRevResBaggage:

capTokenNew capToken

authTokenNew authToken

Continued on next page
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Payment Gateway Generates AuthRevRes, continued

Create AuthRevRes (continued)

Step Action
19 Invoke “Compos&ncB’ on page 198 with the following input:

s the Payment Gateway’s signature certificate
r the result of Step 12
t the result of Step 11
b the result of Step 18
type-t id-set-content-AuthRevResTBEB
type-s id-set-content-AuthRevResTBS
type-b id-set-content-AuthRevResBaggage
certs cert-PE

20 Append the result of Step 19 to the tag [0].
21 Store in the message database
authRevResData the result of Stef1

authRevResBaggage| the result of Step8

22 If transExists is FALSE, delete the transaction record. Otherwise, if
perAuthExists is FALSE, deletehie perAuth entry in the transaction record.

Note: These actions remove unnecessary records created as a side effect of
processing invalid authorization reversal requests.

23 Invoke “Send Message” on page 109 with the following input:

recip the-Cardheldethe Merchant

msg the result of Step 17 or 20

ext any message extension(s) required to support additipnal
business functions (optional)

rrpid req.authRevTags.rrpid

lid-C msglDs .lid-C

lid-M msglDs .lid-M

XxID msqglDs .xID

Continued on next page
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Payment Gateway Generates AuthRevRes,

AuthRevRes data

continued

AuthRevRes < EncB(P, M, AuthRevResData, AuthRevResBaggage),
Enc(P, M, AuthRevResData) >

AuthRevResData {AuthRevCode, AuthRevTags, [BrandCRLIdentifier],
[PEThumb], AuthNewAmt, AuthResDataNew,
[ARVRsExtensions]}

AuthRevResBaggage {[CapTokenNew], [AuthTokenNew]}

AuthRevCode Enumerated code indicating outcome of payment authorizalion
reversal processing. See page 583.

AuthRevTags Copied from correspondinguthRevReq

BrandCRLIdentifier List of current CRLs for all CAs under a Brand CA. See
page 347 in Part Il.

PEThumb Thumbprint of Payment Gateway certificate provided if
AuthRevReq.MThumbs indicates Merchant needs one.

AuthNewAmt Copied from correspondinguthRevReq.

AuthResDataNew {TransIDs, [AuthResPayloadNew]}
If AuthNewAmt is not 0, Payment Gateway creates a hew
instance ofAuthResData (see ‘AuthRes " on page 538).

ARVRsExtensions The data in an extension to the authorization reversal respgnse
shallmustbe financial and should be important for the |
processing of the authorization reversal response or a
subsequent capture request by the Payment Gateway, the
financial network, or the Issuer.

CapTokenNew New Capture Token (with updated fieldspithNewAmt is
not 0. This replaces theapToken returned in the
correspondingAuthRes .

AuthTokenNew New Authorization Token (with updated fields). Merchant uses
as thePl in a subsequeAuthReq . See ‘AuthToker on
page 378.

TransIDs Copied from correspondinguthRevReq.

AuthResPayloadNew Formally identical toAuthResPayload (see page 539); if
AuthNewAmt is not 0.

Table 60: AuthRevRes Data
Continued on next page
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Payment Gateway Generates AuthRevRes, continued

AuthRevCode The following values are defined fAuthRevCode .

approved The reversal is approved as requested.

unspecifiedFailure TheAuthRevReq could not be processed for a reason that
does not appear elsewhere in this list.

noReply No error is found with thAuthRevReq but the system is

unable to process a reversal at this tirmebmit a new
AuthRevReq later.

expiredCard Supplied card expiration daten Cardhdder certificate or keyed
by userhas pased

invalidTransaction No matching authorization transaction is found.

systemError The request could not be processed by a®Bil system

(Acquirer, financial network, Issuer, etc.) because data in the
request is invalid.

missingCapToken CapToken was sent ilrRuthRes but not included in
AuthRevReq .

invalidCapToken SubmittedCapToken does not match the original data.

invalidAmount The AuthNewAmt is invalid.

Table 61: Enumerated Values forAuthRevCode
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Merchant Processes AuthRevRes

Process Notes:
AuthRevRes

« A full AuthRevReq (thatis, one in whichuthNewAmt is zero) makes thel
available for use again.

» |f the AuthRevReq is a complete reversal in orderrtmke it possibléo reversean
earlierauthorization, be sure to save dfitan the transaction recottlatyou will need to
constructhe replacemerduthorizaion request

Step Action
1 Receive as input:
hdr an instance oflessageHeader
msg an instance oEnvelopedData
ext any message extension(s) required to suppor|

additional business functions (optional)

2 Examine the tag at the beginningmég .
« |f the tag is [0], continue with Stef

* Otherwise, continue with Steb

3 Invoke*“Verify EncB' on pagel 99 with the following input:
d msg (without the leading tag [0])
type-t id-set-content-AutRe\ResTBIB
type-s id-set-content-AutRe\ResTBS
type-b id-set-content-AuthRevResBaggage
Designate:

* the value oft returned ages, and
 the value ob returned avaggage .

Continue with Steb.
4 Invoke*Verify Enc’ on pagel87 with the following input:
d msg (without the leading tag [1])
type-t id-set-content-AutRe\ResTBE
type-s id-set-content-AutRe\ResData

Designate the value ofreturned asges.

Continued on next page
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Merchant Processes

AuthRevRes, continued

Process AuthRevRes (continued)

Step

Action

5

Validate the following contents @és:
authRevTags.rrpid hdr. rrpid

authResDataNew.transIDs.lid-C | hdr.messagelDs.lid-C

authResDataNew.transIDs.lid-M | hdr.messagelDs.lid-M

authResDataNew.transIDs.xID hdr.messagelDs.xID

If errors occur during validation, invoKe€reateError Messagé on pagel35
with the following input:

errorCode wrapperMsgMismatch

From the message databastievetheinstance oAuthRevRegDatavhose

authRevTags .rrpid _matcheges.authRevTags .rrpid and designate it agq.
If not found, abort processing.

Retrieve the transaction record that is identifieddsyauthResDataNew.
transIDs.xid , and designate it @sans . If not found, abort processing.

Retrieve fromtrans theperAuth record whos@uthRRPID is
req.authReqData.rrpid and designate it ggerAuth . If not found, abort
processing.

Validate the following contents oés.authRevTags :
lid-C trans .lid-C
lid-M trans .lid-M

If errors occur during validation, invoke “Crederor Message” on page 135
with the following input:

errorCode unknownLID |

10

If 6KFhumb—res.peThumb is present, verify that it matches the thumbprint 3f|
an existing Payment Gateway encryption certificate in the trusted cache. If njot:

« From the untrusted cache, retrieve the key encryption certificate whose
Thumbprint matcheges.peThumb and designate it art-PE . If not found,
abort processing.

¢ Invoke “Verify certificate” on page 129 with the following input:

cert cert-PE

Continued on next page
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Merchant Processes AuthRevRes, continued
Process AuthRevRes (continued)
Step Action
11 If res.authRevCode is notapprovedcontinue with Ste@7.
12 If perAuth .captureNow is FALSE, continuevith Stepl5.
13 Invoke*“Process batch informatidron paged 76 with the following input:

propBatchID perAuth .authRegData.saleDetail.
batchID

propSegNum perAuth .authRegData.saleDetail.
batchSeqguenceNum

batchlD res.authResDataNew.
authResPayloadNew.
capResPayload.batchlD

seqNum res.authResDataNew.
authResPayloadNew.
capResPayload.batchSequenceNum

brand trans .brand

pBIN trans .pBIN

rrpid perAuth .authRevRRPID

batchStatusSeq a SEQUENCE with one item:
res.authResDataNew.
authResPayloadNew.authHeader.
batchStatus

transAmt perAuth .authNewAmt

transType AuthRevReq

origBatchlD perAuth .batchlD

Designate the value dfatchData returned a®atchData .

Continued on next page
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Merchant Processes AuthRevRes, continued

Process AuthRevRes (continued)

Step Action

14 If TransactionDetails not stored irBatchData continue with Stef5.

If propBatchID is batchID , delete thd ransactionDedil record with an
authRRPIDfield equal taverAuth .authRRPID and continue with Stepb.

Otherwise:
« Construct the following contents ®fansactionDetalil
transIDs trans .translDs
authRRPID perAuth .authRRPID
brandID trans .brand
batchSequenceNum res.authResPayload. capResPayload.
batchSequenceNum
transactionAmt res.authResPayload. capResPayload.
capAmt
transactionAmtType credit
transExtensions any message extension(s) required to
support additional business functions
(optional)

< Append the result tbatchData .transactionDetailSeq . Store the updated
batchData in the batch database.

15 If res.authRevCode isapproved
* If req.authNewAmt is zero, continue with Step 22.
» Otherwise, continue with Step 16.

Otherwise continue with SteR7.

Continued on next page
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Merchant Processes AuthRevRes, continued
Process AuthRevRes (continued)
Step | Action
Processing steps for an approved partial reversal
16 ConstrucuthStatus
authDate perAut h.authRevDate
authCode success
authRatio res.authNewAmt =+ trans .order.purchAmt
currConv res.authResPayloadNew.currConv if present
17 ConstrucResults
acgCardMsg perAuth .pResPayload.results.acqgCardMsg
authStatus the result of Step 16
18 ConstrucPResPayload
completionCode authorizationPerformed
results the result of Step 17
pRsExtensions any message extension(s) required to support
additional business functions (optional)
19 Update the following contents pérAuth :
authAmt res.authNewAmt
authResPayload | res.authResPayloadNew
authRetNum res.authRevTags.authRetNum
capToken baggage .capTokenNew if specified; otherwise
NULL
pResPayload the result of Step 18

Continued on next page
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Merchant Processes AuthRevRes, continued

Process AuthRevRes (continued)

Step Action
20 Store in the transaction database:
perAuth perAuth
pi baggage .authTokenNew if specified; otherwise,
NULL

21 Stop processing.

Processing steps for an approved full reversal
22 ConstrucPResPayload
completionCode orderReceived

pRsExtensions any message extension(s) required to support
additional business functions (optional)

23 Delete the following contents perAuth :
e capToken

24 Update the following contents pérAuth :

authAmt res.authNewAmt

authResPayload | res.authResPayloadNew

authRetNum res.authRevTags.authRetNum

pResPayload the result of Step 22

25 Store in the transaction database:

perAuth perAuth

pi perAuth .pi

26 Stop processing.

Continued on next page
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Merchant Processes AuthRevRes, continued

Process AuthRevRes (continued)

Step | Action
Processing steps for failed reversals

27 Delete the following contents glerAuth :

¢ authNewAmt
+ authRevDate
» authRevRRPID

28 Store in the transaction database:
perAuth perAuth

29 Complete processing based mas.authRevCode :

expiredCard No further processing required.
noReply Save the details of the request to submit a new

AuthRevReq at a later time.

piMismatch Merchant manual intervention is required. Conditipns
authDataMissing that might have led to these responses include:

authDataMismatch * incorrect settings specifying the requirements of
the Payment Gateway, and/or

missingCapToken
invalidCapToken

alreadyCaptured
any other value Merchant manual intervention is required.

 corruption of the transaction database.

Note: No change has been made to the original authorization and its status hals not
been changed.
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Section 4
Capture Request/Response Processing

Overview

Introduction The capture message pair includes a request from a Merchant to a Payment Gateway and a
response from the Payment Gateway to the Merchant.

Acquirer
Cardholder Merchant Payment
Gateway

CapReq

—

CapRes

—

Figure 8: CapReg/CapRes Message Pair

Purpose This message pair provides the mechanism for completing the payment of moneys previously

authorizedn-ene-ormere-autherization-transactiohsrounts-captured-must-be-previeusly
autherized-using-autherization-messaddwe CapReq carriesdatafrom the Merchant
necessary for the Payment Gateway to produce clearing request messages (for payment) that
can be processday the Acquirer or financial network for transmission to the Isstise.
CapRes returns the results of the attempted captures.

A singleCapReq may contain multiple captutekensitemsassociated with distinct
authorizations.

The Merchant shall not sendCapReq for a transaction that has already been successfully
captured.

Continued on next page
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Overview, continued

Variations Capture may be accomplished by this message pair, although out-of-band methods of capture
outside the scope of this protocol may also be used.

The amount captured may be restricted by payment brand or Acquiresualesas:

« the total amount captured for a transaction may be requitesino more thafor within a
certain percentage of) the amoundicated by the cardholder in the payment instructions
or

» the amount of a capture item may be required to be within a certain percentage of the
corresponding authorization request.

See alsdOne capture peauthorizatiofi on page465.

Expired If anauthorizationhas expired(according to rulesvhich are outside the scope of SERE

authorization CaptureRequest will fail. Instead, the Merchant may submit an énightionRewersal
Reauest(for the full amountiuthorized, followed by a new AuthrizationRequest(which
may or maynot be approved)

Capture The capture amount catiffer from the authorized amount, and megceedt. For example,
amount vs. whenthe shipping amount is unknown at the time of autabion, it may bemitted or
m estimated, but when the capture is submitted, the exact amahipping will be applied.
amount.

Payment brand and acquirer rules determine permissible amounts. Gesmralting, the
total amount for all shipments related to an order shoutédmonably close tBurchAmt |,

the Purchas@mount, but SET does nptovide any rules to enforce this.

« Ultimately, if the merchant has submitted an unreasonable capture reqddéke acquirer
has permitted it to be processed, the cardnadedispute the transaction.
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Merchant Prepares for CapReqg

Prepar e for The Merchant application requires certain data to begin capture processing. The following
capture processingeguencalescribe one method of obtaining that data.

Note: Ifthis routine separates requests baseBaiohlD andmultiple batches are open for

a brand and BIN combination, this routine will need to incorporate the same logic for
selecting 8atchlD _as is used ifiDetermine batch identificatidron paget72

Step Action
1 Receive as input:
perAuthSeq a sequence of referencedterAuthentries in
the transaction database
2 If the Payment Gateway requif@ANTokerto be included in theapture request
continue with Ste.

3 Create an empty list of sequenceseadérences t®erAuthentries in the
transaction databased designate it dsst .
Each sequence ifst will be uniquely identified by a combination of brand and

BIN and will generate a separ&lapReq. If the Payment Gaway only permits
a singleBatchID to appear in a capture request, BatchID should also be used

to identify each sequence.

Continued on next page
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Merchant Prepares for CapReq, continued

Prepare for capture (continued)

Step

Action

4

For each item imerAuthSeq

* Designate the item g®erAuth .

« |f the authorization has been completely reversetlfy the operator anskip
the item

o If perAuth .pResPayload.results.authStatus. authCode is notapproved
skip the item
» If perAuth .capCode is successskip the item

* Retrievethe corresponding transaction record and designatgrians . If not
found,abort processing.

» If trans .brand andtrans .pBIN (and possibl\BatchlD ) do notmatch the
values assigned to an sequencksin add a new sequencefist (identified by
trans .brand anditrans .pBIN and possibhBatchID ).

« If batch processing is used ahére is no open batch corresponding to
trans .brand andtrans .pBIN (and possibh\BatchID ) and the batch must be
open in order tanvoke“Determine batch identificatiGron paget72 abort
processing.

* Add perAuth to the corresponding sequence.

Notes:

« |f the Payment Gateway limits the number of items in a capture request or|
size of a capture request, a new sequence may need to be tweategly
with those requirements.

« |f the amount of the capture is different than the amount of the authorizatiq
the field perAuth .capAmt must be defined.

For each sequence fist :

« Designate sibrand the value of th&randID (without Produc) that is
associated with this sequence.

¢ Invoke"CreateCapReq” on pages97with the following input:

perAuthSeq the corresponding sequencelist
brand brand

Stop processing.

n

Continued on next page
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Merchant Prepares for CapReq, continued

Prepare for capture (continued)

Step | Action
A separaté€CapReq will be generated for each item.
For each item iperAuthSeq , perform Step7 through9.

Designate the item ggerAuth . If perAuth .capCode is successskip the item;
otherwise, retrieve the corresponding transaction record and designat@itsas

If not found,abort processing.
Designatetrans .brand asbrand .
Invoke“CreateCapReq” on pageb97 with the following input:

perAuthSeq a sequence with one item: a reference to
perAuth

panRef trans .panRef

brand brand

Continued on next page
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Merchant Prepares for CapReq, continued

CapReqlnfo For the purposes of this documentation, a logical record is defined cont@éatatigat
appliesto the capture request as a whata is needed to process the capture respdhse
actual implementation of collecting and passing this data is at the discretion of the application
developerProcessing steps included‘i@GreateCapReq” describe one method of collecting
the data

capReqInfo { rrpid, perAuthSeq, brandID }

rrpid RRPID of the capture requestagonse pair

perAuthSeq { perAuth Ref +}

brand theBrandID (without Produc) of all transactions in the Captufe
Reguest

perAuthRef a reference to BerAuthentry (and its corresponding transactioﬁ
record) in the transaction database.

Table 62: CapReqInfo Data
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Merchant Generates CapReq

Create CapReq

Step Action
1 Receive as input:
perAuthSeq a sequence of referencedterAuthentries in the
transaction database
panRef a reference to a record in secure data storage
(optional)
brand an instance oBrandID without Product
2 Create:

« an emptyCapltemSe@nd designate it agpltemSeq ;
« an emptyCapTokenSegnd designate it ampTokenSeq

Generate a fresh statistically uniqeBRPID and designate it agpid .

Create an instance GfeneralizedTimepopulate it with the current daded time
and designate it asow.

5 For each item iperAuthSeq :
» Designate the item gmerAuth .
» Perform Steps 6 through 17.

This processing is repeated for each set of input.

Retrieve the corresponding transaction record and designatizdhas

If batch processing is used and if the Merchant as&aihiD , invoke
“Determine batch identificatidron page472 with the following input:

brand brand
PpBIN trans .pBIN
rrpid rrpid

Designate the value d@fatch/D returned agatch/D and the value of
sequenceNum returned asequenceNum .

Note: If a singleBatchID will apply to every item in the batch and the Merchaht
does not assigBatchSequenceNum ., this invocation may precede Step

Continued on next page
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Merchant Generates CapReq, continued

Create CapReq (continued)

Step Action
8 ConstrucSaleDetail

batchID batchiD |
batchSequenceNum sequenceNum |

Populate other components®dileDetailaccording to the type of transaction and

brand policy.
9 ConstrucCapPayload
capDate now
capRegAmt perAuth .capAmt if defined, otherwise,
perAuth .authAmt
authReqltem perAuth .authRegData.authReqltem (if required

by the Payment Gateway apdrAuth .capToken
is not defined)

authResPayload | perAuth .authResPayload (if

« required by the Payment Gateway and
perAuth .capToken is not definedor

» perAuth .authCode is calllssue)

saleDetalil the result of Step 8

cPayExtensions | any message extension(s) required to support
additional business functions (optional)

10 ConstrucCapltem

transIiDs trans .translDs
authRRPID perAuth .authRRPID
capPayload the result of Step 9

11 Append the result of Step 9¢apltemSeq .

12 If perAuth .capToken exists, append it toapTokenSeq , otherwise, append g
NULL to capTokenSeq .

Continued on next page



Book 2: Programmer’s Guide SET Secure Electronic Transaction Specification
as of January 2, 2000 Page 599

Merchant Generates CapReq, continued

Create CapReq (continued)

Step Action
13 Updatethe following contents gberAuth :
capPayload the result of Ste@
capRRPID rrpid

14 Store in the transaction database:
perAuth perAuth

The following processing is performed only once, after the data for each indiyidual
capture item has been created.

15 Designatefrans .pBIN aspBIN.

Note:Because all the transactions in a capture request have th@Bé¥het is

sufficient to use the value stored in the last (or only) transaction record.
16 ConstrucCapRRTags

rrpid rrpid
merTermIDs from the Merchant profile
date now
17 | ConstructCapRednfo (see pag&96):
rrpid rrpid.
perAuthSeq perAuthSeq
brand brand
panRef panRef

Continued on next page
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Merchant Generates

CapReq, continued

Create CapReq (continued)

Step

Action

18

Recommended: Invoke “Create set of Thumbprints for request” on page 118§
the following input:

brand brand
bin pPBIN

with

19

ConstrucCapReqgData:

capRRTags the result of Step 16

mThumbs the result of Step 18

capltemSeq capltemSeq

cRqExtensions any message extension(s) required to support
additional business functions (optional)

20

From the trusted cache, retrieve the certificate whose:
« keyUsagencludeskeyEnciphermerdnd

¢ subjectmatchedrans .peSubject .

If found, designate the certificate esrt-PE.

Otherwise, stop processing and display a message to the operator indicating
corrective action must be taken to obtain a current copy of the Payment Gat
certificate.

Notes:

» Because all the transactions in a capture request have thpa8noigect , it is
sufficient to use the value stored in the last (or only) transaction record.

* Under normal circumstances the certificate is retrieved every 24 hours usi
PCertReq and will be available in the trusted cache.

that
pway

|

Continued on next page
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Merchant Generates CapReq, continued

Create CapReq (continued)

Step Action
21 If panRef is specified, continue with Step 23.

Otherwise, invoke “CompodgencB’ on page 198 with the following input:

s the Merchant’s signature certificate

r cert-PE

t the result of Step 19

b the result of Step 12

type-t id-set-content-CapReqTBE

type-s id-set-content-CapReqTBS

type-b id-set-content-CapTokenSeq

certs thenew Merchant key encryption certificeter
brandID , if received since the last time a
message was sent to this Payment Gateway

22 Append the result of Step 21 to the tag [0]. Continue with Step 26.

23 Construct the following contents BANTokerfrom the record in secure data
storage identified bypanRef:

pan PAN
cardExpiry expiration date
24 Invoke “Compos&ncBX on page 203 with the following input:
s the Merchant’s signature certificate
r cert-PE
t the result of Step 19
b the result of Step 12
P the result of Step 23
type-t id-set-content-CapReqTBEX
type-s id-set-content-CapReqTBSX
type-p id-set-content-PANToken
type-b id-set-content-CapTokenSeq
certs the new Merchant key encryption certificate for

brandID , if received sige the last time a
message was sent to this Payment Gateway

Continued on next page
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Merchant Generates CapReq, continued

Create CapReq (continued)

Step Action
25 Append the result of Step 24 to the tag [1].

26 Store in the message database |

capReqgData | the result of Sted9 |

capReqlnfo the result of Sted7 |

27 Invoke “Send Message” on page 109 with the following input:
recip the-Cardholdethe Payment Gateway |
msg the result of either Step 22 or Step 25
ext any message extension(s) required to support additipnal
business functions (optional)
rrpid rrpid
lid-C if only a single set of input was received,

trans .transiDs. lid-C

lid-M if only a single set of input was received,
trans .transiDs. lid-M

XxID if only a single set of input was received,
trans .translIDs. xID

Continued on next page
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Merchant Generates CapReq, continued

CapReq data

CapReq

< EncB(M, P, CapReqgData, CapTokenSeq),
EncBX(M, P, CapRegData, CapTokenSeq, PANToken) >

CapTokenSeq is external “baggage”.

If PANToken is included, it must correspond to a sin@lapltem
and a singleCapToken in CapTokenSeq .

CapRegData

{CapRRTags, [MThumbs], CapltemSeq, [CRgExtensions]}

CapTokenSeq

{[CapToken] +}

One or moreCapTokens , in ordered one-to-one correspondence
with Capltems in CapltemSeq .

Note: AnyCapToken may be omitted; that is, may N&JLL.

PANToken

See page 382

CapRRTags

RRTags, see page 395.
FreshRRPID andDate.

MThumbs

Thumbprints of certificates, CRLs, and Brand CRL Identifiers
currently held in Merchant’s cache.

CapltemSeq

{Capltem +}
One or moreCapltem in an ordered array.

CRgExtensions

The data in an extension to the capture reqabatl mustbe financial
and should be important for the processing of a capture message
the Payment Gateway, the financial network, or the Issuer.

Note: The data in this extension applies to every item in the captu
request; data related to a specific item should be placed in an
extension t@CapPayload .

CapToken

Copied from correspondinguthRes (see page 538) or
AuthRevRes (see page 582).

Capltem

{TransIDs, AuthRRPID, CapPayload}

TranslIDs

Copied from correspondinguthRes (see page 538) or
AuthRevRes (see page 582).

AuthRRPID

TheRRPID that appeared in the correspondiAgthReq (see
page 506) oAuthRevReq (see page 568).

CapPayload

See page 604.

Table 63: CapReq Data

e

Continued on next page
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Merchant Generates CapReq,

CapPayload data

continued

CapPayload {CapDate, CapRegAmt, [AuthReqltem],
[AuthResPayload], [SaleDetail], [CPayExtensions]}
CapDate Date of capture; this is the Transaction Date that will appea|
on the cardholder’s statement.
CapRegAmt Capture amount requested by Merchant, may differ from

AuthAmt ; this is the Transaction Amount (before any
currency conversion) that will appear on the cardholder’s
statement.

AuthRegltem

See ‘AuthReq Data” on page 506.

Required if the correspondir@apToken is not present or the|
Payment Gateway/Acquirer systems do not contain the rele
authorization request data.

vant

vant

AuthResPaonad See page 539.
Required if the correspondir@apToken is not present or the
Payment Gateway/Acquirer systems do not contain the relg
authorization response data.

SaleDetail

See page 383.

CPayExtensions

The data in an extension to the capture request paybatd
mustbe financial and should be important for the processing
a capture message by the Payment Gateway, the financial
network, or the Issuer.

Note: The data in this extension applies to an individual iter
the capture request; data related to the entire capture reque
message should be placed in an extensidbajpReqData .

4

nin
pSt

Table 64:CapPayload Data
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Process CapReq

Step Action
1 Receive as input:
hdr an instance ofMessageHeader
msg an instance oEnvelopedData
ext any message extension(s) required to support
additional business functions (optional)
This procedure uses the following internal variables:
transExists an instance 0-BOOLEAN
perAuthExists an instance o-BOOLEAN
capCode an instance o€apCode
storeLocally an instance o-BOOLEAN
2 Examine the tag at the beginningmég.
« If the tag is [0], continue with Ste®
« Otherwise, continue with Step
3 Invoke*“Verify EncB' on pagel 99 with the following input:
d msg (without the leading tag [0])
type-t id-set-content-CapReqTBE
type-s id-set-content-CapReqTBS
type-b id-set-content-CapokenSeq
Designate:
« the value of returned ageq, and
« the value o ascapTokenSeq .
Continue with Ste.
4 Invoke*“Verify EncBX on page?05 with the following input:

d msg (without the leading tag [1])

type-t id-set-content-CapReqTBEX

type-s id-set-content-CapReqTBSX

type-p. id-set-contetPANToken

type-b id-set-content-CapTokenSeq
Designate:

« the value off returned aseq,
« the value ofp returned apanToken , and
 the value ofb ascapTokenSeq .

Continued on next page
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continued

Process CapReq (continued)

Step

Action

5

Validate the following contents @ég:

| capRRTags.rrpid | hdr.rrpid |

If errors occur during validation, invoKe€reateError Messagé on pagel35
with the following input:

| errorCode | wrapperMsgMismatch |

If req.capltemSeq includes only oneapltem , validate the following contents
of req.capltemSeq.capltem.transIDs

id-C hdr.messagelDs.lid-C

lid-M hdr.messagelDs.lid-M

xID hdr.messagelDs.xID

If errors occur during validation, invoK€reateError Messagé on pagel35
with the following input:

errorCode wrapperMsgMismatch

Create an empt@apResltemSeand designate it asmpResltemSeq .
Create an empty sequenceBaitchID and designate it dstch/DSeq .

From the trusted cache, retrieve the certificate whose:

« keyUsagas digitalSignature

* issuermatchegnsg .signerinfos[1].issuerAndSerialNumber.issuer  , and
Designate the certificate agrt-MS.

Designatecert-MS .MerchantData.merAcquirerBIN  aspBIN.
Designatecert-MS .subject.organizationName asbrandiD .

10

For eacltapltem in req.capltemSeq :
« Designate the item dtem.
» Perform Steps 11 through 39.

Continued on next page
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Payment Gateway Processes CapReq, continued

Process CapReq (continued)

Step | Action
Processing for eaatapltem

11 SetcapCode to success

12 From the transaction database, retrieve the recoitbfortransiDs.xid ._If not
found:

+ SeteapCode—tetunknewnXibDand-continue-with-Step-34.
e SettransExists to FALSE;

e SetperAuthExists to FALSE;

¢ Continue with Ste(d6.

Otherwise:

« Designate it agrans.
e SettransExists to TRUE.

13 Validate the following contents @¢em .transiDs :

lid-C trans .transiDs.lid-C

lid-M trans .transiDs.lid-M
If errors occur during validation, seapCode to unknownLIDand continue with
Step 34.

14 If the perAuth record for the authorization request that corresponds to
item .authRRPID does not exist, s@erAuthExists to FALSE.
Otherwise:

« retrieve theperAuth record and designate it asrAuth ; and

* setperAuthExists to TRUE.

15 If one of the following is TRUE:

« perAuthExists is TRUE andperAuth .capCode is successor

¢ jtem.authRRPID appears on the list of capturR&RPIDs.

then settapCode to invalidCapTekerduplicateRequestind continue with
Step 34.

16 If the corresponding entry sapTokenSeq is present,

« Invoke “Proces€apToken” on page 614 with the following input:
capToken the entry fromcapTokenSeq (including the
leading tag)

« Designate the value @apCode returned agapCode and the value of
capTokenData returned agapTokenData . If capCode is notsuccess
continue with Step 34. Otherwise, continue with Step 19.

Continued on next page
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Payment Gateway Processes CapReq, continued

Process CapReq (continued)

Step Action
17 If eapture-withouCapToken—is-hoet-supperted CapToken was returned in the

most recent authorization response or authorization reversal response for
item.authRRPID, setcapCode to capTokenMissingnd continue with Step 34.

18 If eitheritem .capPayload.authReqltem or
item .capPayload.authResPayload is not present, seapCode to
authDataMissingand continue with Step 34.

=

19 If item .capPayload.authReqgltem is present, validate that its contents matc
the data returned in the most recent authorization response or authorization
reversal response for thitem .authRRPID .

If errors occur during validation, seapCode to invalidAuthDataand continue
with Step 34.

20 If item .capPayload.authResPayload is present, validate that its contents
match the data returned in the most recent authorization response or author|zation
reversal response for thitlem.authRRPID with the following exception:

« If item.capPayload.authResPayload.authHeader.authcode _is
calllssuet thenitem .capPayload.authResPayload.authHeader.
responseData.authVValCodes.approvalCode may catain a value that
was not returned in the authorization response.

If errors occur during validation, seapCode to invalidAuthDataand continue

with Step 34.

21 If item.authRRPID appears in the list of fully revers&RPIDs, setcapCode
to invalidAuthDataand continue with Step4.

22 If item.capPayload .authResPayload .authHeader.responseData.
authValCodes. approvalCode is not present, seapCode to

invalidAuthDataand continue with Step4.

23 Validate that the difference betwegem .capPayload.capRegAmt and the
amount of the corresponding authorization request (or the remaining amount dfter

the most recent authorization reversal) is within guidelines established by
Acquirer or brand policy. If not, sepCode to amountErrorand continue with

Step34.

Continued on next page
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Payment Gateway Processes CapReq, continued

Process CapReq (continued)

Step Action

24 If item.authRRPID identifiesan entry in the list of condition&ls, movethe
conditionalPI identified byitem .authRRPID to the list ofusedPls.

If anauthToken identified byitem.authRRPID appeatrs irhelist of
conditionalauthToken s, delete ifrom that list(since the presence of the

ApprovalCode means it is no longer conditional)

25 Validate the components @ém .capPayload.saleDetail according to brand
policy. If errors occur during validation, seapCode appropriately and continug
with Step34.

26 If perAuthExists is FALSE, construct the following contentsRérAuthfrom

trans , item.capPayload. authReqgltem ,
item .capPayload. authResPayload andcapToken Data:

authAmt a CurrencyAmountepresenting the amount of
the corresponding authorization request (or th

remaining amount after the most rete
authorization reversal)

1%

authCode anAuthCoderepresenting the result of the
corresponding authorization request

authReqltem anAuthReqgltentepresenting the data of the
corresponding authorization request

authRRPID the RRPID of the corresponding authorization
request

responseData aResponseDateepresenting the results of the

corresponding authorization response

Continued on next page
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Process CapReq (continued)

Step Action

27 If transExists is FALSE, store the corresponding values from
item .capPayload.authReqltem , item.capPayload.authResPayload and

capTokenData (or as otherwise noted) in the transaction database:

brand brandID (withoutProduc)
brandID brandID
purchAmt aCurrencyAmountepresenting the purchase

amount of the transaction

pan Either:

e panToken .pan (if present)

¢ or from the value opanToken returned in
Stepl6

Note: If not available, setapCode to
authDataMissig and continue with Step4.
cardExpiry Either:

» panToken .cardExpiry (if present)
« or from the value opanToken returned in

Stepl6
Note: If not available, setapCode to

authDataMissingand continue with Step4.

transiDs theTransIDs of the transaction
pBIN pBIN
erAuth the result of Ste@6

Designate the resulting transaction record¢rass .

28 If batch processing is not used, continue with Step 31.

Continued on next page
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Payment Gateway Processes CapReq, continued

Process CapReq (continued)

Step Action

29 Invoke “Process batch identification” on page 487 with the following input:
brand trans .brand
pBIN pBIN
rrpid req.capRRTags.rrpid
mBatchlD item .capPayload.saleDetail.batchID
transTypes CapReq

If the value ofcapCode returned is nosuccess

« designate the value chpCode returned agapCode, and
 continue with Step 34.

Otherwise designatehe value ofbatchlD returned a®atch/D and the value of
batchData returned a®atchData .

30 If batchlD does not appear ibatchIDSeq , appendbatchID to batchlDSeq .

31 If batches are not accumulated locally: |

« Process capture via existing payment card financial network using transagtion
data fromtrans andperAuth .

e SetcapCode andsequenceNum (if provided) based on the results of the
capture process.

e Continue with Step 33

Continued on next page
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Payment Gateway Processes CapReq, continued

Process CapReq (continued)

Step Action
32 Invoke “Update batch (add item)” on page 493 with the following input:
trans trans
perAuth perAuth
rrpid req.capRRTags.rrpid |
batchData batchData
sequenceNum item .capPayload.saleDetail.
batchSequenceNum
transAmt item .capPayload.capRegAmt |
transType CapReq
payload item .capPayload

If the value ofbatchOK returned is FALSE, designate the valuegbCode
returned agapCode .

Otherwise, designate the valuesafguenceNum returned asequenceNum .

33 If capCode is successaddperAuth .authRRPID to the list of captured
RRPIDs.

34 If capCode is succes®r if brand or acquirer policy requires the transaction
record to be retained:

* settransExists to TRUE, and
e setperAuthExists to TRUE.

Otherwise, continue with Ste3y.

35 Update the following contents pérAuth :

capCode capCode

capDate item .capPayload.capDate
capAmt item .capPayload.capRegAmt
batchlID batchlD

batchSequenceNum | sequenceNum

saleDetall item .capPayload.saleDetail

Continued on next page
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Payment Gateway Processes CapReq, continued

Process CapReq (continued)

Step Action
36 Store in the transaction database:
| perAuth perAuth
37 ConstrucCapResPayload:
capCode capCode
capAmt item .capPayload.capRegAmt
batchlD batchlD
batchSequenceNum | sequenceNum
cRsPayExtensions | any message extension(s) required to support
additional business functions (optional)
38 ConstrucCapResltem
transIDs item .transIDs
authRRPID item .authRRPID
capResPayload the result of Step 37
39 Append the result of Step 38dapResltemSeq .
40 If transExists is FALSE, delete the transaction record. Otherwise, if
perAuthExists is FALSE, delete thperAuth entry in the transaction record.
Note: These actions remove unnecessary records created as a side effect of
processing invalid capture items.
End of processing for eadapltem
41 Invoke “CreatéCapRes” on page 616 with the following input:
transiDs item .transIDs (if a single set of input was
received)
itemSeq capResltemSeq
batchlDSeq batchlDSeq
req req
brandID brandID
pBIN pBIN
merchant!D cert-MS .MerchantData.merlD

Continued on next page
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Payment Gateway Processes CapReq,

Process
CapToken

continued
Step Action
1 Receive as input:

capToken an instance o€apToken
authRRPID an instance oRRPID

This procedure uses the following internal variables:
capCode an instance o€apCode

SetcapCode to success

Examine the tag at the beginningaafpToken .

« If the tag is [0], continue with Step

« Otherwise, continue with Stép

4 Invoke"Verify EncX on pagel95 with the following input:

d capToken (without the leading tag [0])
type-t id-set-content-CapTokenTBEX
type-s id-set-content-CapTokenData
type-p. id-set-content-PANToken

Designate

« the value oft returned agapTokenData , and

« the value ofp returned apanToken .

Continue with Stelb.

5 Invoke“Verify Enc’ on pagel87 with the following input:
d capToken (without the leading tag [1])
type-t id-set-content-CapTokenTBE
type-s. id-set-content-CapTokenData

Designate the value éfreturned asgapTokenData .
6 Verify that the entitydentified bycapToken .signerinfos[1].

IssuerAndSerialNumber is the Payment Gatew. If not, setcapCode to
invalidCapTokerand continue with Step 8.

Continued on next page




Book 2: Programmer’s Guide SET Secure Electronic Transaction Specification
as of January 2, 2000 Page 615

Payment Gateway Processes CapReq, continued

Process CapToken (continued)

Step Action
7 Validate the following contents @apTokenData : |
| authrrPID authRRPID |1
If errors occur during validation, seapCode to invalidCapToken

8 Return the following:
capCode capCode
capTokenData capTokenData
panToken panToken

Continued on next page
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Create CapRes

e

el| as
the

Step Action
1 Receive as input:

transiDs an instance of ransiDs(optional)
itemSeq an instance of€apResltemSeq
batchlDSeq a sequence @atchlD
req an instance o€apRegData
brandID an instance oBrandID
pPBIN an instance oBIN
merchant!D an instance dierchantID

2 Optional: Create an empBatchStatusSedor each item irbatchlDSeq ,
optionally append thBatchStatus component of itBatchData record to the
sequence. The status of other batches belonging to the Merchant may also I
appended to the sequence.

Note: The mechanism to determine when batch status is to be returned as W
the mechanism to select batches for which information is to be returned is af
discretion of the Acquirer and the Payment Gateway vendor.

3 Retrieve the current Payment Gateway key encryption certificate for the bra
identified bybrandID andbin. If not found, abort processing.

If req.mThumbs is absent or ifeq.mThumbs is present and does not includ
the thumbprint of the certificate, designate the certificaieasPE and its
Thumbprint agpe Thumb ; otherwise, setert-PE andpeThumb to NULL.

4 Retrieve th@8randCRLIdentifier for the brand identified bprandID (without
Product) and designate it Asi; retrieve its Thumbprint and designate it as
bciThumb . If not found, abort processing.

If req.mThumbs is present and includéxiThumb , setbci to NULL.
5 ConstrucCapResData:
capRRTags req.capRRTags
brandCRLIdentifier | bci
peThumb GKThumb—peThumb
batchStatusSeq the result of Step 2
CapResltemSeq itemSeq
cRsExtensions any message extension(s) required to support
additional business functions (optional)

Continued on next pal

ge
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Payment Gateway Generates CapRes, continued

Create CapRes (continued)

Step Action
6 Invoke“Retrieve Merchant key encryption certificaten pageb37 with the
following input:

brandlD brandlD
merchant!D merchant!D

7 Invoke*ComposeEnc’ on pagel86 with the following input:
s the Payment Gateway’s signature certificate
r the result of Step
t the result of Step
type-t id-set-content-CapResTBE
type-s id-set-content-CapResData
certs cert-PE

8 Store in the message database
capResData the result of Step

9 Invoke “Send Message” on page 109 with the following input:
recip the Merchant
msg the result of Step 7
ext any message extension(s) required to support

additional business functions (optional)

rrpid req.capRRTags. rrpid
lid-_C transiDs .lid-C (if specified)
lid-M transIDs .lid-M (if specified)
xID transIDs .xID (if specified)

Continued on next page
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Payment Gateway Generates CapRes, continued

CapRes data

CapRes Enc(P, M, CapResData)

CapResData {CapRRTags, [BrandCRLIdentifier], [PEThumb],
[BatchStatusSeq], CapResltemSeq, [CRsExtensions]}

CapRRTags RRTags (see page 395); copied froBapReq.

BrandCRLIdentifier | | jst of current CRLs for all CAs under a Brand CA . See page 347
in Part Il.

PEThumb Thumbprint of Payment Gateway certificate provided if
CapRegData.MThumbs indicates Merchant needs one.

BatchStatusSeq {BatchStatus +}

CapResltemSeq {CapResltem +}
Order corresponds t€apReq.

CRsExtensions The data in an extension to the capture respshsd mustbe
financial and should be important for the processing of the capfure
response or a subsequent capture reversal or credit request by the
Payment Gateway, the financial network, or the Issuer.
Note: The data in this extension applies to every item in the capture
response; data related to a specific item should be placed in an
extension t€CapResPayload .

BatchStatus See page 396.

CapResltem {TranslIDs, AuthRRPID, CapResPayload}

TransIDs Copied from correspondingapReq.

AuthRRPID TheRRPID that appeared in the correspondiagthReq or
AuthRevReq ; copied from correspondinGapReq.

CapResPayload See page 619.

Table 65: CapRes Data
Continued on next page
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Payment Gateway Generates CapRes, continued

CapResPayload data

CapResPayload {CapCode, CapAmt, [BatchID], [BatchSequenceNum],
[CRsPayExtensions]}

CapCode Enumerated code indicating status of capture. See page 620.

CapAmt Copied from correspondingapReq.

BatchID Identification of the settlement batch for Merchant-Acquirer
accounting; copied from correspondi@@apReq.

BatchSequenceNum The sequence number of this item within the batch; copied

correspondingCapReq.

rom

CRsPayExtensions

The data in an extension to the capture response pagluad

mustbe financial and should be important for the processing Jf

the capture response or a subsequent capture reversal or dredit

request by the Payment Gateway, the financial network, or
Issuer.

the

Note: The data in this extension applies to an individual item in

the capture response; data related to the entire capture
response message should be placed in an extension to
CapResData .

Table 66:CapResPayload Data

Continued on next page
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Payment Gateway Generates CapRes,

CapCode

Future values

for CapCode

continued

The following values are defined f@apCode .

success

The capture item was successfully processed by the Payment
Gateway.

unspecifiedFailure

The reason for the failure does not appear elsewhere in this list.

duplicateRequest

A capture request has already been processed for this transactio
(XID andAuthRRPID ).

=

authExpired

The authorization request was processed too long ago. The max
time period is defined by brand or Acquirer rules.

mum

authDataMissing

The authorization information was not present in the capture requ

est.

invalidAuthData

The authorization information is not valid for this transaction.

capTokenMissing

TheCapToken necessary to process this item was not present in
capture request.

the

invalidCapToken

TheCapToken is not valid for this transaction.

batchUnknown The batch for this item is unknown to the Payment Gateway.
batchClosed The batch for this item has already been closed.
unknownXID TheXID is not recognized.

unknownLID LID-C or LID-M is not recognized.

Table 67: Enumerated Values forCapCode

The following conditions were identified after the ASN.1 for version 1.0 was completed.

They are currently defined as constants mappinomspecifiedFailureln a future version of

the ASN.1these values will be added to the ENUMERATEBpCode . Application
developers are encouraged to use these symbolic names in plaxspecifiedFailure

amountError

The difference between the requested capture amount and the a
of the corresponding authorization request (or the remaining amg
after the most recent authorization reversal) does not conform to
guidelines established by Acquirer or brand policy.

badSegNum

The Merchant provided a batch sequence number that has alrea
been used.

batchWong

The Merchant specifiedlzatchID that is defined for a different
brand and BIN combination.

batchDataNeeded

The Merchant must specify thatchlD andbatchSequenceNum .

Table 68: Future Enumerated Values forCapCode

mo

y

int
un
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Merchant Processes CapRes

Process CapRes

Step Action

1 Receive as input:
hdr an instance ofessageHeader
msg an instance dinvelopedData
ext any message extension(s) required to support

additional business functions (optional)

2 Invoke*Verify Enc’ on pagel87 with the following input:
d msg
type-t id-set-content-CapResTBE
type-s id-set-content-CapResData

Designate the value d¢freturned ages.
3 Validate the following contents @és:

| capRRTags.rrpid | hdr. rrpid |

If errors occur during validation, invoK€reateError Messagé on pagel35
with the following input:

| errorCode | wrapperMsgMismatch |

4 From the message database:

« retrieve the instance @apRegDatavhoserrpid matches
res.capRRTags.rrpid and designate it aggq;

« retrieve the instance &@apReqlInfavhoserrpid matches
res.capRRTags.rrpid and designate it dsfo .

If either is not found, abort processing

5 Verify that the number of items i®s.capResltemSeq is the same as the
number of items imfo .perAuthSeq . If not, invoke”CreateError Messagé on
pagel35with the following input:

errorCode wrapperMsgMismatch | |

Continued on next page
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Merchant Processes CapRes, continued

Process CapRes (continued)

Step Action

6 If req includes only one item, validate the following contents of
res.capResltemSeq[1].capResltem.transIDs

lid-C hdr.messagelDs.lid-C

lid-M hdr.messagelDs.lid-M

xl hdr.messagelDs.xID

If errors occur during validation, invoK&reateError Messagé on pagel 35
with the following input:

errorCode wrapperMsgMismatch |

7 If-GKkTFhumbres.peThumb is present, verify that it matches the thumbprint of |
an existing Payment Gateway key encryption certificate in the trusted cache} If
not:

« From the untrusted cache, retrieve the key encryption certificate whose
Thumbprint matcheges.peThumb and designate it aert-PE .

¢ Invoke “Verify certificate” on page 129 with the following input:

cert cert-PE

8 For eacltapResltem in res.capResltemSeq :

¢ Designate the item dtem.
« Designate the corresponding entryirifo .perAuthSeq asperAuth .

¢ Perform Steps 9 through 18.

This processing is repeated for each set of input.

9 Retrieve the transaction record that correspong®etduth and designate it as
trans . If not found,abort processing.

Continued on next page
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Merchant Processes CapRes,

continued

Process CapRes (continued)

Step

Action

10

Validate the following contents &apRRFags-item . transIDs :

If

xid trans .transIDs.xid
lid-C trans .transIDs.lid-C
lid-M trans .transiDs.lid-M

errors occur during validation, invoke “Credferor Message” on page 135

with the following input based on the field that failed:

errorCode

xid unknownXID
lid-C unknownLID
lid-M unknownLID

11

Invoke*“Process batch informatidmon paged 76 with the following input:

propBatchiD perAuth .capPayload.saleDetail.batchID

propSeqNum perAuth .capPayload.saleDetail.
batchSequenceNum

batchlD item .capResPayload.batchID

seqgNum item .capResPayload.batchSequenceNum

brandlD trans .brand

PBIN trans .pBIN

rrpid hdr. rrpid

transAmt perAuth .capPayload.capRegAmt

transType CapReq

Designate the value dfatchData returned a®atchData .

Continued on next page
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Merchant Processes CapRes, continued

Process CapRes (continued)

Step Action
12 Optional:
« Construct the following contents @fansactionDetail

transIDs trans .translDs

authRRPID perAuth .authRRPID

brandID trans .brand

batchSequenceNum item .capResPayload.
batchSequenceNum

transactionAmt item .capResPayload.capAmt

transactionAmtType credit

transExtensions any message extension(s) required to
support additional business functions
(optional)

* Append the result thbatchData .transactionDetailSeq . Store the updated
batchData in the batch database.

13 ConstructCapStatus

capDate perAuth .capPayload.capDate

capCode item .capResPayload.capCode

capRatio item .capResPayload.capAmt +
trans. order.purchAmt

14 Update the following components pérAuth. pResP ayload.results :
| capStatus | the result of Stef3 |

15 If item.capResPayload .capCode is successupdate the following
components operAuth .pResPayload :

| completionCode | capturePerformed |

16 CopyperAu th.capPayload to an instance dfapPayloadand update the
following contents
saleDetailbatchlD item .capResPayload.batchID

saleDetail. item .capResPayload.batchSequenceNum
batchSequenceNum

Continued on next page
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CapRes, continued

Process CapRes (continued)

Step Action
17 H-cap€ode-issueceessUpdate the following components pérAuth :
capAmt item .capResPayload.capAmt
capCode item .capResPayload.capCode
capPayloa the result of Stefi6
capResPayload item.capResPayload
18 Store in the transaction database:
perAuth the result of Stef7
End of processing for each set of input.
19 Delete from the message database the instan€epiRegDataand the instance of
CapReglInfovhoserrpid matcheges.capRRTags.rrpid .
20 If res.batchStatusSeq is present, invoke “Proce&atchStatus ” on page 479
with the following input:
batchStatusSeq res .batchStatusSeq
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Stay tuned
More to come We plan to release the processing steps for the following messages in about a week:

» Capture Reversal or Credit Data

» Capture Reversal Request/Response Processing

» Credit Request/Response

» Credit Reversal Request/Response Processing

» Payment Gateway Certificate Request/Response Processing
» Batch Administration Request/Response Processing




	Common Data and Flows
	Data Structures
	General Flow

	Cardholder/Merchant Messages
	Payment Initialization Request/Response Processing
	Purchase Request/Response Processing
	Inquiry Request/Response Processing

	Merchant/Payment Gateway Messages
	Batch Processing
	Merchant Batch Procedures
	Shared Batch Procedures
	Payment Gateway Batch Procedures

	Authorization Request/Response Processing
	Referral Processing

	Authorization Reversal Request/Response Processing
	Capture Request/Response Processing

	Stay tuned

