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Part Il

Certificate Management
Overview
Introduction Part Il defines the certificate management architecture, protocols, and concepts used in SET.
Organization The following chapters are included:

Chapter Title Contents Page
1 Certificate Management | Provides an overview of the 210
Architecture certificate management architecture

and describes the issuance and
management of the Root certificates

2 Certificate Request Defines the protocols that allow 218
Protocols Cardholders, Merchants, and

Payment Gateways to obtain original
certificates and to renew certificates.

3 Certificate Revocation or | Describes the process of revoking o 303
Cancellation canceling a SET certificate.
4 Certificate Format Describes the X.509 Version 3 312

certificate and certificate extensions
(both X.509 and SET-specific) used
in SET.

5 Certificate Revocation List| Describes the use of the X.509 345
and Brand CRL Identifier | Certificate Revocation List (CRL)
and the Brand CRL Identifier (BCI)
in SET.

6 CA to CA Messages Defines the protocols used by CAs|ta354
exchange certificates, CRLs, and
BCls.
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Chapter 1

Certificate Management Architecture
Overview
Introduction Chapter 1 provides an overview of the certificate management architecture and describes the

issuance and management of the Root certificates.

Organization The following sections are included:

Section Title Contents Pags

1 Architecture Overview Introduces the certificate management211

architecture and defines each of the
architectural components.

2 Root Certificate Distribution | Describes the issuance and 214
management of the Root certificates.
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Section 1
Architecture Overview

General Overview

Architecture
diagram

Services

The certificate management architecture consists of the nine components identified in
Figure 1. The architecture is based on the hierarchy of trust defined for the management and
verification of SET certificates by Certificate Authorities (CAS).

Root
Certificate Authority
(RCA)

Brand
Certificate Authority
(BCA)

| Optional Geopolitical e
i Certificate Authority " !
i (GCA) ¥ |

1

Cardholder Iy Merchant Iy Payment Gateway |
Certificate Authority Certificate Authority Certificate Authority
(ccA) (MCA) (PCA)

Cardholder 1 Merchant Payment Gateway
(Card) (Mer) (PGwy)
T T T
i ] L 1 |
Cardholder Merchant Merchant I PGwy PGwy
Signature Signature Key Encryption Signature Key Encryption
Certificate Certificate Certificate Certificate Certificate

Figure 1: Certificate Management Architecture

Each CA provides three basic services to the entities below it in the certificate management
hierarchy: certificate issuance, renewal, and revocation. These services are described in the
following chapters.
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Architecture Overview

Root CA

Brand CA

Geopolitical CA

Cardholder CA

The Root Certificate Authority (RCA) is kept off-line under extremely tight physical controls.
The RCA will be accessed very infrequently to issue new Brand CA certificates and a new
Root certificate.

The Brand CA (BCA) allows for some degree of autonomy in each brand’s certificate
management. Like the Root CA, these CAs are operated under tight physical controls. Each
BCA will issue CA certificates to the Geopolitical and/or Cardholder, Merchant, and Payment
Gateway CAs immediately below it in the hierarcbhymaydesignate a CA to do so on its

behalf

The Geopolitical CA (GCA) allows the brand to distribute to geographic or political regions
the responsibility of managing Cardholder CA, Merchant CA, and/or Payment Gateway CA
certificates. This level in the architecture allows brand policies to vary from one region to
another as deemed necessary by the brands.

The Cardholder CA (CCA) issues Cardholder certificates (after the certificate request is
verified and approved by the Issuer).

The CCAis operatedy a card Issueor on behalf ofone or morecard Issuerdhis-CA-may-b
J i cr-eranotherpartyaceordingtopaymentbrand rujes

Continued on next page
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Architecture Overview, continued

Merchant CA

Payment
Gateway CA

Cardholder

Merchant

Payment
Gateway

The Merchant CA (MCA) issues Merchant certificates (after the certificate request is verified
and approved by the Acquirer).

The MCAmay-beis operated byr on behalf chpaymentbrandn Acquireroranother
party-according-to-payment-brand-rules

The Payment Gateway CA (PCA) issues certificates to SET Payment Gafafteythe
certificate request is verified and approved byAlkguirer).

The PCAmay-beis operated byr on behalf oh payment branehn-Acquirerpranotherparty
according-to-paymentbrand-rules

Cardholders request and receive certificates from a CCA.

Merchants request and receive certificates from an MCA.

Payment Gateways request and receive certificates from a PCA.
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Section 2
Root Certificate Distribution

Section Overview

Introduction Validating a certificate chain depends on the possession of an authentic Root public key. The
SET Root certificate is self-signed and linked to the next Root public key. The initial SET
Root public key is usually distributed with the SET software.

Organization This section includes the following topics:

¢ Initial Root Certificate Verification and Distribution
* Root Certificate Update
o Future Implications

Root certificate The SET Root certificate is a Version 3 X.509 certificate containing the extensions described
format in “CA Certificate Extensions” on page 342. The same Root certificate is used for both CA
certificate signing and CRL signing.
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Initial Root Certificate Verification and Distribution

Certificate
generation

Root key
distribution and
authentication

Before the system is deployed, the following are generated:

R1 = Root key pair #1
C1 = certificate for Root key #1 (contains H2)

R2 = Root key pair #2
e H2 = Thumbprint (hash) of the public component of R2

H2 is contained within the SET private extensidashedRootKey , in the
Root certificate, C1. C1 is self-signed. C1 is distributed when the system is deployed. The
HashedRootKey private extension is described on page 333.

The SET Root certificate and its successors are delivered to the SET application via the
certificate request protocol and the payment protocol. The SET application software is
usually delivered with:

¢ the initial Root :
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Root Certificate Update

Root certificate
update

Validation of
new Root
certificate

Unscheduled
Root certificate
duplication

When the time comes to replace the first Root certificate R1, the following are generated:

e R3 = public component of Root key #3
e H3 = Thumbprint of R3

o C2 = certificate for Root key #2 (contains H3 in the SET private extension
HashedRootKey )

The new Root certificate is distributed electronically via SET messages and may also be
distributed via other transport methods (such as HTTP, FTP, or SMTP).

This is an iterative process with R4, C3, and H4 being generated and C3 (including H4)
being distributed when it is time to replace C2.

The SET application:

» validates the signature applied using R2, and
o computes the hash of R2 and compares it to H2 (obtained from an extension in C1).

There are circumstances under which a Root certificate in the chain has to be duplicated with

a differentHashedRootKey extension. This will result in two Root certificates with the
sameSubjectPublickey and differenHashedRootKey extensions, each having a

common predecessor Root certificate. The process of certificate chain validation shall allow
for the Root certificate chain to contain more than one successor of a single Root certificate

and shall not assume that each Root certificate has a single successor.
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Future Implications

Expiration of Whentheinitial Root certificate expires, all SEWersion lapplications should cease to
initial Root function.
certificate

Root certificate Each SET CA shall maintaimcopy of all Root certificates starting with the oldest certificatg
retention that was valid with the prior major release of the specification. Root, braddeopolitical

CAs shall send all these Root certificates in any PKCS #7 response to deloaVeTA.
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Chapter 2
Certificate Request Protocols

Overview

Introduction Certificates are issued by a variety of methods depending on the SET entity. End entities
may be issued signature and or encryption certificates, depending on the entity.

o Cardholders are issued only signature certificates.

o Merchants and Payment Gatewayay-beareissued both signature and encryption |
certificates.

This chapter defines the certificate request protocols that allow Cardholders, Merchants, and
Payment Gateways to obtain their original certificate(s) and to renew certificates.

Organization This chapter includes the following sections.

Section Title Contents Pags
1 Protocol Overview Describes the overall protocol for 219
obtaining and renewing certificates.

2 Cardholder Certificate Defines how the certificate request 226
Initiation Request/Response| process is started for a Cardholder.
Processing

3 Cardholder Registration FormDefines how the Cardholder requesty 235
Request/Response Processingnd obtains a registration form.

4 Merchant/Payment Gateway| Defines how the certificate request 250
Certificate Initiation process is started for a Merchant or gn
Request/Response ProcessinBayment Gateway.

5 Certificate Request/RespongeDefines the processing associated 262
Processing with theCertReq, the generation of

the certificate, and the generation of
theCertRes.

6 Certificate Inquiry Defines how the end entity queries 292

Request/Response Processintdpe CA to obtain the status of the
certificate request.
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Section 1
Protocol Overview

Overview

Purpose This section defines the protocol and message processing for a Cardholder, Merchant, or
Payment Gateway to request and obtain signature and/or data encryption X.509 certificates
from a Certificate Authority (CA). The same protocol is used whether the end entity is
requesting its first certificate or renewing a certificate.

A different protocol is used by CAs requesting certificates. See “CA to CA Certificate
Requests and Responses” on page 355.

Organization The following topics are included:

Prerequisites

Protocol initiation

Cardholder certificate request protocol

Merchant or Payment Gateway certificate request protocol
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Prerequisites

Cardholder The cardholder shall possess the following prior to requesting a certificate:

prerequisites . .
» an established valid payment card account,

* knowledge of information used to identify and authenticate the Cardholder as required by
the payment card Issuer (Issuers will have different requirements for this information),

o the Universal Resource Locator (URL) or electronic mail address for the CCA, and

» a SET application with the ability to generate public/private key pairs and to securely store
the private key (or interface with a hardware cryptographic device providing these
functions).

Merchant The merchant shall possess the following prior to requesting a certificate:

prerequisites . . . .
» an established valid Merchant account with an Acquirer,

» knowledge of information from the agreement between the Merchant and the Acquirer
(Acquirers will have different requirements for this information),

o the Universal Resource Locator (URL) or electronic mail address for the MCA, and

» a SET application with the ability to generate public/private key pairs and to securely store
the private key (or interface with a hardware cryptographic device providing these

functions).
Payment The Acquirer operating a Payment Gateway shall possess the following prior to requesting a
Gateway certificate:

prerequisites ) ) o
» an established relationship with a brand,

« its Bank Identification Number (BIN),

* knowledge of information used to identify and authenticate the Payment Gateway as
required by theédeguirerbrand(brands will have different requirements for this
information),

o the Universal Resource Locator (URL) or electronic mail address for the PCA, and

e a SET application with the ability faterface with a hardware cryptographic device to |
generate public/private key pairs and to securely store the private key.
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Protocol Initiation

Certificate
protocol
initiation

Subsequent
processing

The certificate protocol is started differently depending on the underlying communications
mechanism.

¢ On the World Wide Web, the SET application will receive an initiation message
discussed in thBET External Interface GuidéSee“Related documentatidnn the
Preface.)

e The user of an electronic mail application shall initiate the SET application locally.

The figures on the following pages show the message exchanges required for an end entity to
obtain a new or renewal SET certificate:

e Figure 2 on page 223 illustrates the exchanges between the Cardholder and the CCA.

e Figure 3 on page 225 illustrates the exchanges between the Merchant and the MCA or the
Payment Gateway and the PCA.

The messages exchanged to obtain and submit a certificate registration form are different for
the Cardholder than for the Merchant or Payment Gateway although the certificate request and
response and the certificate inquiry request and response use the same format for all end
entities.

Draft Version 1.0.1



Book 2: Programmer’s Guide SET Secure Electronic Transaction Specification
Page 222 as of December 16, 1998

Cardholder Certificate Request Protocol

Cardholder/ Figure 2 on page 223 shows the exchanges for the Cardholder to register and obtain a new
CCA certificate or to renew a certificate.
processing

The Cardholder application send€ardCInitReq to the CA,
using the store@8randID or one obtained from the certificate
initiation message.

The CCA returns €ardClInitRes including an encryption See also “Cardholder
certificate for the Cardholder to use to protect the transmissiaiequest via electronic
of its payment card number to the CCA. mail” on page 223.

The Cardholder application encrypts the user's payment card
number using the CCA'’s certificate and sends it to the CCAlin a
RegFormReq .

The CCA sends RegFormRes containing the appropriate
registration template and policy statement.

The Cardholder application displays the registration template
and policy statement. The user enters the requested informjation
and agrees to the policy statement.

The Cardholder application send€artReq to the CCA, Repeat if necessary to
including: correct registration

o the filled-in registration form (if applicable), information.

¢ a new public key, and

¢ the certificate being renewed (if applicable).

The CCA verifies the registration information with the Issuer| If

the request is approved, the CCA generates and signs the
certificate, and sends it to the Cardholder @eatRes. If the
request is not approved, tBertRes includes status
information rather than a certificate.

If the CertRes indicated that the certificate is not ready, the | Optional: Not necessary
Cardholder sends@ertinqgReq to obtain the certificate or its | if certificate is received in
status. CertRes.

The CCA returns €ertingRes containing either the certificateRepeat until certificate is
or status information. received.

Continued on next page
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Cardholder Certificate Request Protocol,  continued

Cardholder
certificate
request
exchanges
Cardholder CCA
CardCinitReq
-
CardCinitRes
-
RegFormReq
-
RegFormRes
-
CertReq
-
CertRes
-
CertingReq
-
CertingRes
-
Figure 2: Cardholder Certificate Request Exchanges
Cardholder When a non-interactive communications mechanism such as electronic mail (SMTP) is used,
request via CardCInitReg/Res andRegFormReg/Res may be omitted from the protocol, if the
electronic mail Cardholder already holds:

e a registration form, and
¢ the applicable CA certificates required to encryptGeetReq .
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Merchant or Payment Gateway Certificate Request Protocol

Merchant or Figure 3 on page 225 shows the exchanges for the Merchant or Payment Gateway to register
Payment and obtain a new certificate or to renew a certificate.

Gateway

processing

The SET application senddvie-AqClnitReq to the CA, using
the storeBrandID or one obtained from the certificate
initiation message, as well as the end entity’s BIN and other|
obtained from the Merchant or Payment Gateway system
administrator.

D

The CA returns #e-AqClInitRes containing the registration
template and policy statement.

The SET application displays the registration template and
policy statement. The user enters the requested information|and
agrees to the policy statement.

The SET application sends a CertReq to the CA, including: | Repeat if necessary to
correct registration

o the filled in registration form (if applicable), s i
information.

e new public key(s), and
 the certificate(s) being renewed (if applicable).

The CA verifies the registration information with the Acquirer.
If the request if approved, the CA generates and signs the
certificate(s), and sends it/them to the Merchant or Payment
Gateway in &ertRes. If the request is not approved, the

CertRes includes status information rather than certificates.

If the CertRes indicates that the certificate is not ready, the | Optional: Not necessary i
Merchant or Payment Gateway send3estingReq to obtain | certificate is received in
the certificate or its status. CertRes.

The CA returns &ertinqgRes containing either the certificate | Repeat until certificate is
or status information. received.

Continued on next page
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Merchant or Payment Gateway Certificate Request Protocol, continued

Merchant or

Payment
Gateway
certificate
request
exchanges
Merchant MCA or PCA
or PGWY
Me-AgClInitReq
-
Me-AgClInitRes
-
CertReq
-
CertRes
-
CertingReq
-
CertingRes
-

Figure 3: Merchant/Payment Gateway Certificate Request Exchanges

Draft Version 1.0.1



Book 2: Programmer’s Guide SET Secure Electronic Transaction Specification

Page 226 as of December 16, 1998
Section 2
Cardholder Certificate Initiation Request/Response
Processing
Overview
Introduction This section describes the certificate initiation process for the Cardholder. After the SET

application has been started, the Cardholder se@dsdClInitReq to the CCA, indicating

via Thumbprints the certificates, CRLs, and BCI that are contained in its certificate cache.
The CCA responds with@ardClInitRes containing any certificates, CRLs, and BCI that

the Cardholder will need for signature verification, as well as an encryption certificate to use
for subsequent messages.

Cardholder CCA

CardClInitReq

CardClInitRes

-

Figure 4: Cardholder Certificate Initiation Process

E-mail initiation  The certificate request protocol is initiated when the SET application is launched either by
the user or by another application. No SET initiation message is necessary.

World Wide The certificate request protocol is initiated when the user performs a specific action (such as

Web initiation clicking a button on a Web page) that causes the Web server (the CCA in this case) to create
and send the SET initiation message to the EE. This SET message, containing the
appropriate MIME type, initiates the SET application.
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Cardholder Generates CardCInitReq

Create
CardClInitReq

Step Action
1 ConstrucCardClnitReq
rrpid afreshstatistically unigudRRPID
lid-EE a unique local identifier
chall-EE a fresh random challenge
brandID theBrandID that is stored or that was received in the
initiation message
thumbs the result of “Creat&@humbs " on pageError!
Bookmark not defined. (optional)

Store the result of Step 1 in the message database.

Invoke “Send Message” on pageror! Bookmark not defined. with the
following input:

recip

the CCA

msg

the result of Step 1

ext

any message extension(s) required to support additional

business function®ptional

rrpid

rrpid from Step 1

lid-C

lid-EE from Step 1

CardClInitReq

data
CardClnitReq {RRPID, LID-EE, Chall-EE, BrandID, [Thumbs]}
RRPID Request/response pair ID.
LID-EE Local ID; generated by and for the Cardholder system.
Chall-EE Cardholder’s challenge to CCA'’s signature freshness.
BrandID BrandID of certificate requested.
Thumbs Lists of certificate (including Root), CRL, and BCI Thumbpri

currently held by Cardholder.

nts

Table 1: CardCInitReq Data
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CCA Processes CardClInitReq

Process
CardClInitReq

Step Action
1 Receive as input:
hdr an instance ofMessageHeader
msg an instance o€ardClInitReq
ext any message extension(s) required to support

additional business functiotfigptional)

2 Validate the following contents ofisg:
rrpid hdr. rrpid
lid-EE hdr. lid-c

If errors are encountered during the validation process, invoke “Egate
Message” on pagerror! Bookmark not defined. with the following input:

errorCode wrkrewRRRPHvrapperMsgMismatch | |
3 If the CA does not process reque@rsmake referrals) famsg .brandID , invoke
“CreateError Messageé on pageError! Bookmark not defined. with the
following input:
errorCode unsupportedBrand | |

4 Invoke “CreateCardCinitRes ” on page 229 with the following input:

req msg

ext ext
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CCA Generates CardClInitRes
Create
CardCInitRes
Step Action
1 Receive as input:
req an instance o€ardClInitReq
ext any mesage extension(s) required to support
additional business functiorfgptional)
2 ConstrucCardCInitResTBS
rrpid req.rrpid
lid-EE req.lid-EE
chall-EE req.chall-EE
lid-CA a unique local identifier (optional)
caeThumb the Thumbprint of the CCA key encryption
certificate
brandCRLIdentifier | the currenBrandCRLIdentifier (if not
specified inreq.thumbs )
thumbs req.thumbs
3 Invoke “Composé&ignedData (S)on pageError! Bookmark not defined. with

the following input:

s the CCA signature certificate

Note:If the CA only makes referrals for
req.brandID , select any valid signature

certificate.
t the result of Step 2
type id-set-content-CardCInitResTBS
certs the CCA key encryption certificate

Optionally store the result of Step 2 in the message database.

Note: Iflid-CA is included, the CA mustonfirm the value in subsequent
messages.

Continued on next page
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CCA Generates CardClInitRes, continued

Create CardCInitRes (continued)

Step Action
5 Invoke “Send Message” on pageror! Bookmark not defined. with the
following input:
recip the Cardholder
msg the result of Step 3
ext any message extension(s) required to support ‘
additional business functioifsptional)

rrpid req. rrpid |
lid-C req.lid-EE |

Continued on next page
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CCA Generates CardClInitRes, continued

CardClInitRes

data

CardClnitRes S(CA, CardCInitResTBS) .

CardCInitResTBS {RRPID, LID-EE, Chall-EE, [LID -CA], CAEThumb,
[BrandCRLIdentifier], [Thumbs]}

RRPID Request/response pair ID.

LID-EE Copied fromCardClInitReq .

Chall-EE Copied fromCardClInitReq .

LID-CA Local ID; Generated by and for the CCA system.

CAEThumb Thumbprint of CCA kegxchange certificate that Cardholder
should use to encryfregFormReq .

BrandCRLIdentifier See page 351.

Thumbs Copied fromCardClnitReq .

Table 2: CardCInitRes Data
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Cardholder Processes CardCInitRes

Process
CardClInitRes

Step

Action
Receive as input:
hdr an instance dflessageHeader
msg an instance obignedData
ext any message extension(s) required to support additionﬂl
business function®ptional)

Invoke “Verify SignedData (S)on pageError! Bookmark not defined. with the
following input:

d
type
Designate the value d¢freturned ages.

msg
id-set-content-CardCInitResTBS

Validate the following contents @és:
rrpid hdr. rrpid
lid-EE hdr. lid-EE

If errors are encountered during the validation process, invoke “(Eeaate
Message” on pageérror! Bookmark not defined. with the following input:

errorCode | wrapperMsgMismatch

From the message database, retrieve the instai@ardCInitRegwhoseRRPID
matchegnsg.rrpid . If found, designate it a®q; if not found, invoke “Create
Error Message” on paderror! Bookmark not defined. with the following input:

| unknownRRPID |

| errorCode

Validate the following contents @és:

lid-EE req.lid-EE
chall-EE req.chall-EE
thumbs req.thumbs

If errors are encountered during the validation process, invoke “Ceate
Message” on pageérror! Bookmark not defined. with the following input based g
the field that failed:

=]

errorCode lid-EE unknownLID
chall-EE challengeMismatch
thumbs thumbsMismatch

Continued on next page
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Cardholder Processes CardCInitRes, continued

Process CardCInitRes (continued)

Step

Action

6

Search the trusted certificate cache for a certificate whose Thumbprint matche

res.caeThumb .

e If found, continuewith Step8.
e Otherwise, search the untrusted certificate cache for it. If not found, invoke
“CreateError Messagé on pageError! Bookmark not defined. with the

following input:
| errorCode | missingCertificat€RLorBCI |

Invoke“Verify certificate¢ on pageError! Bookmark not defined. with the
following input:
| cert | the result of Step 6 |

Verify that the Cardholder application supports one of the algorithms indicated
theTunneling extension of the certificate found in Step 6. If the Cardholder

application does not support a common encryption algorithm with the CA, notif
user and abort further CA message processing.

n

y the

Storeres in the message database.

10

Invoke"“CreateRegFormReq ” on page?36with the following input:

initReq req
initRes res
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Section 3
Cardholder Registration Form Request/Response Processing

Overview After receiving the appropriate certificates, CRLs, and BCI, the Cardholder can securely
request a certificate registration form via fegFormReq . If the CCA successfully
validates the registration form request, it returns the form iRdgF-ormRes . If the CCA
does not have a registration form for the Cardholder’s request, additional information
concerning the service request denial is indicated iRdggFormRes .

Cardholder CCA

RegFormReq

RegFormRes
-

Figure 5: Cardholder Registration Form Processing
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Cardholder Generates RegFormReq

Create
RegFormReq
Step Action
1 Receive as input: |
initReq an instance o€ardClInitReq |
initRes an instance ofardCInitReIBS |

2 ConstrucRegFormReqgData

rrpid a freshstatistically unigudRRPID |
lid-EE initReq. lid-EE

chall-EE2 a fresh random challenge

lid-CA initRes. lid-CA (if present)

requestType | Populate according to Table 5 on page 239.

language the user’s preferred language

thumbs the result of “Creat&humbs " on pageError!

Bookmark not defined. (optional)

3 Construct the following componentsANONIy :

pan the Primary Account Number of the cardholder | |

Note: The account number must be obtained from the cardholder or from a deyice
that is capable of reading the information from the card; the expiration date should
be collected at the same time for usé@neateCertReq”.

4 Invoke “Compos&XH’ on pageError! Bookmark not defined. with the
following input:

r a certificate from the trusted certificate cache whose
Thumbprint matche#itRes .caeThumb
t the result of Step 2
P the result of Step 3
type-t id-set-content-RegFormReqTBE
type-p id-set-content-PANOnNIly
5 Store the result of Step 3 $ecure data storage aitne result of Step 2 in the

message database.

Continued on next page
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Cardholder Generates RegFormReq, continued

Create RegFormReq (continued)

Step Action
6 Invoke “Send Message” on pageror! Bookmark not defined. with the
following input:

recip the CCA

msg the result of Step 4

ext any message extension(s) required to support additipnal ‘

business function®ptional)

rrpid rrpid from Step 2 |
lid-C initReq. lid-EE |

Continued on next page
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Cardholder Generates RegFormReq, continued

RegFormReq
data
RegFormReq EXH(CA, RegFormRegData, PANOnNly)
RegFormReqgData {RRPID, LID-EE, Chall -EE2, [LID-CA], RequestType,
Language, [Thumbs]}
PANONly See below.
RRPID Request/response pair ID.
LID-EE Copied fromCardClnitRes .
Chall-EE2 EE’s challenge to CA'’s signature freshness.
LID-CA Copied fromCardClnitRes .
RequestType See page 239.
Language Desired natural language for the rest of this flow.
Thumbs Lists of Certificate (including Root), CRL, and BCI currently
held by Cardholder.

Table 3: RegFormReq Data

PANONly data The PANONIy is comprised of the following fields:

PAN Cardholder’s payment card number.
EXNonce Random number used to mask the PAN.

Table 4: PANOnly Data

Continued on next page
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Cardholder Generates RegFormReq, continued

RequestType
values
(Cardholder)

Additional
RequestType
restrictions

The following values are defined fBequestType for Cardholder certificate requests.
(Values for Merchant and Payment Gateway certificate requests are shown on page 253.)

RequestType Signature
Certificate
only
Cardholder Initial 1
Cardholder Renewal 10

Table 5: Enumerated Values forRequestType (Cardholder)

The following additional restrictions apply to tRequestType values in Table 5.

RequestType Request Type Restrictions
Value
10 Renewal of signature| The CertReq shall be signed with both:
certificate « the private key corresponding to the certificate

being renewed, and
¢ the private key of the new signature certificgte.
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CCA Processes RegFormReq
Process
RegFormReq
Step Action
1 Receive as input:
hdr an instance dflessageHeader
msg an instance oEnvelopedData
ext any message extension(s) required to support additiopal
business function®ptional)
2 Invoke“Verify EXH’ on pageError! Bookmark not defined. with the following
d msg
type -t id-setcontentRegFormReqTBE
type-p id-setcontentPANOnNly
Designate the value ¢freturned aseq.
3 Validate the following contents ¢éq:
rrpid hdr. rrpid
lid-EE hdr.lid-c
If errors are encountered during the validation process, invoke “(Eeaate
Message” on pageérror! Bookmark not defined. with the following input:
errorCode | whkrownRRPHvrapperMsgMismatch |
4 From the message database, retrieve the instari@ard€InitResTBSvhose
lid -CA matchegeq.lid-CA . If not found, invoke' CreateError Messagé on
pageError! Bookmark not defined. with the following input:
| errorCode | unknowmh ID |
5 Invoke “CreatdRegFormRes ” on page 241 with the following input:

req req
p the value ofo returned in Step 2
ext ext
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CCA Generates RegFormRes

Create
RegFormRes
Step Action
1 Receive as input:

req an instance oRegFormRegData

P an instance dPANOnly

ext any message extension(s) required to support

additional business functioifgptional)

2 Locate a registration form that correspondp.fmn, req.language and
req.requestType . If not found, continue with Step 5.

Note:If req.requestType is anyvariety of renewal and this Issuer (as indicated
by p.pan) doesnot require a egistration form, continue with Step 3.

3 ConstrucRegTemplate

regFormID the ID of the registration form identified in Step 2
brandLogoURL | the URL of the brand logo (optional)
cardLogoURL | the URL of the financial institution logo (optional)

regFieldSeq the fields of the registration form identified in Step 2
(optional for renewal)

See Appendix FLogo Display during Certificate Registratifor additional
information on logos.

See"Registration Form Creatidron page302for additional information on
creatingthe fields of the registration form.

4 ConstrucRegFormData

regTemplate the result of Step 3

policyText the policy that corresponds to the registration form
identified in Step 2

Continue with Step 7.

Continued on next page
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CCA Generates RegFormRes, continued
Create RegFormRes (continued)
Step Action
5 Identify one or more URLsf alternate CAs thatan probably procesgequests for

p.pan. If not found.identify a URL where the user can obtain more information
concerning the service denial.

Note: The URL should correspond to the transport mechanism of the request
(electronic mail or World Wide Web).

6 ConstrucReferralData
reason the service denial information that will be
displayed to the Cardholder (optional)
referralURLSeq the result of Step 5 (if found)

Note: Eithereasonor referralURLSedr both must be included.
7 ConstrucRegFormResTBS

rrpid req.rrpid

lid-EE req.lid-EE

chall-EE2 req.chall-EE2

lid-CA req.lid-CA if present; if notpptionallyygenerate 3

unique local identifier.

chall-CA a fresh random challenge

caeThumb the Thumbprint of the CCA key encryption
certificate (optional; must be included if
RegTemplatevas constructed in Step 3 and a
different key is to be used to encry@értReq
than was used to encryiRegFormReq )

requestType req.requestType

formOrReferral the result of Step 4 or Step 6 (as appropriate)

brandCRLIdentifier

the currenBrandCRLIdentifier
in req.thumbs )

(if not specified

thumbs

req.thumbs

Continued on next page
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CCA Generates RegFormRes, continued

Create RegFormRes (continued)

Step Action
8 Invoke“ComposeSignedData (S)on pageError! Bookmark not defined. with

the following input:

s CA'’s signature certificate

Note:If the CA only makes referrals faeq.brandID ,
select any valid signature certificate.

t result of Step 7
type id-set-content-RegFormResTBS
certs CA'’s key-encryption certificate

9 Optionally store the result of Step 7 in the message database.

Note: If any portion offormOrReferralis generatedpecifically forthis request, the
CA mustretain the information for subsequent messages.

10 Invoke “Send Message” on pageor! Bookmark not defined. with the
following input:
recip the Cardholder
msg the result of Step 8
ext any message extension(s)uagd to support additional
business function®ptional
rrpid req.rrpid |
lid-_ req.lid-EE |

Continued on next page
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CCA Generates RegFormRes,

RegFormRes
data

continued

sed

RegFormRes S(CA, RegFormResTBS)

RegFormResTBS {RRPID, LID-EE, Chall -EE2, [LID-CA], Chall -CA,
[CAEThumb], RequestType, RegFormOrReferral,
[BrandCRLIdentifier], [Thumbs]}

RRPID Request/response pair ID.

LID-EE Copied fromRegFormReq .

Chall-EE2 Copied fromRegFormReq .

LID-CA Local ID; generated by and for CA system (new value may
specified).

Chall-CA CA’s challenge to requester’s signature freshness.

CAEThumb Thumbprint of CA key-exchange certificate that should be
to encryptCertReq; if this field is not present, the certificate
identified inCardClInitRes is used.

RequestType See page 239.

RegFormOrReferral See page 245.

BrandCRLIdentifier

See page 351.

Thumbs

Copied fromRegFormReq .

Table 6: RegFormRes Data

Continued on next page
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CCA Generates RegFormRes,

continued

RegFormOrReferral data

RegFormOrReferral < RegFormData, ReferralData >

RegFormData {[RegTemplate], Policy Text}

ReferralData {[Reason], [ReferralURLSeq]}

RegTemplate {RegFormID, [BrandLogoURL], [CardLogoURL],
RegFieldSeq}

PolicyText Statement to be displayed along wiegTemplate on
requester’s system.

Reason Statement concerning request to be displayed on requesten's
system.

ReferralURLSeq {ReferralURL +}

Optional URLSs pointing to referral information, listed in the
order of relevance.

RegFormID CA-assigned identifier.

BrandLogoURL The URL for the payment card brand logo.

CardLogoURL The URL for the financial institution logo.

RegFieldSeq {RegField +}

ReferralURL Uniform Resource Locator of alternate CA for processing of
certificate requests for this entity.

RegField {[FieldId], FieldName, [FieldDesc], [FieldLen],

FieldRequired, FieldInvisible}

FieldID See Appendix L: “Object Identifiers for Registration Form
Fields” in SET Book 2: Programmer’s Guide.

FieldName One or more field names to be displayed as labels for a fill-in
form on requester’s system; text is in the language specified in
RegFormReq or Me-AqClinitReq .

FieldDesc Description of contents of field in the language specified in
RegFormReq or Me-AqCInitReq ; contains additional
information for use when the cardholder requests help filling
out the form.

FieldLen Maximum length of field.

FieldRequired Boolean indicating whether data is required (either entered y
the Cardholder or, if the field is invisible, populated by the
application).

FieldInvisible Boolean indicating that the field should not be displayed to the
user; the application should either fill in tiéeldValue based
onFieldID or leave it empty.

Table 7: RegFormOrReferral Data
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Cardholder Processes RegFormRes
Process
RegFormRes
Step Action
1 Receive as input:
hdr an instance dflessageHeader
msg an instance obignedData
ext any message extension(s) required to support additiond
business function®ptional)
2 Invoke “Verify SignedData (S)on pageError! Bookmark not defined. with the
following input:
d msg
type id-set-content-RegFormResTBS
Designate the value d¢freturned ages.
3 Validate the following contents @és:
rrpid hdr. rrpid
lid-EE hdr.lid-C
If errors are encountered during the validation process, invoke “(Eeaate
Message” on pageérror! Bookmark not defined. with the following input:
errorCode | trknewnRRPHWwrapperMsgMismatch
4 From the message database, retrieve the instarRegbformRegDatavhose
RRPID matcheges.rrpid .
¢ If found, designate it a®g and retrieve the corresponding entries for
CardCInitRe3BSfrom the mesage databas@nddesignatet asinitRes ) and
PANOnNly from secure data storag@nddesignateét asPANOnIy).
¢ If not found, invoke “Creat&rror Message” on pagerror! Bookmark not
defined. with the following input:
errorCode unknownRRPID

Continued on next page
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Cardholder Processes RegFormRes,  continued

Process RegFormRes (continued)

Step

Action

5

Validate the following contents @és:
lid-EE req.lid-EE
chall-EE2 req.chall-EE2
requestType req.requestType

thumbs req.thumbs

If errors are encountered during the validation process, invoke “CEeate
Message” on pagerror! Bookmark not defined. with the following input based g
the field that failed:

errorCode lid-EE unknownLID

=]

chall-EE2 challengeMismatch

requestType requestTypeMismatch
thumbs thumbsMismatch

If res.formOrReferral containsdRegFormDatacontinue with Step 7; otherwise,
display a message to the user that contains:

o if res.referralData.reason is specified, the reason text;
o if res.referralData.referralURLSeq is specified, the alternate URL(S).

and allow the user to abort processing asdtectan alternate URL.

If the user selects an alternate URL, restart processing with the new CA using
“CreateCardCInitReq " on page 227.

If res.caeThumb is not specifiedcontinue with Step 9; otherwise, search the

trusted certificate cache for a certificate whose Thumbprint matches

res.caeThumb . If found, continue with Step 8. Otherwise, search the untrustefi
certificate cache for it. If not found, invoK€reateError Messagé on pageError!

Bookmark not defined. with the following input:
| errorCode | missingCertificate CRLorBClI |

Invoke“Verify certificate¢’ on pageError! Bookmark not defined. _with the
following input:

| cert | the result of Step 7 |
Continue with Step 10.

Continued on next page
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Cardholder Processes RegFormRes, continued

Process RegFormRes (continued)

Step Action
9 — —

trusted certificate cache for a certificate whose Thumbprint matches
initRes .caeThumb.

10

Determine whether a supported algorithm appears imuheeling private

extension of. If not, invoke" CreateError Messagé on pageError! Bookmark
not defined.with the following input:

| errorCode | unsupportedAlgothm

11

Determine whetheres.regFormData.regTemplate.regFieldSeq contains any
fields that are invisible and required. If nobntinue withStep 12.

For each invisible and required field, determine if the application is capable of
generating the data. If not, invok€reateError Messageé on pageError!
Bookmark not defined. with the following input:

errorCode unrecognizedFeld
12 Invoke “CreateCertReq” on page 265 with the following input:
r the result of Step 9
p PANOnNly
res res
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Section 4
Merchant/Payment Gateway Certificate Initiation
Request/Response Processing

Overview

Introduction This section describes the certificate initiation process for the Merchant or Payment Gateway.
After the SET application has been started, the Merchant or Payment Gateway sends a
Me-AqClInitReq to the CA, which include identifying information and indicates via
Thumbprints the certificates, CRLs, and BCI that are contained in its certificate cache. If the
CA successfully validates the request, it returns a registration form htetifeg ClnitRes .
If the CA does not have a registration form for the request, additional information concerning
the service request denial is indicated inNteeAqCInitRes .

Merchant MCA or PCA

or PGWY

Me-AqClInitReq

Me-AgClnitRes

-

Figure 6: Merchant/Payment Gateway Certificate Initiation Processing
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Merchant/Payment Gateway Generates Me-AgClnitReq

Create
Me-AqClInitReq

Step

Action

ConstructDData:

¢ If the EE is a Merchant, construdierchantAcquirerID

merchantBIN

the value provided to the merchant by the acqu

rer

merchantID

the value provided to the merchant by the acqu

rer

If the EE is a Payment Gateway, constiictjuirerID:

acquirerBIN

the value provided to the acquirer by the brand

acquirerBusinessID

the value provided to the acquirer by the brand
(optional)

Note: This differentiatethe financial institution
when a BIN is shared by multiple institutions.

ConstrucMe-AqClnitReq

>

rrpid a freshstatistically unigud&RRPID

lid-EE a unique local identifier

chall-EE a fresh random challenge

requestType Populate according fbable 10on page?53

idData the result of Step 1

brandID theBrandID that is stored or that was received
the initiation message

language the user’s preferred language

thumbs the result of “Creat&humbs ” on pageError!

Bookmark not defined. (optional)

Store the result of Step 2 in the message database.

Invoke “Send Message” on pageor! Bookmark not defined. with the
following input :

recip. the CA

msg the result of Step 2

ext any message extension(s) required to support
additional business functiorjsptional)

rrpid rrpid from Step 2

lid-M lid-EE from Step 2

Continued on next page
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Merchant/Payment Gateway Generates Me-AqCInitReq, continued

Me-AqClInitReq

data

Me-AqClnitReq {RRPID, LID-EE, Chall-EE, RequestType, IDData,
BrandID, Language, [Thumbs]}

RRPID Request/response pair ID.

LID-EE Local ID; generated by and for EE system.

Chall-EE EE’s challenge to CA'’s signature freshness.

RequestType See page 253.

IDData See below.

BrandID BrandID of certificate requested.

Language Desired natural language for the rest of this flow.

Thumbs Lists of Certificate (including Root), CRL, and BCI currently
held by EE.

Table 8:Me-AqCInitReq Data
IDData data

IDData < MerchantAcquirerlD, AcquirerID >
Only for Merchants and Acquirers

MerchantAcquirerlD {MerchantBIN, MerchantID}

AcquirerlD {AcquirerBIN, [AcquirerBusinessID]}

MerchantBIN Bank Identification Number for the processing of Merchant's
transactions at the Acquirer

MerchantlD Merchant ID assigned by Acquirer

AcquirerBIN The Bank Identification Number of this Acquirer

AcquirerBusinessID The Business Identification Number of this Acquirer

Table 9: IDData Data

Continued on next page
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Merchant/Payment Gateway Generates Me-AgClnitReq,

RequestType
values
(Merchant and
Payment
Gateway)

Additional
RequestType
restrictions

continued

The following values are defined fBequestType for Merchant and Payment Gateway
certificate requests. (Values for Cardholder certificate requests are shown on page 239.)

RequestType Signature Encryption | Both Certificates
Certificate only | Certificate only
Merchant Initial 4 5
Payment Gateway Initial 7 8
Merchant Renewal 13 14 15
Payment Gateway Renewal 16 17 18

Table 10: Enumerated Values foRequestType (Merchant/Payment Gateway)

The Merchant or Payment Gateway shall either have a signature certificate or be requesting
one so that it can sign ti@ertReq. The following additional restrictions apply to the
RequestType values in Table 10.

RequestType Request Type Restrictions
Value
5,8 Initial encryption The end entity shall have a valid signature
certificate certificate and shall use the corresponding
private key to sign the request.
13, 15, 16, 18 | Renewal of signature| The renewal request shall be signed with both:
certificate « the private key corresponding to the signature
certificate being renewed, and
¢ the private key of the new signature certificgte.
14, 15, 17, 18 | Renewal of The end entity shall have a valid signature
encryption certificate | certificate and shall use the corresponding
private key to sign the request.
The Subject Name of the signature certificate
used to sign the request shall match the Subject
Name of the prior encryption certificate.
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CA Processes Me-AqClnitReq

Process
Me-AqClInitReq

Step Action
1 Receive as input:
hdr an instance dflessageHeader
msg an instance dfe-AqClnitReq

ext any message extension(s) required to support
additional business functiofigptional)

2 Validate the following contents ofisg:
rrpid hdr. rrpid
lid-EE har.lid-M |

If errors are encountered during the validation process, invoke “Egate
Message” on pagerror! Bookmark not defined. with the following input:

| errorCode | unkrewnRRPHvrapperMsgMismatch | |
3 If the CA does not process requests (or make referralg)dgrbrandID , invoke
“CreateError Messagé on pageError! Bookmark not defined. with the
following input:
| errorCode | unsupportedBrand |
4 Invoke “CreatéMe-AqClInitRes ” on page 255 with the following input:
req msg
ext ext

Draft Version 1.0.1



SET Secure Electronic Transaction Specification
as of December 16, 1998

Book 2: Programmer’s Guide
Page 253

CA Generates Me-AqClInitRes

Create
Me-AqgClnitRes

Step Action
1 Receive as input:
req an instance dfe-AqCinitReq
ext any message extension(s) required to support

additional business functioiigptional)

2 Locate a registration forfincluding the account data fieiffthe CA
authenticates the Merchant or Payment Gateway viA¢htbatg that
corresponds teeq.idData, req.language andreq.requestType . If not
found, continue with Step 5.

Note:If reg.requestType isanyvariety of renewal and this Acquirer (as

indicated byp.iddata ) doesnot require a registration form, continue with

Step3.

3 ConstrucRegTemplate

regFormID

the ID of the registration form identified in Step 2

brandLogoURL

the URL of the brand logo (optional)

cardLogoURL

the URL of the financial institution logo (optional)

regFieldSeq

the fields of the registration form identified in Step| 2
(optional for renewal)

information on logos.

See Appendix FLogo Display during Certificate Registratifor additional

See"Registration Form Creatiéron page802for additional information on
creatingthe fields of the registration form.

4 ConstrucRegFormData

regTemplate

the result of Step 3

policyText

the policy that corresponds to the registration forn
identified in Step 2

=

Continue with Step 7.

5 Identify one or more URL sf alternate CAs thatan probably procesgsquests
for req.idData . If not found.identify a URL where the user can obtain more

information concerning the service denial.
Note: The URL should correspond to the transport mechanism of the request

(electronic mail or World Wide Web).

Continued on next page
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CA Generates Me-AqCinitRes, continued

Create Me-AqClInitRes (continued)

Step Action
6 ConstrucReferralData

reason the service denial information that will be
displayed to the user (optional)

referralURLSeq the result of Step 5 (if found)
Note: Eithereasonor referralURLSegr both must be included.
7 ConstructMe-AqCInitResTBS

rrpid req.rrpid

lid-EE req.lid-EE

chall-EE req.chall-EE

lid-CA a unique local identifier (optional)

chall-CA a fresh random challenge

requestType req.requestType

regFormOrReferral | the result of Step 4 or Step 6 (as appropriate)

acctDataField an instance oRegFieldidentified in Step 2 |
(optional)

caeThumb the Thumbprint of the CA key encryption
certificate

brandCRLIdentifier | the currenBrandCRLIdentifier (if not
specified inreq.thumbs )

thumbs req.thumbs

8 Invoke “Composé&ignedData (S)on pageError! Bookmark not defined. with
the following input:

s the CA signature certificate

Note:If the CA only makes referrals for
req.brandID , select any valid signature

certificate.
t the result of Step 7
type id-set-content-Me-AqCInitResTBS
certs the CA key-encryption certificate
9 Optionally store the result of St&dn the message database.

Note: If any portion oformOrReferralis generatedpecifically forthis request,
the CA mustetain the information for subsequent messages.

Continued on next page
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CA Generates Me-AqCinitRes, continued

Create Me-AqClInitRes (continued)

Step Action
10 Invoke “Send Message” on pageor! Bookmark not defined. with the
following input:
recip the merchant or payment gateway
msg the result of Step 8
ext any message extension(s) required to support ‘
additional business functioifgptional)
rrpid req.rpid |
lid-M req.lid-EE |

Continued on next page

Draft Version 1.0.1



Book 2: Programmer’s Guide

Page 256

SET Secure Electronic Transaction Specification
as of December 16, 1998

CA Generates Me-AgClinitRes,

Registration
form template

Me-AqClInitRes
data

continued

The MCA or PCA uses the same registration form template specified for the CCA. See

“RegFormOrReferral Data” on page 246.

Me-AgClnitRes

S(CA, Me-AqCInitResTBS)

Me-AgClInitResTBS

{RRPID, LID-EE, Chall-EE, [LID-CA], Chall-CA,
RequestType, RegFormOrReferral, [AcctDataField],
CAEThumb, [BrandCRLIdentifier], [Thumbs]}

e

RRPID Request/response pair ID.

LID-EE Copied fromMe-AqClnitReq .

Chall-EE Copied fromMe-AgCinitReq .

LID-CA Local ID; generated by and for CA system.

Chall-CA CA’s challenge to EE’s signature freshness.

RequestType See page 253.

RegFormOrReferral See page 245.

AcctDataField RegField (see “RegFormOrReferral data” on page 245); an
additional registration field to be displayed to collect the val
for AcctData in CertReq.

CAEThumb

Thumbprint of CA key-exchange certificate that should be U

to encryptCertReq.

sed

BrandCRLIdentifier

See page 350.

Thumbs

Copied fromMe-AqClnitReq .

Table 11:Me-AqClnitRes Data
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Merchant/Acquirer Processes Me-AqClInitRes
Process
Me-AgClnitRes
Step Action
1 Receive as input:
hdr an instance ofMessageHeader
msg an instance obignedData
ext any message extension(s) required to support
additional business functioifsptional)
2 Invoke “Verify SignedData (S)on pageError! Bookmark not defined. with the
following input:
d msg
type id-set-content-Me-AqCInitResTBS
Designate the value d¢freturned ages.
3 Validate the following contents @és:
rrpid hdr. rrpid
lid-EE hdr.lid-M
If errors are encountered during the validation process, invoke “Eeate
Message” on pageérror! Bookmark not defined. with the following input:
errorCode | srkrownRRPHvrapperMsgMismatch |
4 From the message database, retrieve the instamde-8igCinitRegvhoseRRPID
matchesnsg.rrpid . If found, designat it asreq; if not found, invoke “Create
Error Message” on paderror! Bookmark not defined. with the following input:
| errorCode | unknownRRPID |

Book 2: Programmer’s Guide

Continued on next page
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Merchant/Acquirer Processes Me-AqClInitRes,  continued
Process Me-AqClnitRes (continued)
Step Action
5 Validate the following contents @és: |
lid-EE req.lid-EE |
chall-EE req.chall-EE
requestType req.request Type |
thumbs req.thumbs

If errors are encountered during the validation process, invoke “Ceate
Message” on pageérror! Bookmark not defined. with the following input based

on the field that failed:

errorCode lid-EE

unknownLID |

chall-EE

challengeMismatch

requestType

requestTypeMismatch |

thumbs

thumbsMismatch

Continued on next page
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Merchant/Acquirer Processes Me-AqClInitRes,  continued

Process Me-AgCinitRes (continued)

Step

Action

6

If res.formOrReferral containsdRegFormData , continue with Step 7; otherwise
process the referral by displaying a message to the user that contains:

e if res.referralData.reason is provided, the reason text;
o if res.referralData.referralURLSeq is provided, the alternate URL(S).

and allow the user to abort processing asdtectanalternate URL.

If the user chooses an alternate URL, restart processing with the new CA usin
“CreateMe-AqCInitReq " on page 251.

Search the trusted certificate cache for a certificate whose Thumbprint matche
res.caeThumb . If found, continuawvith Step8. Otherwise, search the untrusted

certificate cache for it. If not found, invok€reateError Messagé on pageError!
Bookmark not defined. with the following input:

| errorCode | missingCertificate CRLorBClI |

Invoke“Verify certificat€ on pageError! Bookmark not defined. with the
following input:
| cert | the result of Step 7 |

Continue with SteQ 10.

trusted certlflcate cache for a certificate whose Thumbprint matches

initRes .caeThumb .

10

e-the field,

Determine whetheres.regFormData.regTemplate.regFieldSeq contains any
fields that are invisible and required. If nobntinue withStep11.
For each invisible and required field, determine if the application is capable of

generating the data. If not, invok€reateError Messageé on pageError!
Bookmark not defined. with the following input:

errorCod e unrecognizedFeld

11

Invoke “CreateCertReq” on page 265 with the following input:

r the result of Step 9
idData req .idData
res res

Draft Version 1.0.1



Book 2: Programmer’s Guide SET Secure Electronic Transaction Specification
Page 260 as of December 16, 1998

Section 5
Certificate Request/Response Processing

Overview

Introduction The cardholder, merchant system administrator, or payment gateway system administrator
enters the information needed by RegForm and the SET application sends @ertReq
to the CA. Following successful validation of tGertReq, the generated certificate(s) are
returned to the EE in@ertRes. If there are any errors in the registration form, the CA
indicates this in th€ertRes ; the SET application can resubmit the corrected registration
form in a newCertReq. If the registration form cannot be validated immediately, the status
will indicate that eCertingReq will be necessary to obtain the final result.

End Entity CA
(Card, Mer, (CCA, MCA,
PGWY) PCA)

CertReq

CertRes

-

Figure 7: Certificate Request and Generation Processing
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End Entity Generates CertReq

End entity input

The end entity: enters requested information in the registration form:

Cardholder e expiration datdif not obtained earlieyand
¢ other information requested by the CCA.

Merchant e Merchant authentication data (if any), and
¢ other information requested by the MCA.

Payment Gateway e Payment Gateway authentication data (if any), and
¢ other information requested by the PCA.

CertReq The certificate requesCértReq) may contain:
contents ,
the new public keys,

the certificates being renewed, if applicable,

the filled-in registration form,

end entity account information or authentication data,

secret keys to be used by the CA to encrypt the Certificate Resi@ersds ), and
other reference numbers and challenges.

CertReq The end entity signs the message using:

handlin
g ¢ the private key corresponding to an existing signature certificate (if one exists), and/or

¢ the new signature private key (if any).

The signed data and the signatures are then encrypted using a symmetric algorithm. OAEP is
applied to the symmetric key used for this encryption along with the end entity account
information, if present, and the result is encrypted using a public-key algorithm.

CertReq _ If the CA finds errors in the submitted registration form, the errors are indicated in the
resubmission CertRes and the end entity may submit a corrected registration form in £eeReq.

Continued on next page
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End Entity Generates CertReq, continued

Creating The EE application shall generate hertReq as specified belowkheCertReg-is-generated
CertReq ingERreXerEncprocessi i 5 weatinfo—tH-the i

If end entity is: thenAcctinfo : and encryption is by
means of:
Cardholder containsPAN EncX
contains authentication data if required py EncX

the CA (ifMe-AgCinitRes.
AcctDataField is present)

Merchant or
Payment Gateway

is omitted (ifMe-AqClnitRes. Enc
AcctDataField is omitted)

If the CertReq is being resubmitted with a corrected registration form, a new value for
Chall-EE3 and a new statistically unique value RRPID shall be included.

Continued on next page
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End Entity Generates CertReq, continued

Create
CertReq
Step Action
1 Receive as input:
r the key-exchange certificate of the CA
P an instance dPANOnly(optional)
idData an instance dDData (optional)
res an instance dRegFormResr Me-AqClnitRes
Note: If the certification request is invoked as the first message in the exchange with
the CA, no input is received. In this case, the application must have accdasdo
the certificates necessary to authenticate it), ephmridData, as well as the data
corresponding to the following fields ofs:
e requestType
e regFormOrReferral.regFormData
e acctDataField (optional)
2 If res.regFormData is not specified, continue with Step 7; otherwise, process the
registration form:
Display res.regFormData.policy and require user acknowledgement.
Construct the registration form:
e If res.regFormData.regTemplate.brandLogoURL s specifiedretrieve and |
include the logo.
o If res.regFormData.regTemplate.cardLogoURL s specifiedretrieve and |
include the logo.
o If res.acctDataField is specified, includées.acctDataField.fieldName and
an input field for the user response.
e For each field irres.regFormData.regTemplate.regFieldSeq that is visible,
includeregField.fieldName and an input field for the user response.
Note: If brandLogoURL orcardLogoURL cannot be retrieved, display the
registration form without the corresponding logo.
3 Optionally fill theregistration form with known information: For each field that
includesfieldld , if the application has retained information from a prior registratipn
form with an identicafieldld , insert the previous answer into the form.

Continued on next page
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End Entity Generates CertReq,

continued

Create CertReq (continued)

Step

Action

4

Display the form created in Step 2 and allow the user to input vahkes;
appropriate actions based on user input as desdrkbd table below in a manner
consistent with the user interface design of the application.

The form should allow the user
to:

at which time the application shall:

indicate completion of the form
and acceptance of the policy

proceed to Step 5

cancel the request

abort processing

a field; included only if:

at least one visible field
providesfieldDesc

at least one visible field
providesfieldld and the

application can provide
help

request additional information for

if a message is available for the field

containing the cursor, display the
corresponding text:

fieldDesc

the text corresponding to
fieldld (supplied by the
application)

Validate the user’s input on the registration form by checking each field as follq

If the field:

take the following action:

is required, but the user has not

move the cursor to the field and displ

filled it in

a message to the user indicating that
the field must be provided

Ry

contains more characters than
allowed byfieldLen

move the cursor to the field and displ

a message to the user indicating the
maximum length of the field

includesfieldld and the
application is capable of
performing an edit based on the
object identifier

edit the user’s input based on the
indicated field type; if the edit fails,
move the cursor to the field and displ
a message suggesting a corrective
action;give the usetheoption to
override the application edit

For additional information ofieldld editing, see Appendix:LlObject Iderifiers for

Registration Form Fields

If the action on any field requires additional user input, restore the user’s input

continue with Step 4.

IVS:

Tnd

Continued on next page
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End Entity Generates CertReq, continued

Create CertReq (continued)

Step

Action

6

ConstructRegForm

For each visible field that the user provided an answer, populate an item in
RegFormltems

fieldName the corresponding field in
res.regFormData.regField.fieldName
fieldValue the ser’s input
For each invisible field that the application is capable of populating:
fieldName the corresponding field in
res.regFormData.regField.fieldName
fieldValue a value provided by the application

(Stepl4 addresseacctDataField , the only data from the reqistration form that i

not part ofRegForm)

Based omres.requestType , generate private/public key pairs:

e if the request is fosignature certificate onlgr both certificatesgenerate a
signature key pair;

e if the request is foencryption certificate onlgr both certificatesgenerate an
encryption key pair.

The end entity populate@questType based on eithéfable 5o0n page?39or
Table 10on page?253)

Note: The application may generate the keys directly or obtain them from hard

cryptographic modules. SéArchitecturé on pageError! Bookmark not defined.
for additionad information on requirements for the use of hardware cryptographi

modules.

The private key(s) shall be retained in secure data storagéS8egre Data
Storagé on pageError! Bookmark not defined. .

vare

)

If this is a cardholder application, select a common preferred encryption algori
from theTunneling private extension of for the CA to use to encrypt the
CertRes . ConstrucBackKeyData

backAlgID algorithm the selected algorithm

parameters generate an eight-byte DES-CBC
initialization vector

backKey a fresh symmetric DES key
The following algorithm identifiers are supported:
¢ id-desCBC
¢ id-desCDMF

thm

Continued on next page

Draft Version 1.0.1



Book 2: Programmer’s Guide SET Secure Electronic Transaction Specification
Page 266 as of December 16, 1998

End Entity Generates CertReq, continued

Create CertReq (continued)

Step Action
9 ConstrucCertRegData
rrpid a freshstatistically unigudRRPID
lid-EE res.lid-EE if res is available*; otherwise, generate a
unique local identifier
chall-EE3 a fresh random challenge
lid-CA res . lid-CA if res is available*

Note: If this is a subsequent submissioiCeftReq
resulting fromregFormAnswerMalforme(see page
289), useCertResData.lid-CA .

chall-CA res.chall-CA if res is available*

requestType res.requestType if res is available*; otherwise,
populate according to Table 5 on page 239 or Table |10
on page 253

requestDate the current date and time

idData idData (if specified)

regFormID res.regFormData.regTemplate.regFormID

regForm the result of Step 6

caBackKeyData | for cardholder applications only, the result of Step 8

publicKkeySorE | the result of Step 7

eeThumb if the res.requestType is for the renewal of an
encryption certificate, the Thumbprint of the certificate
being renewed.

thumbs the result of “Creat&humbs ” on pageError!
Bookmark not defined. (optional)

* that is, if the certification request is not the first message to be exchanged with the CA and a response
message is available

Continued on next page
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End Entity Generates CertReq, continued

Create CertReq (continued)

Step

Action

10

If not a Cardholder application, continue with Step 13. Otherwise generate
CardSecret , a 160-bit random number.

Note: This value is a shared secret between the cardholder application and the
cardholder’s financial institution. The application shall retain this value in the s¢
data storage. Sé&ecure Data Storagen pageError! Bookmark not defined. .

11

Constructhe following components ¢(fANData0
pan p.pan
cardExpiry the expiration date gfan

Note: The expiration date of the card is usually
obtained during CreateRegForm Req” processing.

CardSecret the result of Step 10

The application shall retain these values in the secure data storatie8ae Datd
Storagé on pageError! Bookmark not defined. .

12

If res.caeThumb is not specified, retrieve the instanceCardCInitResTBS
corresponding tees.lid-EE from the message database.

Continue with Step 15.

13

If res.acctDataField is specified, continue with Step 15.

Otherwise, invoke “Compodenc on pageError! Bookmark not defined. with
the following input:

s if res.requestType is forsignature certificate only
or both certificatesthe signature key pair generated fin
Step 7; otherwise, the signature certificate of the end
entity

s2 if res.requestType indicates a renewal f@ignature
certificate onlyor both certificatesthe existing
signature certificate of the end entity

r a certificate from the trusted certificate cache whose
Thumbprint matcheges.caeThumb

t the result of Step 9

type-t id-set-content-CertReqTBE

type-s id-set-content-CertReqData

14

Append the result of Step 13 to the tag [1].
Continue with Step 18.

Continued on next page
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End Entity Generates CertReq, continued

Create CertReq (continued)

Step Action
15 ConstrucAcctData

acctldentification | the user’s inputo the field corresponding to
res.acctDataField -{ifaregquired-field)

16 Invoke “Compos&ncX on pageError! Bookmark not defined. with the |
following input:

s if res.requestType is for signature certificate onlpr
both certificateghe signature key pair generated in
Step 7; otherwise, the signature certificate of the end
entity

s2 if res.requestType indicates a renewal f@ignature
certificate onlyor both certificatesthe existing
signature certificate of the end entity

r a certificate from the trusted certificate cache whose
Thumbprint matcheges.caeThumb (or caeThumb
from CardClInitResf res.caeThumb is not specified)

t the result of Step 9

P the result of Step 11 or Step 15
type-t id-set-content-CertReqTBEX
type-s id-set-content-CertReqTBS
type-p id-set-content-Acctinfo

17 Append the result of Step 16 to the tag [0].
18 Store the results of Ste@s4 and 9 in the message database.

19 Invoke “Send Message” on pageor! Bookmark not defined. with the following
input:
recip the CA
msg the result of Step 14 or Step 17
ext any message extsion(s) required to support
additional business functioifsptional)
rrpid rrpid from Step 9
lid-C if a Cardholderlid-EE from Step 9
lid-M if a Merchant or Payment Gatewdig-EE from Step 9

Continued on next page
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End Entity Generates CertReq,

CertReq data

continued

CertReq

< EncX(EE, CA, CertRegData, Acctinfo),
Enc(EE, CA, CertReqData) >

Up to two signatures are implicit in the encapsulation.
CertReqTBE andAcctinfo may be signed by any or all of
the private keys corresponding to the following end entity
certificates:

¢ the private key for which a new Signature certificate,

e an existing Signature certificate, for an Encryption certific
request, or

e an existing Signature certificate, for a renewal request.

These “signatures” without a corresponding signature

certificate are pro forma only; they prove only that EE holds

the private key.

ate

CertReqgData

{RRPID, LID-EE, Chall-EE3, [LID-CA], [Chall-CA],
RequestType, RequestDate, [IDData], RegFormiD,
[RegForm], [CABackKeyData], PublicKeySorE,
[EEThumb], [Thumbs]}

Acctinfo

< PANData0, AcctData >
If the requester is a Cardholdd?PANDataO is included.

If the requester is a Merchant or an Acquir@gctData is
optional.

RRPID

Request/response pair ID

LID-EE

Copied fromRegFormRes or Me-AqClInitRes

Chall-EE3

EE’s challenge to CA'’s signature freshness

LID-CA

Copied fromRegFormRes or Me-AqClInitRes

Chall-CA

Copied fromRegFormRes or Me-AqClnitRes

RequestType

See pages 239 and 253.

RequestDate

Date of certificate request.

IDData

See page 252. Omit if EE is Cardholder.

Table 12: CertReq Data

Continued on next page
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End Entity Generates CertReq, continued

CertReq data (continued)

RegFormID CA-assigned identifier
RegForm {RegFormltems +}

The field names copied froRegFormRes or
Me-AgClInitRes , now accompanied by values filled in by EE’s
implementation.

CABackKeyData {CAAIgId, CAKey}
PublicKeySorE {[PublicKeyS], [PublicKeyE]}

The entity’s public key(s). At least one key shall be specifiel. A
user may request a signature certificate, an encryption
certificate, or both.

EEThumb Thumbprint of entity key-encryption certificate that is being
renewed.

Thumbs Lists of Certificate (including Root), CRL, and BCI currently
held by EE.

PANData0 See next page.

AcctData See next page.

RegFormlitems {FieldName, FieldValue}

CAAIlgld Symmetric key algorithm identifier.

CAKey Secret key corresponding to the algorithm identifier.

PublicKeyS Proposed public signature key to certify.

PublickeyE Proposed public encryption key to certify.

FieldName One or more field names to be displayed as a fill-in form on|the

requester’s system, as a text field in the language specified
RegFormReq or Me-AqClnitReq .

FieldVvalue Values entered by EE.

n

Table 12: CertReq Data,continued

Continued on next page
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End Entity Generates CertReq,

PANDataO data

AcctData data

continued

PANData0 {PAN, CardExpiry, CardSecret, EXNonce}

PAN Primary Account Number; typically, the account number on the
card.

CardExpiry Expiration date on the card.

CardSecret Cardholder’s proposed half of the shared sedP&NSecret .
Note: This value is saved for use in generafingnsStain (see
“ Error! Reference source not founion pageError!
Bookmark not defined.

EXNonce A fresh nonce to foil dictionary attacks BANData0.

Table 13: PANData0 Data
AcctData

{Acctldentification, EXNonce}

Acctldentification

For a Merchant, this field is unique to the Merchant as defined
by the payment card brand and Acquirer.

For an Acquirer, this field is unique to the Acquirer as defined by
the payment card brand.

EXNonce

A fresh nonce to foil dictionary attacks Anctldentification

Table 14: AcctData Data

Draft Version 1.0.1



Book 2: Programmer’s Guide SET Secure Electronic Transaction Specification
Page 272 as of December 16, 1998

CA Processes CertReq

Process
CertReq
Step Action
1 Receive as input:
hdr an instance dflessageHeader
msg a tag followed by an instance ignedData
ext any message extension(s) required to support additiopal

business function®ptional

This procedure uses the following internal variables:

status an instance o€ertStatusCode
failedltems an instance dfailedlitemSeq
certs an instance ofertificates
2 Examine the tag at the beginningmég to determine whether the sender used

Encor EncX If the EncXversion ofCertReq is used, continue with Step 3;
otherwise continue with Step

3 Invoke“Verify EncX on pageError! Bookmark not defined. with the following
d msg (without the leading tag [0])
type -t id-set-content-CertReqTBEX
type -s id-set-content-CertReqTBS
type-p id-set-content-Acctinfo

unaut hOK TRUE
Designate the value é¢freturned ageq. Continue with Step 5.

4 Invoke“Verify Enc’ on pageError! Bookmark not defined. with the following
d msg (without the leading tag [1])
type -t id-set-content-CertReqTBE
type -s id-set-content-CertRé&pta
unauthOK TRUE

Designate the value d¢freturned ageq.

Continued on next page
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CA Processes CertReq, continued

Process CertReq (continued)

Step

Action

5

If si wasnotreturned in Step 3 or Stepcontinue with Step 7.
If req.publicKeySorE.publicKeyS is not specifiedsetstatus to

sigValidationFailureand continue with Stepb.

Verify the signature isi usingreq.publicKeySorE.publicKkeyS . If it does not
verify, setstatus to sigValidationFailureand continue with Step 25.

Validate the following contents ofisg:

rrpid hdr. rrpid

lid-EE if req.requestType indicates a cardholder certificate
requesthar .lid-C , otherwisehar .lid -M

date hdr .date

If errors are encountered during the validation process, invoke “Egate
Message” on pagerror! Bookmark not defined. with the following input:

| errorCode | arkrewnRRPHvrapperMsgMismatch | |

If req.lid-CA is not specified, continue with Stép.

From the message database, retribeecorresponding response message (eithg
RegFormResTB& Me-AqCInitResTBY If not found, invoke CreateError

Message on pageError! Bookmark not defined. with the following input:

=

| errorCode | unknownLID |

Note: req.lid-CA must be present unless iertReq is the first message sent
from the end entity to the CA.

Validate the following contents of the response message identified in Step 8:
| chall-ca | reg.chall-cA |

If errors are encountered during the validation process, invoke “Egate
Message” on pagerror! Bookmark not defined. with the following input:

| errorCode | challengeMismatch |

Continued on next page
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CA Processes CertReq, continued

Process CertReq (continued)

Step

Action

10

Validate thatreq.publicKeySorE.publicKeyS is consistent with
req.requestType . If not, invoke" CreateError Messagé on pagekError!
Bookmark not defined. with the following input:

errorCode missingData

11

Initialize status to requestComplete.

Initialize faileditems so that it contains zero entries.

Initialize certs so that it contains zero entries.

Note: The item number ifaileditems corresponds to the order the fields
appeared ilRegFormResTBS or Me-AgCInitResTBS .

12

If the Encversion ofCertReq is used, continue with Ste5.

13

If req.requestType indicates a Cardholder certificate request, validate the PA

and expiration dateontained inp from the result of Step 3; otherwise, validate ﬁie

account data contained infrom the result of Step 3.
If the validation fails:
e setstatus torejectedBylssuer

e add an entry tdailedltems with an item number of zero and an appropriate
message;
e continue with Step 25.

AN

14

If req.requestType indicates a Merchant or Payment Gateway certificate req
and theMe-AqCInitResTBS did not include amcctDataField

e setstatus torejectedBylssuer
e add an entry tdaileditems with an item number of zero and an appropriate
message;

e continue with Step 25.

Uest

15

If req.requestType indicates a renewal, verify that the certificates being rene
have not been renewed before (that is, guarantee that a specific certificate is
renewed multiple times). If the certificates have been renewed befossatsest

to rejectedByCAand continue with Step 25.

wed
not

16

Verify thatreq.regFormID is consistent witlieq.language and
req.requestType anrd-BIN-ofPAN. If not, setstatus to rejectedByCAand

continue with Step 25.

Continued on next page
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CA Processes CertReq, continued

Process CertReq (continued)

Step

Action

17

If req.requestType indicates a cardholder certificate request:

o if req.caBackKeyData is not specified, settatus to
unableToEncryptCertRemnd continue with Step 25;

e if req.caBackKeyData.backAlgID indicates an algorithm that is not

supported by the CA, invoKeCreateError Messagé on pageError!
Bookmark not defined. with the following input:

| errorCode | unsupportedAlgorithm

18

Verify that each field value in an invisible fieldreig.regForm contains an
acceptable response; if any field has a validation failurestgtts to

rejectedBylssuaregFormAnswerMalformedror each field with a validation
failure, add an entry téaileditems with the item number and an appropriate

message.

19

Hthe-above-cheeks-are-suecessidrify:

¢ that the field value of each visible field iag.regForm contains an acceptablg
response (the length, format and character type are valid);

¢ that each required field appearség.regForm .

If any field has a validation failure, sefatus to regFormAnswerMalformed:or
each field with a validation failure, add an entryadeditems with the item
number and an appropriate message.

20

If status is regFormAnswerMalformednd financial institution policy forbids
further processing, continue wiStep 5.

21

[0))

If the sysem to perform financial institution authentication is available, continu
with Step 22.
If status is notrequestCompletecontinue with Step 23; otherwise,

e setstatus torequestPended

e storereq andstatus in the message database; and

e continue with Step 25.

Note: Whenstatus is requestPendedhdditional proces$sg is required when the

financial institution authentication is performed; $Beferred processirigon page
279

Continued on next page
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CA Processes CertReq, continued

Process CertReq (continued)

Step Action

22 Perform financial institution authentication on p23®. If anyfield has an
authentication failure, setatus to regFormAnswerMalformedtor each field
with an authentication failure, add an entryaéedi/tems with the item number
and an appropriate message.

23 Based on the policy of the financial institution, determine if the end entity will pe
permitted to orrect any errors found in Steps 18 through 22. If not,

¢ set thestatus torejectedBylssuer
¢ initialize failedltems so that it contains zero entries; and

e continue withStep 5.
24 If status isrequestCompletecreate the certificate(s) and addcasts .

25 Invoke “Creat€ertRes” on page 281 with the following input:

req req

status status

faileditems faileditems

certs certs

ext any message extension(s) required to support additiopal
business function®ptonal
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Financial Institution Authenticates Data

Overview The financial institution verifies the data in WiertReq prior to the generation of a
certificate. The specific method used depends on the brand of certificate being issued and is
outside the scope of SET.

Status return Using a process negotiated and implemented between the financial institution and the CA, the
CertReq may or may not be acceptel-itisnot-aceeptedlhe status is returned to the CA |
for use in composing théertRes.CertStatusCode .

m If the system to perform financial institution authentication is unavailable to perform
processing authentication at the time ti@ertReq is processed, the following processing shall be

performedwhen it becomes available

Step Action
1 This procedure uses the following internal variables:
status an instance ofertStatusCode
faileditems an instance ofailedltemSeq
certs an instance ofertificates
2 Initialize status to requestComplete.

Initialize faileditems so that it contains zero entries.

Initialize certs so that it contains zero entries.

3 From the message database, retrieggRegDatganddesignatet asreq) and

CertResDatganddesignatet asres).

4 Perform financial institution authenticatidfi.anyfield has an authentication
failure, setstatus toregFormAnswerMalformed:zor each field with an
authentication failure, add an entryfe@leditems with the item number and an

appropriate message.
5 Based on the policy of the financial institutiatetermine if the end entity will be

permitted to correct any errors found in Stepf not,

e set thestatus torejectedBylssuer
¢ initialize failedltems so that it contains zero entries; and

e continue with Stefy.

If status isrequestCompletecreate the certificate(s) and addcaits .

Storestatus , failedltems , andcerts in the message database ugi@g).lid -CA
as the key.
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CA Generates CertRes

CertRes TheCertRes contains either the requested certificates or the status of the certificate request.
overview TheCertRes shallwill-be signed and optionally encrypted, depending on the data that is |to
be included in the message.

 If the CertRes is successful and is intended for the Cardholder, the message is encrypted
using a common symmetric algorithm supported by both the CA and the Cardholder
application.

» If the CertRes is intended for a Merchant or Payment Gateway, or is returning status to a
Cardholder, the message is signed but not encrypted.

Generate If the CertReq is successful, the CA generates the certificate. See “Certificate Format”
certificate beginning on page 312 for additional information about how the fields are populated.

Continued on next page
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CA Generates CertRes, continued

Create CertRes

Step

Action
Receive as input:
req an instance ofertRegData
status an instance ofertStatusCode
faileditems an instance dfailedlitemSedoptional)
certs an instance o€ertificates(optional)
ext any message extsion(s) required to support additiona
business function®ptional)

If req.requestType

indicates a request from a cardholder atadus is

requestCompleteonstruciCAMsg

cardLogoURL

the URL for financial institution logo(s) (optional)

brandLogoURL

the URL for brand logo(s) (optional)

cardCurrency

the ISO 4217 value corresponding to the cardholder’
billing currency (optional)

cardholderMsg

a message from the CA (optional)

Refer to Appendix F: Logo Display during Certificate Registration for additiopal

information on logo

URLs.

ConstrucCertStatus

certStatusCode

status

nonceCCA

a fresh nonce (ifeq.requestType indicates a request
from a cardholder anstatus is requestCompleje

eeMessage a message from the CA (optional; not included for
cardholder requests whes&tus isrequestCompleje
caMsg the result of Step 2 (optional; only required if any of t

fields are populated)

failedltemSeq

faileditemSeq

Continued on next page
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CA Generates CertRes, continued

Create CertRes (continued)

Step Action
4 ConstrucCertResData
rrpid req.rrpid
lid-EE req.lid-EE
chall-EE3 req.chall-EE3
lid-CA req.lid-CA if present otherwise generate
unigue local identifier
certStatus the result of Step 3
certThumbs the Thumbprint(s) oferts (if specified)

brandCRLIdentifier | the currenBrandCRLIdentifier (if not
specified inreq.thumbs )

thumbs req.thumbs

5 If CAMsgwas generated in Step 2, continue with Step 7; otherwise, invoke
“ComposeSignedData (S)on pageError! Bookmark not defined. with the
following input:

s the CA's signature certificate
t the result of Step 4

type id-set-content-CertResData
certs certs

6 Append the result of Step 5 to the tag [O].
Continue with Step 9.

7 Invoke “Compos&ncK’ on pageError! Bookmark not defined. with the
following input:
k req.caBackKeyData.backKey
s the CA’s signature certificate
t the result of Step 4
type-t id-set-content-CertResData
type-s id-set-content-CertResTBE
aid req.caBackKeyData.backAlgID
certs certs |

Append the result of Step 7 to the tag [1]. |
Store the result of Step 4. S&storeCertRes” on page?83 |

Continued on next page
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CA Generates CertRes, continued

Create CertRes (continued)

Step Action
10 Invoke ‘Send Messag®n pageError! Bookmark not defined. with the
following input:
recip the end entity
msg the result of Step 6 or Step 8
ext ext
rrpid req.rrpid |
lid-C if a Cardholderreq.lid-EE |
lid-M if a Merchant or Payment Gatewaeq.lid-EE |
Store CertRes The CA shall store th€ertRes, if it contains newly issued certificates, for a
policy-definable period of time (possibly a week) to suppoitra@smission to the EE if
needed.

Continued on next page
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CA Generates CertRes, continued

CertRes data

pnal

Liest.

of

CertRes < S(CA, CertResData),
EncK(CABackKeyData, CA, CertResData) >

TheEncK version of this message is only needed if the opti
CAMsg component is included in ti@ertRes and it is only
used ifCaBackKeyData is included in th&ertReq.

CertResData {RRPID, LID-EE, Chall-EE3, LID-CA, CertStatus,
[CertThumbs], [BrandCRLIdentifier], [Thumbs]}

CABackKeyData Copied fronCertReq.

RRPID Request/response pair ID.

LID-EE Copied from prioiCertReq .

Chall-EE3 Copied fromCertReq . Requester checks for match with
remembered value.

LID-CA Copied fromCertReq. If not present in th€ertReq, new
values are assigned.

CertStatus {CertStatusCode, [Nonce-CCA], [EEMessage],
[CaMsq], [FailedltemSeq]}

CertThumbs If request is complete, the Thumbprints of the enclosed
signature and or encryption certificates.

BrandCRLIdentifier See page 351.

Thumbs Copied fronCertReq.

CertStatusCode Enumerated code indicating the status of the certificate req
See page 286.

Nonce-CCA If request is complete and from a cardholder, the other half
the ultimate shared secret between Cardholder and CCA. See
PANData0 on page 273. Present only if EE is Cardholder.

Table 15:CertRes Data

Continued on next page
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CA Generates CertRes, continued

CertRes data (continued)

EEMessage

Message in natural language to be displayed on the EE syq

CAMsg

{[CardLogoURL], [BrandLogoURL], [CardCurrency],
[CardholderMsg] }

If request is complete and from a cardholder.

FaileditemSeq

{Failedltem+}

CardLogoURL

URL pointing to graphic of card logo (issuer-specific).

BrandLogoURL

URL pointing to graphic of payment card brand logo.

CardCurrency

Cardholder billing currency.

CardholderMsg

A message in the Cardholder’s natural language to be
displayed by the software.

Failedltem

{ItemNumber, ItemReason}

ItemNumber

tem.

Indicates the position of the failed item in the list of registration

fields. A value of O indicates tiAectData field.

ItemReason

The reason for the failure, as a text field in the language
specified.

Table 15: CertRes Datacontinued

Continued on next page
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CA Generates CertRes, continued

CertStatusCode
values

The following values are defined f@ertStatusCode.

Code Meaning Source
requestComplete Certificate request approved CA
invalidLanguage Invalid language in initiation| CA

request

invalidBIN Certificate request rejected | Issuer or Acquirer
because of invalid BIN

sigValidationFail Certificate request rejected | CA
because of signature
validation failure

decryptionError Certificate request rejected | CA

because of decryption error

requestinProgress

Certificate request in
progress

CA, Issuer, or Acquirer

rejectedBylssuer

Certificate request rejected
by Issuer

Issuer

requestPended Certificate request pending | CA, Issuer, or Acquirer
rejectedByAquirer Certificate request rejected | Acquirer
by Acquirer
regFormAnswerMalformed Certificate request rejected | CA
because of malformed
registration form item(s)
rejectedByCA Certificate request rejected | CA
by Certificate Authority
unableToEncryptCertRes Certificate Authority didn't | CA

receive key, so is unable to
encrypt response to
cardholder

Table 16: Enumerated Values forCertStatusCode
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End Entity Processes CertRes
Process
CertRes
Step Action
1 Receive as input:
hdr an instance dflessageHeader
msg a tag followed by an instance 8fgnedDataor
EncryptedData
ext any message extension(s) required to support
additional business functiotigptional)

2 Examine the tag at the beginningm$g to determine whether the sender uSed
or EncK If the Sversion ofCertRes is used, continue with Step 3; otherwise
continue with Steg.

3 Invoke*“Verify SignedData (S)on pageError! Bookmark not defined. with the
following input:

d msg (without the leading tag [0])
type id-set-content-CertResData
Designate the value éfreturned ages. Continue with Step 5.

4 From the message database, retrieve the instar@eertteqwhoseRRPID
matcheges.rrpid .

e If found, designate it a®q; if a Cardholder, retrieve the corresponding entry
PANData0.

¢ If not found, invoke “Creat&rror Message” on padgerror! Bookmark not
defined. with the following input:
| errorCode | unknownRRPID

5 Invoke“Verify EncK’ on pageError! Bookmark not defined. with the following

input:
k req.caBackKeyData.caKey
d msg (without the leading tag [1])
type -t id-set-content-CertReqTBE
type -s id-set-content-CertRé&pnta
Designate the value dfreturned ages.

Book 2: Programmer’s Guide
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End Entity Processes CertRes, continued

Process CertRes (continued)

Step Action
6 Validate the following contents @és:
rrpid har .rrpid
lid-EE if req.requestType indicates a cardholder
certificate requestidr .lid-C , otherwise
hdr .lid -M

If errors are encountered during the validation process, invoke “Egate
Message” on pagerror! Bookmark not defined. with the following input:

errorCode wrapperMsgMismatch | |

7 Validate the following contents @és: |

lid-EE req.lid-EE
chall-EE3 req.chall-EE3
thumbs req.thumbs

If errors are encountered during the validation process, invoke “Ceate
Message” on pageérror! Bookmark not defined. with the following input based
on the field that failed:

errorCode lid-EE unknownLID

chall-EE challengeMismatch

thumbs thumbsMismatch

8 If res.certStatus.certStatusCode is: go to on
Step | Page:

regFormAnswerMalformed A 289
requestPended B 289
requestinProgress B 289
requestComplete C 290
any other value D 291

Continued on next page
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End Entity Processes CertRes, continued

Process CertRes (continued)

Step |

Action

A

This processing applies wheertStatusCode is regFormAnswerMalformed.

9

Retrieve the registration form created in Step 2GreateCertReq” on page?65
and restore the user’s input.

10

For eaclvisible item inres.certStatus.faileditemSeq , indicate the failure to
the end entity and make titemReason available in a manner consistent with the
user interface design of the application.

11

Continue with Step 4 of “CreafertReq” on page 265.

This processing applies wheertStatusCode is requestPendedr
requestinProgress.

12

If res.certStatus.eeMessage is included, display it to the user.

13

Perform any combination of the following actions:

e If res.certStatus.eeMessage is not included, display a message indicating

that the processing of the request is incomplete and the information must b
retrieved from the CA at a later time.

o Automatically perfornthe CertingRegprocessing after waiting for a reasonabj
length of time (for example, one hour).

¢ Allow the user to initiat€ertingRegprocessing; the application should wait a
reasonable length of time for tlkertingRedefore allowing the user to initiate
an additionaCertingReq

[4))

=N
174

14

Storeres in the message database.
Note: This step completes the processing ofdbgRedor requestPendedr
requestinProgress

Continued on next page
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End Entity Processes CertRes, continued

Process CertRes (continued)

Step | Action
C This processing applies wheertStatusCode isrequestComplete.

15 For each thumbprint ires.certThumbs, search the untrusted certificate cache
for a certificate matching it. If found, continue with Step dffierwise, invoke
“CreateError Messageé on pageError! Bookmark not defined. with the
following input:

| errorCode | missingCertificat€RLorBClI | |

16 Invoke “Verify certificate” on pagError! Bookmark not defined. with the
following input:
| cert | the result of Step 15 |

17 For each certificate retrieved in Step 15, verify that its public key appears in
req.publickeySorE ; if not, invoke “Creatérror Message” on pagerror!
Bookmark not defined. with the following input:

| errorCode | invalidCertificateCRLorBClI | |

Repeat Steps 15 through 17 if an additional thumbprint appears in
res.certThumbs .

18 If the end entity is not a cardholder, continue with Step 24.

If specified, retrieve the loga®s.certStatus.caMsg.cardLogoURL and
res.certStatus.caMsg.cardLogoURL ; store the logos and
res.certStatus.caMsg.cardCurrency in persistent storage for usage during
purchase processing.

If res.certStatus.caMsg.cardholderMsg is specified, display it now along
with the logos.

19 If res.certStatus.nonceCCA is not specified, invoke “Creakgror Message”
on pageError! Bookmark not defined. with the following input:

errorCode missingData

20 Exclusive-orres.certStatus.nonceCCA with PANData0.cardSecret to
obtainPANSecret .

21 AppendPANData0.cardExpiry to PANData0.pan.

Continued on next page
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End Entity Processes CertRes, continued

Process CertRes (continued)

Step

Action

22

Invoke “HMAC” on pageerror! Bookmark not defined. with the following
input:

t the result of Step 21
k the result of Step 20

23

Base64-encode the results of SEp(For information about basé@ncoding, see
RFC 1521, listed in“Related documentatidrin the Preface.)

24

For each certificate retrieved in Step 16, verify thattramonNameomponent
of theSubject Namenatches the result of Step #3a0t, invoke" CreateError

Messagé on pageError! Bookmark not defined. with the following input:
| errorCode | invalidCertificate CRLorBCl

25

Store the certificate(s) retrieved in Step 15.

26

If res.certStatus.eeMessage is included, display it to the user; otherwise,
display a message indicating that the processing of the request is complete.

Note: This step completes the processing oftegRedfor requestComplete

This processing applies for all other valueseftStatusCode
(that is, all values exceptgFormAnswerMalformeaequestPended
requestinProgressandrequestCompleje

27

If res.certStatus.eeMessage is included, display it to the useatherwise,

display a message indicating that the processing of the request cannot be
completed.

Note: This step completes the processing ofibgRedfor error responses.
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Section 6
Certificate Inquiry Request/Response Processing

Overview

_Cert!ficate If a CertRes is returned without a certificate, the end entity can request the status of the
inquiry certificate request by sendrng?aartlaneq to the CA. Thé:ertlanes erI return the
protocol certificate if it is readyprw i o

This is the only way for the end entity to qet the cert|f|u:bltaNas not returned icertRes .

End Entity
(Card, Mer, (CCA, MCA,
PGWY) PCA)

CertingReq

CertingRes
-

Figure 8: Certificate Inquiry Protocol
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End Entity Generates CertingReq

Create
CertingReq

Step Action

1 From the message database, retrieggRegDatganddesignatet asreq) and
CertResDatganddesignatet asres).

2 ConstrucCertingReqTBS

rrpid a freshstatistically unigudRRPID

lid-EE a-uniquetocaldentifierres.lid-EE

chall-EE3 a fresh random challenge

lid-CA res. lid-CA

3 Invoke “Composé&ignedData (S)on pageError! Bookmark not defined. with
the following input:

s if req.requestType issignature certificate onlgr
both certificatesthe signature key pair in
req.publickeySorE.publicKeyS ; otherwise, the
signature certificate of the end entity

s2 if res.requestType indicates a renewal, the existing
signature certificate of the end entity

t the result of Step 2

type id-set-content-CertingReqTBS

4 Invoke “SendMessageon pageError! Bookmark not defined. with the
following input:

recip the CA

msg the result of Step 3

ext any message extension(s) required to support additjona
business function®ptional

rrpid rrpid from Step 2

lid-C if a Cardholderres.lid-EE

lid-M if a Merchant or Payment Gatewags.lid-EE

Continued on next page
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End Entity Generates CertingReq, continued

CertingReq

data
CertingReq S(EE, CertingReqTBS)
CertingReqTBS {RRPID, LID-EE, Chall-EE3, LID-CA}
RRPID Request/response pair identifier.
LID-EE Copied fromCertRes.
Chall-EE3 EE’s challenge to CA'’s signature freshness.
LID-CA Copied fromCertRes.

Table 17:CertingReq Data
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CA Processes CertingReq

Process
CertingReq

Step

Action

Receive as input:

hdr an instance dflessageHeader

msg an instance o€ertingReq

additional business functiofigptional)

ext any message extension(s) required to support ‘

Invoke “Verify SignedData (S)on pageError! Bookmark not defined. with the
following input:

d msg

type id-set-content-CertingReqTBS
unauthOK TRUE

Designate the value d¢freturned ageq.

From the message database, retrieve the instaf@erttteqgDatavhoselid-CA
matcheseq.lid-CA .

e If found, designate it asertReq and retrieve the corresponding entries for
CertStatusCodéand designate it agatus ), FailedltemSedand designate it as
faileditems ), andCertificates(and designate it agerts).

¢ If not found, invoke' CreateError Messagé on pageError! Bookmark not
defined.with the following input:

errorCode | unknownLID |

If si was not returned in Step 2, continue with Step 6.

If certReq .publickeySorE.publicKeyS is not specified, setfatus to
sigValidationFailureand continue with Step 7.

Verify the signature isi usingcertReq .publicKeySorE.publicKeyS . If it
does not verify:

setstatus to sigValidationFailure

initialize faileditems so that it contains zero entries;
initialize certs so that it contains zero entries; and
continue with Step 7.

Continued on next page
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CA Processes CertinqgReq, continued

Process CertingReq (continued)

Step Action
6 Validate the following contents ofq:
rrpid hdr. rrpid
lid-EE if certR eq.requestType indicates a cardholder ‘
certificate requestidr .lid-C , otherwisehdr .lid -M

If errors are encountered during the validation process, invoke “Gfegate
Message” on pageérror! Bookmark not defined. with the following input:

errorCode | wakrewRRRPHvrapperMsgMismatch | |

7 Invoke “CreateCertingRes ” on page 297 with the following input:
req req
certReq certReq
status status
faileditems faileditems
certs certs
ext any message extension(s) required to support additignal
business function®ptional)
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CA Generates CertingRes
Create
CertingRes
Step Action
1 Receive as input:
req an instance ofertingReqTBS
certReq an instance ofertRegData
status an instance doCertStatusCode
faileditems an instance dfailedltemSedoptional)
certs an instance o€ertificates(optional)
ext any message extension(s) required to support adalitig
business function®ptional)
2 If certReq .requestType indicates a request from a cardholder atafus is
requestCompleteconstruciCAMsg
cardLogoURL | the URL for financial institution logo(s) (optional)
brandLogoURL | the URL for brand logo(s) (optional)
cardCurrency | the ISO 4217 value corresponding to the cardholder|s
billing currency (optional)
cardholderMsg | a message from the CA (optional)
Refer to Appendix F: Logo Display during Certificate Registration for additiopal
information on logo URLSs.
3 ConstrucCertStatus
certStatusCode| status
nonceCCA a fresh nonce (i€ertReq .requestType indicates a
request from a cardholder asthtus is
requestComplete)
eeMessage a message from the CA (optional; not included for
cardholder requests whes&atus isrequestCompleje
caMsg the result of Step 2 (optional; only required if any of the
fields are populated)
failedltemSeq | failedlitemSeq

Continued on next page
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CA Generates CertingRes, continued
Create CertingRes (continued)
Step Action
4 ConstrucCertResData
rrpid req.rrpid
lid-EE req.lid-EE
chall-EE3 req.chall-EE3
lid-CA req.lid-CA
certStatus the result of Step 3
certThumbs the thumbprint(s) oferts (if specified)
brandCRLIdentifier | the currenBrandCRLIdentifier (if not
specified incertReq. thumbs )
thumbs certReq. thumbs
5 If CAMsgwas generated in Step 2, continue with Step 7; otherwise, invoke

“ComposeSignedData (S)on pageError! Bookmark not defined. with the
following input:

s the CA's signature certificate
t the result of Step 4

type id-set-content-CertResData
certs certs

Append the result of Step 5 to the tag [O].

Continue with Step 9.

Invoke “Compos&ncK’ on pageError! Bookmark not defined. with the
following input:

k certReq .caBackKeyData.backKey
s the CA’s signature certificate

t the result of Step 4

type-t id-set-content-CertResData

type-s id-set-content-CertResTBE

aid certReq .caBackKeyData.backAlgID
certs certs

Append the result of Step 7 to the tag [1].

Store the result of Step 4 in the message databaséS®eeCertingRes ” on
page300.

Continued on next page
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CA Generates CertingRes, continued

Create CertingRes (continued)

Step Action
10 Invoke “SendMessageon pageError! Bookmark not defined. with the
following input:
recip the end entity
msg the result of Step 6 or Step 8
ext ext
rrpid req.rrpid |
lic-C if a Cardholderreq.lid-EE |
lid-M if a Merchant or Payment Gatewagq.lid-EE |
Store The CA shall store th€ertingRes , if it contains newly issued certificates, for a
CertingRes policy-definable period of time (possibly a week) to support re-transmission to the EE if
needed.
CertingRes TheCertingRes contains the same data as @ertRes.
data
CertingRes Identical to aCertRes . See page 284.

Table 18:CertinqgRes Data
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End Entity Processes CertingRes

Process
CertingRes

Step Action
1 Receive as input:
hdr an instance dflessageHeader
msg a tag followed by an instance $fgnedDataor
EncryptedData
ext any message extension(s) required to support adalition
business function®ptional)
2 Invoke “Proces€ertRes” on page 287 with the following input:

hdr hdr
msg msg
ext ext
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Overview

Registration

form creation

Create
RegFields

Section 7
Reqistration Form Creation

Registration forms are typically created in advance of certificate processing. This section

describes how to create the registration forms.

Step

Action

For each field in the reqistration form, constriBegField

fieldlD object idantifier for the content of the field (optional)

fieldName text that will be displayed to the user as a label for the
input field

fieldDesc supplementary text that will be displayed to the user|for|
assistance in completing the form (optional)

fieldLen the maximum length of the field (optional; default is
128)

fieldRequired Boolean value indicating if the field must be provided

fieldInvisible Boolean value indicating if the field is invisible (not
displayed to the user) and therefore paped by the
application

For additional information on values ffieldld, see Appendix L: Object Identifier|
for Registration Form Fields.

Book 2: Programmer’s Guide

192)

Assign a uniqu&®egFormIDto the results of Step 1.

Store the results of Steps 1 and 2 for use during certificate processing.
Note: The method for selecting a particular registration form is determined by

brand and financial institution policy.
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Chapter 3
Certificate Revocation or Cancellation

Overview
Introduction A certificate may need to be revoked or canceled for a number of reasons: for example, due
to a real or suspected compromise of the private key, a change in the identification
information contained in the certificate, or termination of use.
This chapter describes the process of revoking or canceling a SET certificate.
revoke A compromised certificatersvokedif it is placed on a Certificate
Revocation List (CRL).
cancel A compromised certificatedanceledf a mechanism other than a CRL |s
used to prevent the certificate from being used.
Organization Chapter 3 includes the following topics:
o Purpose of Certificate Revocation
o Cardholder Certificate Cancellation
» Merchant Certificate Cancellation
* Payment Gateway Certificate Revocation
o Higher Level Compromise Recovery
o Brand CRL Identifier
o CRL Responsibilities
Assumptions In defining SET certificate revocation/cancellation, the following assumptions were made:

» The process shall minimize change to Issuers’ existing payment card systems and maximize
the reuse of existing payment card infrastructures.

» Because a Cardholder certificate is bound to the payment card account:
— When a payment card number is canceled, the associated certificate will be canceled.

— When a payment card is lost or stolen or the account is terminated, the certificate is no
longer usable.

* When a Merchant'’s certificate is canceled, only the Acquirer needs to know, because:

— All payments are authorized via the Acquirer. If a Cardholder attempts to purchase from
a Merchant whose certificate has been canceled, the Acquirer will reject the purchase.

— A person in possession of a compromised private key from a Merchant cannot extract
payment card numbers directly from Cardholder purchase requests since the account
numbers are encrypted with the Payment Gateway’s public key.
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Purpose of Certificate Revocation

Cardholder
protection

Payment Gateway certificate€ardholders need to be assured that they do not send account
numbers to an unauthorized Payment Gateway. This is enforced using the following
mechanisms:

o PCA CRLs - Revoked Payment Gateway certificates are included in CRLs distributed to
Cardholders.

¢ CA CRLs - Revoked CA certificates are included on CRLs that are distributed to
Cardholders. Cardholder applicaticsisalbwilt identify Payment Gateway certificates |
created using a revoked CA certificate.

o Immediate re-distribution of the Payment Gateway certificate to all Merchants will purge
the older Payment Gateway certificate from the Merchant certificate cache.

Merchant certificates Cardholders do not need to identify revoked Merchant certificates
because Cardholders do not send any sensitive payment information to Merchants.

e CA CRL - The Cardholder shall identify Merchant certificates created using a revoked CA
certificate.

Continued on next page
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Purpose of Certificate Revocation,  continued

Merchant
protection

Payment
Gateway
protection

Payment Gateway certificatederchants need to identify revoked Payment Gateway
certificates. This is enforced using the following techniques:

o PCA CRLs - Revoked Payment Gateway certificates are included in CRLs distributed to
Merchants.

o CA CRLs - Revoked CA certificates are included on a CRL that is distributed to
Merchants. Merchantshalkwill- identify Payment Gateway certificates created using a |
revoked CA certificate.

o Immediate re-distribution of the Payment Gateway certificate to all Merchants will purge
the older Payment Gateway certificate from the Merchant certificate cache.

Cardholder certificatesMerchants do not need to verify the validity of Cardholder
certificates to protect payment information. The Merctsdatlmayperform the following |
validation of the Cardholder certificate:

e CA CRLs - Use of the CA CRL verifies that no CA certificate in the Cardholder certificate
path has been revoked.

Cardholder certificatesThe Payment Gateway shall:

» verify that the Cardholder certificate path does not include a CA that is in a CRL, and
» validate the information in the Authorization Request with the Issuer.

Merchant certificates The Payment Gateway shall verify that:

o the Merchant certificate path does not include a CA that is in a CRL, and
o the Merchant maintains a valid relationship with the Acquirer.
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Cardholder Certificate Cancellation

Purpose

Issuer-based
cancellation
approach

Issuer-based
cancellation
approach

A Cardholder’s certificate and associated private key are used to provide and authenticate the
payment card information. If the private key corresponding to the public key in a certificate is
compromised, the associated certificaestshallbe canceled.

Since payment requests will go to the Cardholder’s Issuer for payment authorization, the Issuer
canmaintain-the-Cardholdercertificate-caneeled-status-inthe-contdetesmine that a

Cardholder certificate is canceled by determining that ittisérpayment card exception files
currently maintained. When the Issuer receives a payment authorization request from the
Acquirer for an account with a canceled certificate, the Issuer will reject the request.

Since payment requests will go to the Cardholder’s Issuer for payment authorization, the Issuer
can determine that a Cardholder certificate is canceled by determining that it is in the payment
card exception files currently maintained. When the Issuer receives a payment authorization
request from the Acquirer for an account with a canceled certificate, the Issuer will reject the
request.
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Merchant Certificate Cancellation

Purpose A Merchant’s certificates and associated private keys are used to provide and authenticate the
Merchant'’s identity. If the Merchant’s private key in a certificate is compromised, the
associated certificates must be canceled to avoid an adversary impersonating the Merchant.

Acquirer-based If a Merchant terminates its association with a specific Acquirer, the Acquirer has the

cancellation capability to reject all payment requests from that Merchant. The Payment Gateway will either

approach use the existing system to support Merchant authentication, or it will maintain a local list of
Merchant certificates that are not to be accepted.
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Payment Gateway Certificate Revocation

Background

Revoking a
certificate

Distributing
new certificate

A Payment Gateway has two certificates:

» a key encryption certificate, used for encrypting Payment Instructions, and
» a signature certificate.

Fhe-sterage-ofthBrivate keys associated with these certificigetetermined-by-the-brand’'s
poliey—Hewever-thepreferred-method-of-storagehimll be storedn hardware cryptographic

modules with restricted physical access.

In the event that any of the Payment Gateway'’s private keys is compromised (or suspected of
compromise), the Acquirehouldshaltimmediately remove the private keys from the
Payment Gateway.

The certificates corresponding to compromised Payment Gateway private keys will be placed
on Certificate Revocation Lists (CRLs). These CRLs will be generated and distributed by the
Payment Gateway CA.

Once new certificates are distributed to the Payment Gateway, Merchants will receive them
using the same method as Payment Gateway certificate renewals. As Merchants receive
certificates with more recent validity dates, the older certificates are purged from the system
(that is, the suspect certificate will be effectively removed from the system as soon as a newer
Payment Gateway certificate is received by the Merchants).
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Higher Level Compromise Recovery

CA
compromise
recovery

Brand CA
compromise
recovery

Root key
compromise
recovery

The likelihood of a successful attack against a CA is very low. However, if a successful attack
does occur, a new CA certificatgll shaltbe distributed and the old certificatdll shattbe

revoked. The identity of any compromised CA certificate is included in a CA CRL and
distributed to all entities in the system.

If the unlikely compromise of a Brand CA private key does occur, the Root CA will generate
and distribute a CRL identifying the Brand CA certificate.

In the still more unlikely event of a Root key compromise, the Rentificate and all of the
BrandCA cetrtificates in its hierarchy will be revoked and a Root CRL generated. This CR
will be distributed via a secure mechanism to the brands. This will effectively shut down the
Root and Brand CAs (and their hierarchies) until a Rewt key pair can be generated and
new Root and Bran@A certificates creatednddistributed.
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Brand CRL Identifier

Overview All current CRLs are listed in the Brand CRL Identifier (BCI).

The BCl is included in all response messages (unless Thumbprints in the corresponding
request indicate that the end entity has the current BCI). Each SET entity uses the BCI to
check that it holds all current CRLs.

Further detail For more detail, see “CRL Responsibilities” on page 311, “Certificate Revocation List and
Brand CRL Identifier” on page 345 and “CA to CA Messages” on page 354.
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CRL Responsibilities

Brand rules

Empty CRL

Brand CA

Geopolitical CA

Cardholder CA

Merchant CA

Payment
Gateway CA

Each brand is responsible for managing CRIthiwits own domain. The brand, therefore,
will establish its own rules regarding CRLs, including:

o frequency;

» validity period;

¢ the circumstances under which an empty CRL may be required;
¢ the circumstances under whighempty CRL may be distributed.

The brand may choode use an empty CRas the means by which it is advised it

CRL ofa CA within its domaimo longer hasray revoked certificatewhose validity period
hasnotexpired (That is, the CRL for this CA previously listed revolasttificates. Now all
those revoked certificates have expired and there are no other revoked certificates to list.)

Because the BCl indicates all CRLs of significance, even if a brand chooses to receive empty
CRLs, itwill probablychoose not tdist themon the BClunder normal circumstances.

Under certain circumstances, the brand may find it convenidist sm empty CRL. For
example, if the previous CRL issued by a CA was populéitithg the empty CRL can

serve as an indicator that all the ceréfies on that previous CRL have expired and need ndg
longer be considered.

The Brand CA will generate, maintain, and distribute CRLs for compromised certificates that
it generated and signed. It will also generate, maintain, and distribute BCIs containing all of
the CRLs in the brand hierarchy.

The Geopolitical CA will generate, maintain, and distribute CRLs for compromised
certificates that it generated and signed.

While the CCA will not generate and maintain a CRL, it will be responsible for distributin
CRLs created by Root, Brand, Geopolitical, and Payment Gateway(Ré&sked

cardholder certificates do not require a CRL, addkaer will declindransaction$or those
accounts.)

CRLs created by Root, Brand, Geopolitical, and Payment Gateway(Ré&sked merchant

While the MCA will not generate and maintain a CRL, it will be responsible for distributin
certificates do not require a CRL, as the Acquirer will decline transactions that use themjJ

The PCA is responsible for generating, maintaining, and distributing CRLs for compromised
Payment Gateway certificates.
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Chapter 4
Certificate Format

Overview

Introduction This chapter describes the X.509 Version 3 certificate format and certificate extensions used in
SET. The certificate format includes the use of public and private extensions to support all SET
certificate requirements.

Organization Chapter 4 includes the following sections:

Section Title Contents Pags

1 X.509 Certificate Definition Describes all of the fields in the bas|c 313
X.509 certificate.

2 X.509 Extensions Describes all of the fields in the 321
standard X.509 extensions used in
SET.

3 SET Private Extensions Describes all of the fields in the 332

SET-specific extensions.

4 Certificate Profiles Lists the certificates required for ea¢h340
SET entity and the possible
extensions for each.
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Section 1
X.509 Certificate Definition

Certificate Data

Restrictions Table 19 defines the format and value restrictions for each field in the X.509 certificate.

Name

Format and Value
Restrictions

Description

version INTEGER Indicates the certificate version.
Always set te3 2.
serialNumber INTEGER Unique serial number assigned by

the CA that issued the certificate.

owning the key.

signature OBJECT IDENTIFIER | Defines the algorithm used to sig

Algorithmlidentifier the certificate.

issuer Name (see page 315) Contains the Distinguished Name
(DN) of the CA that issued the
certificate.

validity UTCTime Specifies when the certificate

.notBefore becomes active.

validity UTCTime Specifies when the certificate

.notAfter expires. For a Cardholder
certificate, the validity period shall
not extend beyond the card’s
expiration date.

subject Name (see page 315) Contains the DN of the entity

subjectPublicKeyInfo
.algorithm
Algorithmldentifier

OBJECT IDENTIFIER

Specifies which algorithms can bg
used with this keyin a SET
certificate id-rsaEncryptionis the
only permissiblevaluefer

. -
Sta'e.EE ubliet ;'EF'FH. fo

subjectPublicKeyInfo
.SubjectPublicKey

BIT STRING

Contains the public key provided if
the certificate request.

Table 19: X.509 Certificate Data Definitions

Continued on next page
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Certificate Data, continued

Restrictions (continued)

Name Format and Value Description
Restrictions
issuerUniquelD Not used in SET.
subjectUniquelD Not used in SET.
extensions OBJECT IDENTIFIER | Contains the extension’s object
.extnID identifier as defined by X.509 or
SET.
Extensions BOOLEAN Each extension description states
.critical how this field will be set.
Extensions The extension data.
.extnValue

Table 19: X.509 Certificate Data Definitions continued

Extensions Additional information about the encoding of the X.50@ensions supported in SET can be
found in Section 2 beginning on pa8®3 Additional information aboUSET private
certificateextensions can be found in Sect®beginning on pagé32

Subj ect Public The BIT STRING ofsubjectPublicKeyInfo.subjectPublicKkegntainsthe DER-encoded
Key representation of the following:

RSASubjectPublicKey ::= SEQUENCE {
modulus INTEGER,
publicExponent INTEGER

b
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Certificate Name Format

Name fields Certificates and certificate extensions include Issuer and Subject Name fields. Each is
constructed from a combination of the following components:

countryName

commonName

Table 20 through Table 21 on pages 315 through 316 define the components of the Name

organizationName
organizationalUnitName

fields in increasing detail.

Name OIDs The object identifiers of the Name fields are as follows:
countryName {254 6} id-at 6
organizationName {254 10} id-at 10
organizationalUnitName {25411} id-at 11
commonName {254 3} id-at 3

Table 20: Name Object Identifiers

Continued on next page
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Certificate Name Format, continued
Name Table 21 defines the components of the Name fields used to identify each SET entity.
components
entity identified | field definition
Cardholder
countryName country of issuing financial institutign
organizationName BrandID
organizationalUnitName DescriptiveName of issuing financial
institution
organizationalUnitName optional - promotional card name
commonName unique cardholder ID
Merchant
countryName country of acquiring financial

institution

organizationName

BrandID

organizationalUnitName

DescriptiveName of acquiring |
financial institution

commonName DescriptiveName of merchards
printed-on-cardholderstatement
Payment Gateway
countryName country of acquiring financial

institution

organizationName

BrandID

organizationalUnitName

DescriptiveName of acquiring
financial institution

commonName

uniqgue Payment Gateway 1D

Table 21: Certificate Name Components

Continued on next page

1 To distinguish between the two organizationalUnitNames, the organizationalUnitName representing the
“Descriptive Name of issuing financial institution” shall appear first in the generated Cardholder certificate.
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Certificate Name Format,

continued

Name components (continued)

entity identified

| field

definition

Cardholder Certificate Authority

countryName

country of issuing financial institutign

organizationName

BrandID

organizationalUnitName

Descriptive Name

commonName

optional - unique ID

Merchant Certifica

te Authority

countryName

country of acquiring financial
institution

organizationName

BrandID

organizationalUnitName

Descriptive Name

commonName

optional - unique ID

Payment Gateway

Certificate Authority

countryName

country of acquiring financial
institution

organizationName

BrandID

organizationalUnitName

Descriptive Name

commonName

optional - unique ID

Table 21: Certificate Name Componentscontinued

Continued on next page

Draft Version 1.0.1



SET Secure Electronic Transaction Specification
as of December 16, 1998

Book 2: Programmer’s Guide

Page 315

Certificate Name Format, continued

Name components (continued)

entity identified | field

definition

Geopolitical Certificate Authority

countryName

country of geopolitical organization

organizationName

organizationalUnitName

Descriptive Name

commonName

optional - unique ID

Brand Certificate Authority

countryName

country of the brand

organizationName

organizationalUnitName

Descriptive Name

commonName

optional - unique ID

Root Certificate Authority

countryName

country where CA is located

organizationName

commonName

optional - unique ID

Table 21: Certificate Name Componentsgcontinued

Continued on next page
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Certificate Name Format, continued

Definitions Table 22 further explains the definitions of the Name fields listed in Table 21 on page 316.
Name Field Definition
BrandID <Brand Name>[:<Product>]
Brand Name The brand of payment card.
Producthype Optional: the type of product within the |
brand.
country The 2-character 1ISO 3166 country code.
Descriptive A descriptive name of a SET entitgspensiblefor-issuing-the-certificateg
Name wrderthis-GA Examples include:

Name of financial institution

Name of the organization operating the CA
Name of the brand

Name of merchant |

Brand and financial institution policies may restrict the choices available
for Descriptive Name.

promotional This optional field contains the promotional name of the card. Examplés

card name include frequent flyer programs, affinity programs, etc.

unique The unique Cardholder ID in the Cardholder’s certificate is the

cardholder ID | keyed-hashed account number. See detailed description on page 32Q.

unigue 1D a unique identifier assigned to a Certificate Authority system to
differentiate it from other systems of the same financial institution

unique <BIN:Serial Number>

Payment

Gateway ID BIN Bank Identification Number |

Acquirer- or Uniquely identifies each Payment Gateway

D

brand-assigned | associated with the same Acquirer. Multipl
serial number certificates may exist for a BIN within a
brand.

Table 22: Definitions of Certificate Name Fields

Continued on next page
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Certificate Name Format, continued
Unique The Unique Cardholder ID in the Cardholder’s certificate is the keyed-hashed account

Cardholder ID number. ThéAN is masked using the shared secret vadd\Secret , which is comprised
of a Cardholder secret valuEdrdSecret ) and a CA secret valudlonce-CCA).

Unigue
Cardholder ID

HMAC ( Text, PANSecret)

Text

Equal to the DER-encoded valueteft, shown below, and comprised of t
PAN and theCardExpiry .

Text ::= SEQUENCE {
pan PAN,
cardExpiry CardExpiry
PAN ::= NumericString (SIZE(1..19))

CardExpiry ::= NumericString (SIZE(6))

PANSecret

a 20 byte value computed by computing the exclusive-GaodSecret
(the Cardholder nonce) atbnce-CCA (the CA nonce)

Following the HMAC computation, the resulting digest is base64-encoded prior to being
placed in the certificate commonName fidlgor information about basé@ncoding, see
RFC1521] listed in“Related documentatidnn the Preface.)
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Section 2
X.509 Extensions

Overview

Purpose This section describes the use of the following X.509 extensions in SET:

AuthorityKeyldentifier
KeyUsage
PrivateKeyUsagePeriod
CertificatePolicies
SubjectAltName
BasicConstraints
IssuerAltName
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AuthorityKeyldentifier Extension

Overview The AuthorityKeyldentifier — extension identifies which CA certificate shall be used to verify
the current certificate’s signature. This extension contains the following fields:

o Key ldentifier (keyldentifier)
o Certificate Issuer (authorityCertlssuer)
o Certificate Serial Number (authorityCertSerialNumber)

Criticality This extension is non-critical.
Restrictions
Name Format and Value Description
Restrictions

authorityKeyldentifier Not used in SET.
AuthorityKeyldentifier
.keyldentifier
authorityKeyldentifier Name Contains the Issuer DN of the
AuthorityKeyldentifier issuing CA'’s certificate.
.authorityCertlssuer
authorityKeyldentifier Positive INTEGER Contains the serial number|of
AuthorityKeyldentifier the issuing CA'’s certificate.
.authorityCertSerialNumber

Table 23: AuthorityKeyldentifier ~Extension Restrictions
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KeyUsage Extension

Overview TheKeyUsage extension indicates how the public key in the certificate may be used.
Key usage in A SET certificate may have the following key usage(s) assigned:
SET
usage iSET: X.509 terminology

message signing digital signature

certificate signing certificate signature

CRL and BCI signing CRL signature

message signing and key encryption data encryption and key encryption

certificate, CRL, and BCI signing certificate signature and CRL signature
Criticality This extension is critical.
Restrictions

Name Format and Value Description
Restrictions
keyUsage 0,5, 6,0r{2, 3}or {5, 6} Indicates whether the public
.KeyUsage only (see next page) key contained in the

certificate may be used for
signature verification,
encryption, etc.

Table 24:KeyUsage Extension Restrictions

Continued on next page
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KeyUsage Extension, continued

KeyUsage an_d The values set in théeyUsage andBasicConstraints extensions shall not conflict.
BasicConstraints Table 25 indicates théeyUsage andBasicConstraints.cA values for each EE or
CA certificate. (For more information @asicConstraints , see page 330.)
SET KeyUsage BasicConstraints.cA Public key may | Public key may
Entity Value Value be used to be used to
Type encrypt: verify:
EE 0 EE message
signatures
EE 2&3 EE keys and data in
the OAEP
envelope
CA 0 EE message
signatures
CA 2&3 EE keys and data in|
the OAEP
envelope
CA 5 CA certificate
signatures
CA 6 EE CRLand BCI
signatures
CA 5&6 CA certificate, CRL,
and BCI
signatures

Table 25:KeyUsage and BasicConstraints Values
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PrivateKeyUsagePeriod Extension

Overview ThePrivateKeyUsagePeriod extension delimits the period of time that the private key
corresponding to the certificate is valid. This extension is used only in signature certificates;
it is not applicable to encryption certificates.

Criticality This extension is non-critical.

Restrictions

Name Format and Value Description
Restrictions

privateKeyUsagePeriod Generalized Time (see | The start date and time of the
.PrivateKeyUsagePeriod pageError! Bookmark | private key’s validity period.
.notBefore not defined)
privateKeyUsagePeriod Generalized Time The end date and time of the
.PrivateKeyUsagePeriod private key’s validity period.
.notAfter

Table 26: PrivateKeyUsagePeriod Extension Restrictions
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CertificatePolicies Extension

Overview

Qualifiers

Root policy
qualifier

TheCertificatePolicies extension contains a list of one or more certificate policies. A
certificate policy is a set of rules defining the use of the certificate in SET. Each certificate
policy is denoted by a globally unique Object Identifier (OID) and may optionally contain
corresponding qualifiers.

Each SET certificate shall contain at least one policy OID, that of the SET Root policy. The
SET Root certificate shall contain this policy OID and this policy shall be inherited by all
subordinate certificates.

SET certificates shall only be used according to the rules specified in the policy.

Qualifiers to the policy may be included in this extension. SET uses qualifiers to provide
pointers to the actual policy statement and to add qualifying policies to the Root policy. SET
defines the following qualifiers:

¢ a Root policy qualifier
¢ additional policies and their qualifiers

The Root policy qualifier contains information related to the location and content of the SET
Root policy:

¢ policyURL

¢ policyEmail

¢ policyDigest

¢ terseStatement

Each of these qualifiers is optional. TpaicyURL andpolicyEmail contain a URL and

an electronic mail address where a copy of the Root policy statement can be obtained. A
hash of the policy may be includedgaolicyDigest and the value may be compared with
the hash of the policy obtained from the URL.

Continued on next page
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CertificatePolicies Extension, continued

Additional

policy
qualifiers

Certificate
generation

Criticality

Restrictions

In addition to the Root policy qualifier, each subordinate CA may add one qualifier to the
Root policy in a subordinate certificate. The additional qualifier identifies a policy statement
for that CA. Like the Root policy, it is indicated by an OID and may be qualified using
policyURL , policyEmail , policyDigest , and/orterseStatement .

The signing CA also indicates its certificate type as a qualifier, so that a subordinate
certificate holder may determine which policy statement corresponds to a given CA.

There may be a maximum of four policy OIDs in a SET end entity certificate, belonging to:

the Root CA,

the Brand CA,

the Geopolitical CA, and

the Cardholder, Merchant, or Payment Gateway CA.

A generated certificate shall inherit all of tlreéevantpolicy information of the CA signing
certificate. The subordinate certificate may omit the policyQualifier poment of the
AdditionalPolicy sequence.

Further, the subordinate certificate may contain an additional policy that is inserted by the
signing CA.

This extension is critical.

Name Format and Value Description
Restrictions
certificatePolicies OBJECT IDENTIFIER | The OID that points to the Rooit
.PolicyInformation policy statement. The policy
.policyldentifier may be obtained from the URL

or electronic mail address
provided in the qualifiers.

certificatePolicies OBJECT IDENTIFIER | Set tad-set-setQualifier
.PolicyQualifierInfo.
.policyQualifierld

certificatePolicies SETQualifier May contain:
-PolicyQualifierinfo. « optional qualifiers to the Root
.qualifier policy

¢ up to three additional optiona|
qualifying policies and their
qualifiers

Table 27:CertificatePolicies Extension Restrictions

Continued on next page
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CertificatePolicies Extension,

continued

Restrictions (continued)

Name

Format and Value
Restrictions

Description

setPolicyQualifier
.additionalPolicies
.policyOID

OBJECT IDENTIFIER

The OID that points to the CA’
policy statement. The policy
may be obtained from the URL
or electronic mail address
provided in the associated
qualifiers.

o

setPolicyQualifier
.additionalPolicies
.policyAddedBy

Certificate Type

Indicates the CA that added the
policy to the generated certificate
and to which the policy
corresponds.

SETQualifier OCTET STRING The hash of the policy statemgnt,
.policyDigest computed using the indicated
digestAlgorithm.
SETQualifier DirectoryString A statement declaring any
.terseStatement disclaimers associated with the
issuing of the certificate.
SETQualifier IA5String URL where a copy of the policy]
.policyURL statement may be found.
SETQualifier IA5String Electronic mail address where a
.policyEmail copy of the policy statement mdy

be found.

Table 27: CertificatePolicies Extension Restrictionsgontinued
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SubjectAltName Extension

Overview The SubjectAltName extension contains one or more alternate Subject Names using any of a
variety of Name forms. This field is optional and is only included if the requesting entity
specifies an alternate name in the request.

Criticality This extension is non-critical.
Restrictions
Name Format and Value Description
Restrictions
subjectAltName Name One or more alternate nameg
.GeneralNames for the Distinguished Name
.GeneralName (DN) in the certificate; the
alternate name may be an
electronic mail address, a URL,
etc.

Table 28: SubjectAltName Extension Restrictions
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BasicConstraints Extension

Overview TheBasicConstraints extension indicates whether the certified subject may act as a CA or
an end entity. If the certified subject may act as a CA, the extension indicates by path length
the number of levels of sub-CAs that the CA may authenticate. This extension shall be used in
validating certificates used to sign other certificates.

Criticality This extension is critical.
Restrictions
Name Format and Value Description
Restrictions
basicConstraints BOOLEAN True for all CAs and
.BasicConstraintsSyntax subordinate CAs; false for endl
.CA entities.
basicConstraints INTEGER Indicates the number of levelg
.BasicConstraintsSyntax of CAs for which this
.pathLenConstraint certificate may sign
certificates. For example, a
zero in this field means that the
CA certificate may only be
used to sign EE certificates.

Table 29:BasicConstraints Extension Restrictions

Usage BasicConstraints.cA shall be set to CA (TRUE) only if tHéeyUsage extension is set to
eitherkeyCertSigror the combinatiokeyCertSigmluscriSign Otherwise (and including all
EE certificates)¢cA shall always be set to FALSE. Note that a CA may own certificates in
which thebasicConstraints.cA is FALSE and may use the keys associated with such
certificates in the manner specified in theyUsage .
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IssuerAltName Extension

Overview ThelssuerAltName extension contains one or more alternate names for the Issuer certificate.
This field is optional and is only included if the issuing CA chooses to set this extension.

Criticality This extension is non-critical.
Restrictions
Name Format and Value Description
Restrictions
issuerAltName Name One or more alternate nameg
.GeneralNames for the Distinguished Name
.GeneralName (DN) in the certificate; the
alternate name may be an
electronic mail address, a URL,
etc.

Table 30:IssuerAltName Extension Restrictions
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Section 3
SET Private Extensions

Overview

Purpose This section defines the following private extensions for SET certificates:

HashedRootKey
CertificateType
MerchantData
CardCertRequired
Tunneling
SETEXxtensions

If a SET application receives a certificate with a non-critical extenbatrit is unable to
recognize, it shaignore the extension. This provision is made so that future versions of SET

can define new certificate extensions.

No brand, vendaror national market is permitted to define new certifieatiensions for use
within SET.
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HashedRootKey Private Extension

Overview

Criticality

Restrictions

TheHashedRootKey private extension is used only in Root certificates and contains the
Thumbprint (hash) of the next Root key. The hash is computed using SHA-1 over the

DER-encodedubjectPublicKeylnfo

HashedRoot := DD[subjectPublicKeylnfo]

ThesubjectPublicKeylnfo

structure as follows:

contains the public-key algorithm identifier and the public key
for the next Root and is used to authenticate the next Root certificate.

This extension is critical.

Name

Format and Value
Restrictions

Description

hashedRootKey

.DigestedData
.digestAlgorithm
.algorithm

OBJECT IDENTIFIER

id-shal

HashedRootKey

.DigestedData
.digestAlgorithm
.parameters

Set to NULL.

hashedRootKey

.DigestedData
.contentinfo
.contentType

OBJECT IDENTIFIER

Set tal-set-rootKeyThumb

hashedRootKey

.DigestedData
.contentinfo
.content

Omitted.

hashedRootKey
.DigestedData
.digest

OCTET STRING

The hash of the DER-encodg
subjectPublicKeylnfo.

Table 31:HashedRootKey Private Extension Restrictions
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CertificateType Private Extension

Overview TheCertificateType private extension is used to identify the entity in the SET CA hierarchy.
It is independent of theA indicator in theBasicConstraints extension which indicates
whether the certificate may be used to verify certificate signatures.

This extension is included in every SET certificate.

Single For the following end entity or CA types, a certificate can have only one type:
certificate type

Cardholder

Merchant

Payment Gateway

Geopolitical Certificate Authority
Brand Certificate Authority

Root Certificate Authority

Mul;i_ple For the following CA types, multiple certificate types are possible. For example, a CA may be
certificate types  both a Cardholder Certificate Authority and a Merchant Certificate Authority.

o Cardholder Certificate Authority
o Merchant Certificate Authority
o Payment Certificate Authority

Criticality This extension is critical.
Restrictions
Name Format and Value Description
Restrictions
certificateType One value of 0 - 9 or any | Specifies what type of entity
.Certificate TypeSyntax grouping of values 3, 4, will be using the certificate.
and 5 This field is based on the typ¢g
of certificate request received

Table 32: CertificateType Private Extension Restrictions

Draft Version 1.0.1



Book 2: Programmer’s Guide SET Secure Electronic Transaction Specification
Page 332 as of December 16, 1998

MerchantData Private Extension

Overview TheMerchantData private extension contains all of the data needed by the Payment Gateway
about the merchant. This data is obtained from the merchant in the certificate request
processing (in the registration form).

_I\/Ierch:?\nt data The merchant’'s name and address may be repeated in multiple languages in this extension. If
in multiple multiple names are included, they shall be placed in the order of the certificate holder’s
languages language preference. The following set of fields may be included in multiple languages:

Merchant name
City
State/province
Postal code
Country

Criticality This extension is non-critical.

Continued on next page
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MerchantData Private Extension, continued

Restrictions
Name Format and Value Description
Restrictions
merID Character string; required  The merchant identification assigned
by the Acquirer
merAcquirerBIN Numeric string; required | The BIN used for settlement of the
merchant’s transactions with the
Acquirer
* |merNameSeq Character string; optional| RFC 1766 definition of language
language
* | merNameSeq Character string; required  The name by which the merchant is
.name known to its customers
* |merNameSeq Character string; required The name of the city where the
.City merchant is located
* | merNameSeq Character string; optionall  The state or province where the
.StateProvince merchant is located
* |merNameSeq Character string; optional| The postal code for the merchant’'s
.postalCode location
* |merNameSeq Character string; required  The name of the country
.countryName (corresponds to merCountry)
merCountry INTEGER The 1SO-3166 numeric country code

for the location of the merchant

merAuthFlag BOOLEAN: Some Acquirers allow certain
FALSE: not authorized Merchants to receive additional
cardholder payment information to
accommodate non-SET business
processing of transactions.

to receive Cardholder
information

TRUE: authorized to
receive Cardholder
information

* The flagged items may appear more than once to carry information about the merchant in multiple character sets
or translated into multiple languages.

Table 33: MerchantData Private Extension Restrictions
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CardCertRequired Private Extension

Overview The CardCertRequired private extension indicates whether the Payment Gateway supports
exchanges with Cardholders that do not have a certificate.

Criticality This extension is non-critical.
Restrictions
Name Format and Value Description
Restrictions
cardCertRequired BOOLEAN Indicates whether a
Cardholder certificate is
required by the brand

Table 34:CardCertRequired Private Extension Restrictions
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Tunneling Private Extension

Overview TheTunneling private extension indicates whether the CA or the Payment Gateway supports
the tunneling of encrypted messages to the Cardholder. If tunneling is supported, the extension
indicates a list of symmetric encryption algorithms supported by the Payment Gateway or the
CA. The listis in order of the CA’s or Payment Gateway’s algorithm preference.

Criticality This extension is non-critical.
Restrictions
Name Format and Value Description
Restrictions
tunneling BOOLEAN Indicates whether tunneling
.tunneling is supported by the CA or
Payment Gateway.
tunneling OBJECT IDENTIFIER Contains a list (ordered by
.tunnelAlgIDs preference) of symmetric
encryption algorithm
identifiers supported by the
CA or Payment Gateway.

Table 35: Tunneling Private Extension Restrictions
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SETExtensions Private Extension

Overview The SETExtensions private extension lists the SET message extensions for payment
instructions supported by the Payment Gateway. The Cardholder checks the Payment Gateway
certificate prior to including critical message extensions in the Payment Instruction. Message
extensions are indicated by Object Identifidiisis extensioroccurs in the Payment Gateway

key encryption ceificate only and isrequired, even if empty

Criticality This extension is non-critical.
Restrictions
Name Format and Value Description
Restrictions
setExtensions SEQUENCE OF OBJECT | List of Object Identifiers
.SETExtensionsSyntax IDENTIFIER pointing to the message
extensions supported by the
Payment Gateway.

Table 36: SETExtensions Private Extension Restrictions

Populating for To populateSETExtensions for a Payment Gatewangrtificate the PCA can include a

a Payment field with the following characteristics on thegistration form:
Gateway . ! . . .
certificate RegField.fieldld = { id-set-field data(13) setExtensions(0) }

RegField.fieldName = "any arbitrary name"
RegField.fieldDesc = "any arbitrary description"
RegField.fieldLen = 1024 -- a suitably large integer
RegField.fieldRequired = FALSE
RegField.fieldInvisible = TRUE

If the payment gateway supports any(Paymein Instruction)extensions, it will populate the
certificate request as follows:

RegFormitems.fieldName = "any arbitrary name" -- matches request
RegFormitems.fieldValue.octetString = SETExtensionsSyntax

Note: The data is a SEQUENCE OF OBJECT IDENTIFIER inside of an OGIHRING.
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Section 4
Certificate Profiles

Certificate Types

Summary

Combining
entities

Combining
KeyUsage
functions

Table 37 lists all certificates needed in SET and the entities that require them.

Entity Message Key Encryption Certificate CRL
Signing Signing Signing

Cardholder X

Merchant

Payment Gateway

Cardholder Certificate Authority

Merchant Certificate Authority

X | X[ X]X[X

Payment Certificate Authority

X | X[ X]X[X

Geopolitical Certificate Authority

Brand Certificate Authority

X | X[ X]X|[X]X
X | X[ XX

Root Certificate Authority

Table 37: Certificate Types

The CCA, MCA, and PCA do not necessarily require three distinct certificates if they are
integrated functions. A single signature certificate could contain two or three different
certificate types.

The various CAs do not necessarily need a different certificate for signing certificates and for
signing CRLs. Th&eyUsage field may contain:

¢ bothkeyCertSigrandcrlSign or
¢ bothkeyEnciphermerdanddataEncipherment

No other functionshalleanbe combined into one certificate.
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End Entity Certificate Extensions

Cardholder Merchant Payment Gateway
Certificate Certificate Certificate
X.509 Extension signature signature eﬁ?rlil?)?i?n signature eﬁ?&%?ifn
AuthorityKeyldentifier X X X X X
KeyUsage X X X X X
PrivateKeyUsagePeriod X X X
CertificatePolicies X X X X X
SubjectAltName o) @) 0 0 0
BasicConstraints X X X X X
IssuerAltName ) ) 0 0 0
Private Extension
HashedRootKey
CertificateType X X X X X
MerchantData X X
CardCertRequired
Tunneling
SETExtensions
X = Required
O = Optional

Table 38: End Entity Certificate Extensions
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CA Certificate Extensions

CA certificate
extensions

Several tables summarize the permissible and required extensions for various CA certificates.

Table 39
Table 40 on page 343
Table 41 on page 344

* Root, Brand, and Geopolitical CAs
o Payment Gateway CAs
e Merchant and Cardholder CAs

Root CA Brand CA GeopoliticalCA
. Certificate, Certificate, Message Certificate CRL and BCI
X.509 Extension CRL, and BCI| CRL, and BCI Signing Signing Signing
Signing Signing

AuthorityKeyldentifier X X X X
KeyUsage X X X X X
PrivateKeyUsagePeridd X X X X X
CertificatePolicies X X X X X
SubjectAltName (0] o O @] 0
BasicConstraints X X X X X
IssuerAltName 0] (0] (0] (@] 0

Private Extension
HashedRootKey
CertificateType X X X X X
MerchantData
CardCertRequired
Tunneling
SETExtensions

X = Required
O = Optional

Table 39: CA Certificate Extensions, Part |

Continued on next page
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CA Certificate Extensions, continued

Payment Gateway CA
Message Signing Key Encryptiory Certificate CRL and BCI

X.509 Extension Signing Signing
AuthorityKeyldentifier X X
KeyUsage X X X X
PrivateKeyUsagePeridd X X X
CertificatePolicies X X X X
SubjectAltName 0] (@] 0] 0
BasicConstraints X X X X
IssuerAltName 0] (@] 0 0

Private Extension
HashedRootKey
CertificateType X X X X
MerchantData
CardCertRequired
Tunneling
SETExtensions
X = Required
O = Optional

Table 40: CA Certificate Extensions, Part Il

Continued on next page
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CA Certificate Extensions, continued

Merchant CA Cardholder CA
Message Key Certificate| Message Key Certificate
X.509 Extension Signing | Encryption| Signing Signing | Encryption| Signing
AuthorityKeyldentifier X X X X X X
KeyUsage X X X X X X
PrivateKeyUsagePeriqd X X X X
CertificatePolicies X X X X X X
SubjectAltName @) @) ] ] 0 0
BasicConstraints X X X X X X
IssuerAltName ) @) ) ] 0 0
Private Extension
HashedRootKey
CertificateType X X X X X X
MerchantData
CardCertRequired
Tunneling X
SETExtensions
X = Required
O = Optional

Table 41: CA Certificate Extensions, Part Ill
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Chapter 5
Certificate Revocation List and Brand CRL Identifier

Overview

Introduction This chapter describes the use of the Certificate Revocation List (CRL) and the
Brand CRL Identifier (BCI) in SET.

The CRL is a mechanism defined by X.509 for publicizing and distributing lists of revoked,
unexpired certificates. Each CA (except the MCA and C&)lwil-maintain a CRLas
specified by brand rulell CAs shallwil-distribute CRLSs.

The BCl is defined by SET and contains a list of all the current CRLs within a given brand.
Whenever a CA issues a new CRL, the associated BCI is updated. The BCI is distributed in all
response messages.

Possession of the BCI and the CRLs it identifies ensures that an end entity is screening
certificates against the latest revocation information.

Organization Chapter 5 includes the following topics:

Section Topic Contents Page
1 X.509 CRL Data Definitiond Defines the data contained in X.509 CHLs. 346

2 CRL Extensions Defines the use and content of the CRL| 349
extensions.

3 Brand CRL Identifier Explains the concept and use of BCls. 350
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Section 1
X.509 CRL Data Definitions

Overview

CA . A CA is responsible for revoking compromised certificates that it generated and signed. The
responsibilities CA shallwili-place the serial numbers of compromised certificates on its CRL. The CA is|
identified within the CRL by its Distinguished Name, and the CRL is signed by the CA.

Error! Reference source not found.on pageError! Bookmark not defined. lists the CAs
which are responsible for maintaining and distributing CRLs in SET.

Organization This section discusses:

¢ CRL Contents
¢ CRL Maintenance and Distribution
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CRL Contents

Restrictions
Name Format and Value Description
Restrictions

CRL INTEGER Indicates the CRL version.

.version Always set to2 1

CRL OBJECT IDENTIFIER | Defines the algorithm used to sign

.Signature the CRL.

Algorithmldentifier

CRL Name Contains the Subject

.issuer Distinguished Name (DN) of the
CA that issued the revoked
certificate.

CRL UTCTime (see page Specifies when the CRL was

.thisUpdate Error! Bookmark not generated.

defined)

CRL UTCTime Specifies when the CRL expires|.

.nextUpdate A new CRL may be generated
before the previous one expires,|if
the list of revoked certificates
changes.

CRL INTEGER The serial numbers of the revoked

.revokedCertificates certificates.

.CertificateSerialNumber

CRL UTCTime The date of revocation.

.revokedCertificates

.revocationDate

CRL Extensions Not used in SET.

.revokedCertificates

.Extensions

CRL Extensions Two extensions are supported in

.Extensions this field: CRLNumber and
AuthorityKeyldentifier . (See
page 349.)

Table 42: X.509 CRL Data Definitions
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CRL Maintenance and Distribution

CRL update A new CRLis-may becreated whenever a certificate is revoked iemdt be created when
the current CRL expirethe-list-shat-be-updateWhen the new CRL is created, any
certificates on the list that have expired may be removed. The updated CRL will contain the
complete list of all unexpired, revoked certificates that the CA issued.

C_RL_ _ CRLs are distributed to CAcluding the Brand CAand Payment Gateways using the |
distribution distribution message discussed on page 361.

CRLs are distributed to Cardholders and Merchants within the CRL field of the PKCS #7
SignedDataAn entity in the SET protocol shows the CRLs it holds by putting the

Thumbprints in the first request message. The recipient checks the Thumbprints and includes
any missing CRLs in its response message.
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Section 2
CRL Extensions

CRL extensions  The following extensions are required in each CRL for each CA in the SET hierarchy:

X.509 Extension Certificate Authority
PCA Geopolitical | Brand CA Root CA
CA
CRLNumber X X
AuthorityKeyldentifier X X X X

Table 43: Required CRL Extensions

AuthorityKeyldentifier TheAuthorityKeyldentifier  extension is used the same way for CRLs as for
certificates. See page 322.

CRLNumber The CRLNumber extension contains a single integer value. The CA signing the CRL is
required to increment the CRL number each time a new CRL is issued. This extension is
non-critical.

CRLNumber

restrictions

Name Format and Value Description
Restrictions
cRLNumber INTEGER As defined above.

Table 44:CRLNumber CRL Extension Restrictions
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Section 3
Brand CRL Identifier

Overview
Overview The Brand CRL Identifier (BCI) is a structure defined by SET to identify all current CRLs for
a given brand.
Each Brand CA maintains a single BCI, which contains a list of CRL numbers. The BCl is
distributed in all response messages. An entity receiving the BCI shall verify that it holds all of
the CRLs on the list.
The BCI is updated every time a CA within the brand’s hierarchy updates a CRL.
Organization This section includes the following topics:

¢ BCI Definition
o BCI Distribution and Usage
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BCI Definition

Restrictions

Name

Format and Value
Restrictions

Description

BrandCRLIdentifier INTEGER Indicates the BCI version.

.version Always2 0.

BrandCRLIdentifier INTEGER Increasing sequence number. The

.sequenceNum higher the sequence number, the
more recent the BCI.

BrandCRLIdentifier Name The name of the brand that is

.brandID

issuing the BCI.

BrandCRLIdentifier
.notBefore

Generalized Time (see
pageError! Bookmark
not defined)

Specifies when the BCI becomes

valid.

b

BrandCRLIdentifier
.notAfter

Generalized Time

Specifies when the BCI expires.

BrandCRLIdentifier Name The Issuer Distinguished Name
.crlidentifierSeq (DN) of a CRL that needs to be
.issuerName used in signature validations. The

following entities may appear:

e Root CA

e Brand CA

e Geopolitical CA

e Payment Gateway CA
BrandCRLIdentifier INTEGER The value of thERLNumber
.crlidentifierSeq extension of the CRL.
.criNumber
BrandCRLIdentifier Extensions The only extension used in the
.Extensions BCI is AuthorityKeyldentifier

which includes the Issu&N and
serial number of the Brand CA

certificate that was used to sign
this BCI.

The same restrictions are applie
as inits use in CRLs and

certificates. See page 322.

Table 45:BrandCRLIdentifier Restrictions

Continued on next page
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BCI Definition, continued

Restrictions (continued)

Name Format and Value Description
Restrictions
AlgorithmlIdentifier OBJECT IDENTIFIER
.algorithm
Algorithmidentifier NULL
.parameters

Table 45: BrandCRLIdentifier Restrictions, continued

Signature The BCl is signhed by the Brand CA using the private key corresponding to the CRL signature
certificate.

Appropriate See"Empty CRL” on page311for information about when to list a CRL with no entries.

contents
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BCI Distribution and Usage

BCI distribution
to Cardholders
and Merchants

BCI distribution
to CAs and
Payment
Gateways

BCI updates

When to
process BCls

BCls are distributed to Cardholders and Merchants within response messages. An entity in
the SET protocol indicates which BCI it is holding by putting its Thumbprint in a request
message. The recipient compares the Thumbprint to that of the latest BCI. If the requesting
entity is not holding the latest BCI, the responder includes the new BCl in its response
message.

BCls are retrieved by CAs and Payment Gateways from the brand designated CA via a
distribution message as specified starting on page 366.

BCls are generated on a scheduled interval that will be set by the brand’s policy.

The processing of a BCl-specified CRL is only required when the certificate path goes
through one of the entries in the BCI.
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Chapter 6
CA to CA Messages
Overview
Organization This chapter addresses the following topics:
Section Topic Contents Page
1 CA to CA Certificate Defines the protocol used by CAs to 355

Requests and Responses | request certificates from a superior CA
and for the superior CA to send
generated certificates to a subordinate
CA.

2 CRL Distribution Describes the mechanism for the CA {o 361
reliably deliver the CRL to the brand’s
designated CA.

3 BCI Retrieval Describes the creation and processing 0866
the BCIDistribution message.
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Section 1
CA to CA Certificate Requests and Responses

Introduction

Overview This section defines the protocol used by CAs to request certificates from a superior CA and
for the superior CA to send generated certificates to a subordinate CA. A PKCS #10
CertificationRequess used to submit a certificate request. After a certificate is generated by
the CA, it is returned to the subordinate CA in a PKCSighedDatanessage.

CA certificate The security required for the issuance of CA certificates may dictate the use of a combination

Issuance of hardware tokens and electronic media for certificate issuance, and is outside the scope of
SET.

CA certificate The protocol for CA certificate renewal is identical to that used for initial issuance.

renewal

Organization This section includes the following topics:
¢ Subordinate CA Generat€ertificationRequest
¢ Superior CA Process&ertificationRequest
o Superior CA GeneratéSertificationResponse
¢ Subordinate CA Process€egrtificationResponse
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Subordinate CA Generates CertificationRequest

Create CertificationRequest

Step Action
1 ConstructiRS/ASubjecPublicKey(see" Subject Public Keyyon page314):
modulus the modulis shared by the public and private keys
publicExponent the public exponent of the key pair
Encode the result of Step 1 as a BIT STRING.
ConstructSubjectPublicKeyinfo
algorithm id-rsaEncryption
subjectPublicKey the result of Step 2
4 ConstrucCertificationRequestinfo
version 0
subject the subject Name as described in “Certificate
Name Format” on page 315
subjectPublicKeyInfd the result of Step 3
attributes up tofive attributesfrom Table 47 that will appeal
in the certificate
5 Sign the results of Step 4 using the private key corresponding to the result of

Step 1Note:Generating a signature with an encrypti@y is possible because
RSA is the only supported algorithm.

6 Verify the result of Step 5. (The validation method is at the discretion of the
application developer.) If the verificati fails, abort processing.

Note: In a fully debugged system, this is an indication that the signature gengrption
process is under attack to try to determine the private key.

7 ConstructSIGNED

toBeSigned the result of Step 4
algorithm id-rsaEncryption
signature the result of Step 5

Store the result of Step 4 in the message database.

Pass the result of Step 7 to the transport mechabispending on the transgio
mechanism, the message may be wrapped (for example, with a MIME or HTTP
header)Transport of theCertificationRequesirom the subordinate CA to the
superior CA shall be coordinated out-of-band.

Continued on next page
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Subordinate CA Generates CertificationRequest,

Restrictions

Attributes

continued

Table 46defines the format and value restrictions for each fietten
CertificationRequest message.

Format and Value

Name AT Description
Restrictions
version INTEGER Indicates the version of the
CertificationRequest Always set to
0.
subject Name (see pad#l5) Contains the subject Distinguishe|

Name of the entity that owns the
key.

o

subjectPublicKeyInfo

.algorithm
Algorithmldentifier

OBJECT IDENTIFIER

Specifies which algorithms can bg

used with this key. In a SET
certificate,id-rsaEncryptionis the
only permissible value.

subjectPblicKeylnfo
.SsubjectPublicKey

BIT STRING

Contains the public key provided
in the CertificationRequest

attributes Up to five attributes fronTable 47
that will appear in the certificate
Table 46: CertificationRequest Data Definitions
Geopolitical
CA
. Message | Certificate Key CRLand Certificate,
SET Attribute Signing Signing | Encryption BCI CRL, and BCI
Signing signing
KeyUsage X X X X X
PrivateKeyUsagePeriod X X X X
SubjectAltName 0] o) 0] (0] (@]
CertificateType X X X X X
Tunneling X
AdditionatPoticy— o © © <] o
X = Required
O = Optional

Table 47: Required CertificationRequest Attributes

Draft Version 1.0.1



SET Secure Electronic Transaction Specification Book 2: Programmer’s Guide
as of December 16, 1998 Page 355

Superior CA Processes CertificationRequest ‘

Process
CertificationRequest

Step Action
1 Receive SIGNED CertificationRequestinfoom the transport mechanism.

2 Verify the signature using the public key identified in
CertificationRequestinfo.subjectPublicKeylnfiothe signature verification fails,
stop processing the request.

3 Validate the following contents @fertificationRequestinfo

version 0

subject complies with the “Certificate Name Format”
specified on page 315

subjectPublicKeyInfd algorithm id-rsaEncryption

attributes as required for the certificate type and key usag
attributes according to Table 47 on page 357

(1]

Note: the certificate typmust be determined
out-of-band to SET.

If the validation fails, stop processing the request.

4 Verify the authenticity of the request using the brand-specified procedure. If the
verification fails, stop processing the request.

5 Invoke* CreateCertificationResponse " on page359.

Validation If errors are encountered during the validation process, the certificate shall not be generated
errors and the failure shall be communicated out-of-band.
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Superior CA Generates CertificationResponse

Create
CertificationResponse

Step Action

1 If validation is successful, generate the certificate using the attributes includef in
the request.

2 ConstrucSignedData

sdVersion 2
contentinfo contentType data
certificates the result of Step 1 plus any certificates the
recipient will need to authenticate it
crls CRLs that the recipient will require to process the
message
3 Pass the result of Step 2 to the transport mechaBispending on the transport

mechanism, the message may be wrapped (for example, with a MIME or HTTP
header)Transport of the message from the superior CA to the subordinate CA
shall be coordinated out-of-band.
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Subordinate CA Processes CertificationResponse

Process
CertificationResponse
Step Action
1 Receive as input:
| msg | an instance ofignedData |
2 Validate the following contents @fsg:
| sdVersion | 2 |
If errors are encountered during the validation process, in\@keateError
Message on pageError! Bookmark not defined. with the following input based
on the field that failed:
| errorCode | sdVersion decodingFailure |

3 Retrieve the corresponding instanceCeftificationRequestinférom the message
database.

4 Locate a certificate imsgq .certificates with a public key that matches
CertificationRequestinfo.subjectPublicKeylnfionot found, invoke' CreateError
Message on pageError! Bookmark not defined. with the following input:

| errorCode | missingCertificate CRLorBClI |

5 Invoke“Verify Certificaté’ on pageError! Bookmark not defined. with the

following input
| cert | the result of Step 4 |
6 Store the received certificate.
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Section 2
CRL Distribution

CRL Distribution

Overview This section describes the mechanism for the CA to reliably deliver the CRL to the brand’s
designated CA.

CRL updates Whenever the Root CA updates its CRL, it shall distribute the CRL to each of the Brand
CAs. Whenever a subordinate CA updates its CRL, it shall distribute the CRL to the Brand
CA, which shall transmit it to the brand’s designated CA for BCI distribution. The Brand CA
shall provide an agreed transport mechanism through which the related CAs can send CRL
update messages.

Organization This section includes the following topics:

CA Generate€RLNotification
CA Processe€RLNotification
CA Generate€RLNotificationRes
CA Processe€RLNotificationRes
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CA Generates CRLNotification

Create
CRLNotification

Step

Action

1 Receive as input:

crl

an instance o€RL

Compute the SHA-1 hash ofl .toBeSigned (theEncodedCRL

ConstructCRLNotificationTBS

date

current date

crlThumbprint the result of Step 2

4 Invoke “Compos&ignedData (S)'bn pageError! Bookmark not defined. with
the following input:

S

the notifying CA'’s digital signature certificate

t

result of Step 1

type

id-set-content-CRLNotificationTBS

certs

all of the certificates necessary to verify all of the
CRLs

crls

crl

5 StoreCRLNotificationTBSthe result of Step 3, for use in processing
CRLNotificationRes

6 Pass the result of Step 4 to the transport mechanism for transmission to the &

designated CADepending on the transport mechanism, the message may be

wrapped (for example, with a MIME or HTTP headfif)e transport of the
CRLNotificationis outside of the scope of SET.

CRLNOatification
data

CRLNGatification

S(CA, CRLNotificationTBS)

CRLNGatificationTBS

[ Date, CRLThumbprint }

Date

The date on which the message is generated.

CRLThumbprint

Thumbprint for the CRL included in the CRLs portion of the

SignedData.

Table 48: CRLNotification Data
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BCA Processes CRLNotification

Process
CRLNotification

Step Action
1 Receive as input:
msg an instance ofignedData
2 Invoke“Verify SignedData (S)on pageError! Bookmark not defined. with the
following input:
d msg
type id-setcontentCRLNotificationTBS
Designate the value é¢freturned aseq.
3 Validate the following contents ¢&q:
date later than the date of any previous CRL received
from this CA
If errors are encountered during the validation process, invoke “(Eeaate
Message” on pageérror! Bookmark not defined. with the following input:
errorCode | messageTooOld |
4 Search the trusted certificate cache for a certificate whose Thumbprint match
req.cRLThumbprint . If found, continue with Step 6. Otherwise, search the
untrusted certificate cache for it. If not found, invoke “Crdate®r Message” on
pageError! Bookmark not defined. with the following input:
| errorCode | missingCertificate CRLorBCI |
5 Invoke“Verify CRL” on pageError! Bookmark not defined. with the following
input:
| newCrl | the result of Step 4 |
6 Store the CRL identified in Step 4 for inclusion with a subsequent
BCIDistribution message.
7 Invoke*“ CreateCRLNotificationReson page364 with the following input:

msg req |
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BCA Generates CRLNotificationRes ‘

Create
CRLNotificationRes
Step Action
1 Receive as input: |
msg an instance o€ RLNotificationTBS | |
2 ConstrucCRLNotificationResTBS
date msg .date
criThumbprint msg. crlThumbprint
3 Invoke “Composé&ignedData (S)'bn pageError! Bookmark not defined. with
the following input:
s the notifying CA'’s digital signature certificate
t the result of Step 2
type id-set-content-CRLNotificationResTBS
4 Pass the result of Step 3 to the transport mechanism for transmission to the
notifying CA. Depending on the transport mechanism, the message may be
wrapped (for example, with a MIME or HTTP head€fhe transport of the
CRLNotificationRess outside of the scope of SET.
CRLNotificationRes
data
CRLNotificationRes S5(CA, CRLNotificationResTBS)
CRLNotificationResTBS Date, CRLThumbprint }
Date Copied from theCRLNotification message.
CRLThumbprint Thumbprint for the CRL copied from the
CRLNotification message

Table

49: CRLNotificationRes Data
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CA Processes CRLNotificationRes

Process
CRLNotificationRes
Step Action
1 Receive as input:
msg an instance obignedData
2 Invoke“Verify SignedData (S)on pageError! Bookmark not defined. with the
following input:
d msg
type id-setcontentCRLNotificationResTBS
Designate the value éfreturned ages.
3 Retrieve the correspondifZRLNotificationTB&nd designate it a&q. Validate
the following contents ofes:
date req.date
crlThumbprint req.crlThumbprint
If errors are encountered during the validation process, repost the CRiewn a |
CRLNOotificationand invoke “Creat&rror Message” on padeérror! Bookmark
not defined. with the following input based on the field that failed:
errorCode date requestResponseMismatch |
criThumbprint thumbsMismatch |
4 Repost the CRL in aewCRLNotification |
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Section 3
BCI Retrieval
Overview
BCI host Each SET brand shall maintain an up-to-date version of the BCI and all CRLs referenced by

BCI recipients

the BCI in aBClIDistribution messagerhe BCA may perform thisuhction itself or may
designate a GCA or PCA to manage the BCI.

The brand’s designated CA shall generate a R€WDistribution message daily and shall
provide one or more mechanisms wherebyBldDistribution message can be
downloaded by the supported CAs and the Payment Gateways.

Note: While the distribution message is generated daily, the BCI is usually generated on a
less frequent basis.

Each CA and Payment Gateway shall retrieveB@iDistribution messagef each brand |
daily and shall include the up-to-date BCls and the associated CRLs in their response
messages.
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CA Generates BCIDistribution Message

Create
BCIDistribution

Step Action
1 ConstrucBCIDistributionTBS

date current date
brandCRLIdentifier the current BrandCRLIdentifier

2 Invoke “Composé&ignedData (S)'bn pageError! Bookmark not defined. with
the following input:

s the CA’s digital signature certificate
t the result of Step 1
type id-set-content-BCIDistributionTBS
certs all of the certificates necessary to verify all of the
CRLs
crls all of the CRLs listed on the BCI
3 Encode the result of Step 2 in a form suitable for the agreed transport mechanism.

Depending on the transport mechanism, the message may be wrapped (for
example, with a MIME or HTTP header).

4 Post the result of Step 3 so that it is available for download by the CAs and
Payment Gateways.

BCIDistribution

contents
BCIDistribution S5(CA, BCIDistributionTBS)
BCIDistributionTBS { Date, BrandCRLIdentifier }
Date The date on which the message is generated.
BrandCRLIdentifier List of current CRLs for all CAs under the Brand CA, the
Brand CA itself and the Root CA.. Signed by the brand’s
designated CA.

Table 50: BCIDistribution Message
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CA or Payment Gateway Processes BCIDistribution Message

Process
BCIDistribution

Step Action
1 Receive as input:
msg an instance obignedData |
2 Invoke"Verify SignedData (S)on pageError! Bookmark not defined. with the
following input:
d msg
type id-setcontentBCIDistributionTBS
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