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Part |
System Design Considerations
Overview
Introduction Part | summarizes system design considerations to be used in developing SET toolkits and
applications. It provides background information and introduces the salient features and
notation that will be used in subsequent partSBT Book 2: Programmer’s Guide
Organization The following chapters are included:
Chapter Title Contents Page

1 Introduction Provides background information 6
and an overview of payment
processing.

2 System Architecture Provides an overview of the system 37
architecture.

3 Technical Requirements Summarizes other design 52
considerations that affect the overall
technical requirements for SET.

4 System Concepts Summarizes other important systeng4
concepts pertinent to understanding
the architecture of SET.

5 Processing Provides a high-level overview of | 108
the step-by-step processing of
common cryptographic treatments,
as well as other common processing
used by the payment and certificate
management protocol descriptions
in this Programmer’s Guide.

Continued on next page
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Overview, continued

Definitive The SET protocol is described SETBook 2 Programmer’s GuidendSET Bool3:

source for Formal Protocol Definition Because of the length of the documentation, it iS possible that

information conflicts occur between the two books. In the event of conflicts, the follogringtized list
should be used to determine which source is to be considered definitive (with items
appearing first in the list being more definitive that items appearing later in the list):

Technical Bulletins published by SETCo
Book 3 Part II: ASN.1 Code

Book 3 Part I: Formal Protocol Definition

Book 2 Part |: System Design Considerations
Book 2 Part |lI: Certificate Management

Book 2 Part lll: Payment System

Book 2 Appendices A, C,E,F, G, H,J, K, L, M, R
Book 2 Appendices T, U, V

Book 2 Appendices BD, N, P, S
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Scope and audience

Scope

Audience

This book is intended for readers who will be develosieffware-for-cardholderand

these-systemapplicationdghatsupport electronic payment using the SET protocol as
described in this specificatipthis includes Cardholder, Merchant, Payment Gateway
Acquirer, Issuer, and Certificate Authority software

The processing steps in this book are requirements for these applications. Any additional

n
amen peeific-to-the-Payment Gatgway

ormed by

processing performed by these applications, including processing related to SET messages, is

outside the scope of this specification.

Specifically, the specification does not address:
e order management processing performed by merchants,

« the interface between the Payment Gateway and the existing financial system,

e the mechanism for processing certificate requests, which depends on payment card bijand

and financial institutiompolicy.

It is assumed that the reader:

« will be developingapplicationghatsupport electronic payment using the SET protasol
listed above;

¢ is familiar with the business requirements define8HT Book 1: Business Description
and

* possesses a general understanding of cryptography and networking protocols.
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Brand and Acquirer requirements

Brand-specific
requirements

Acquirer-
specific
requirements

Requirenents that have been published by payment card brands can be found at
http://www.seto.org/[branchame] Among therequirement$o be specified by the brands are

the following:
e mapping of SET data elements to the brand’s message $rmat

¢ brand-specific rules for presence of optional figlds

o Certificate Authority (CA)functions including

» whether to use Geopolitical CAs (GCAs)hich allow brand policies to vary from one
region to another as deemed necessary

« rules for generatip Certificate Revocation List&€CRLS) including frequencyalidity
periods and the conditions under which an empty CRL may be required

« interval for generatin@rand CRL Identifier (BCE)

o whether a GCA or Payment Gateway CA (PCA) will handle CRLEBM®Hdistribution
on behalf of the Brand CA (BCA);

¢ brand policies for issuance of certificatasluding:

o whether a Cardholder certificate is required;

» verification requirements for certificate request data

» for renewals, whether identification and authentication may be based on tHdhese o
previous certificate

o certificate contents:

» bothbrand nameandproductin BrandID;
» choices available for Descriptive Nanand
e restrictions orvalidity periods

o content and aging requirements @ardholder, Merchant, and Payment Gateway
transaction logs

» when a party has a right to deny participation in a SET transaction
» requirements for use of hardware tokens

Acquirers have specific requirements for Merchants interfacing with taginentGateway.
These requir@ents may be changed or expanded to accommodateliS&ihe
responsibility of theMerchantto determine what these requirements are.

Draft Version 1.0.1
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Terminology
Terminology Throughout this document:
SET application Describes any software that supports electronic payment using the SET
protocol. This includes Cardholder, Merchant, Payment Gateway,
Acquirer, Issuer, and Certificate Authority software.
payment card Refers to any of the following: credit card, debit card, charge card| and
bank card.
shall Indicates a requirement that is imposed by SET (see also “Processing
steps” below).
will Indicateseithera-goal-eran-implicitrequirementthatistmposed
something you can depend on tha¢xsernal to SET.
should Indicates a recommended course of action
must Indicates a requirement that is imposed external to SET, such as by
export requirements.
validate In processing steps, mednsompare the valugbat followto ensure
that they match
end entity CardholderMerchant, or Payment Gateway
input The first step of mosSET processing sequencdeascribed in this book
lists theinput to the processing sequence. With rare exceptions, the
DER-encodedepresentation of the data is intendEldat is, the
processing sequences will not remind you to ¥ARode the data.
Table 1: Terminology
Processing In processing steps, “shall” is normally implicit. That is, unless otherwise indicated, an
steps instruction such as “verify x” is equivalent to “the application shall verify x.”

The sequence of processing steps may be varied as long as the results are fhefsame.
event thamore than onerror condition apfiesto a givemrmessaggthe Error message
generated mageport any one of the errqorat the discretion of the application
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Chapter 1
Introduction
Overview
Introduction Chapter 1 provides background information and an overview of payment processing.
Organization Chapter 1 includes the following sections:
Section Title Contents Page
1 Background Provides background information 7
with emphasis on the scope of SET.
2 EnvirenmentProcessing Describes the environment for 12
Overview processing payment card transactions
using SET.
3 Business Flows Provides a high-level description off, 16
typical business flows relevant to
SET.
4 Capture Processing Provides an overview of capture 29
processing, including batch
processing.
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Section 1
Background
Overview
Scope The scope oSE Tthis-deeumenis limited to the payment process and the security service$

necessary to support the payment aspects of the electronic shopping experience. To provide
these services, SET defines not only the electronic payment protocol, but also the certificate
management process.

SET entities The SET system is composed of a collection of entities involved in electronic commerce.
These entities are listed in Table 2.

Entity SET definition

Cardholder An authorized user of a payment card supported by an Issuer,
and registered to perform electronic commeadso,the
softwarethatprocesses SET transactions for a cardholder.

Merchant A party that provides goods, services, and/or information,

accepts payment for them electronically, and may provide
selling services and/or electronic delivery of items such as
information_also,the softwardhatprocesesSET transactions
for a merchant.

Issuer A financial institution that supports issuing payment card
products to individuals.

Acquirer A financial institution that supports merchants by providing
service for processing payment card transactions.

Payment Gateway A system that provides electronic commerce services to
merchants in support of an Acquirer, and interfaces with the
Acquirer to support the authorization and capture of
transactions.

Brand A franchiser of payment systems and/or instruments.

Certificate Authority (CA) | An agent of one or more payment card brands that provideg for
the creation and distribution of electronic certificates for
cardholders, merchants, and Payment Gateways.

Payment card brand’s The existing private network operated by a payment card brand
financial network that links Acquirers and Issuers.

Table 2: SET Entities

The responsibilities of these entities (other than Brands) are further described in
“Architecture” on page 38.

Continued on next page
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Overview, continued

End entities Three of the entities Cardholder, Merchant, and Payment Gatewaye designated as end
entities, sometimes abbreviated EE.

Entity Figure 1 depicts the interaction of the SET entities via SET messages.
interaction
Certificate Authority
‘ Prerequstetzrtfcatlon ‘
Cardholder Merchant Payment
Gateway

Figure 1: Entity Interaction via SET Messages
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Electronic Shopping
Opportunities The electronic commerce environment will provide new opportunities for merchants to

and challenges conduct business due to increased exposure and increased access by consumers to
information about their products and services. Consumers will be able to shop, access

information, and pay for goods and servieésctronically Greater convenience is likely to
lead both to more purchases dodjreater use of payment cards.

A standard protocol for electronic commerce has distinct political advantages as well.
Existing solutions are either domain-specific or country-limited. Because SET clearly
defines the application use of cryptography, more governments can exclude it from currgnt
export/import restrictions, allowing a large, standard distributi@mnepayment protocol.

With these new opportunities, new challenges will need to be addressed in order to facilitate
secure payment processing for electronic shopping.

Currently, shoppers hesitate to send their account number and expiration dates over
electronic networksTheyare concernethat

¢ their transmissions may be intercepted and read by unauthparies
o fraudulent charges will appear on their statemearie

» people pretending to be merchants will accept their orders, but never deliver the products
or services purchased.

Merchants and financial institutioese concerned that
o electronicfraudwill significantly increase the cost pfocessing transactisrand

* a maze oboftwarewill be developed to prevent frawhdwill not support or interact with
their current payment systems.

Phases Electronic shopping will typically include the phases shown in Figure 2. The order of the
phases is determined by the implementation.

* Browsing and Shopping
* Item Selection
* Negotiation and Ordering
* Payment Selection
* Payment Instruction Transmission
Supported  « payment Authorization
by * Optional Confirmation and Inquiry
SET * Delivery of Goods
* Merchant Reimbursement

Figure 2: Phases of Electronic Shopping

Continued on next page
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Electronic Shopping, continued

Processing Table 3 describes the phases of the electronic shopping model. Interactions between the
customer and the merchant can occur in either an interactive environment, such as the World
Wide Web, or through non-interactive means such as elecoppigstalmail exchanges.
SET pertains to the phases that are shaded, and only in those instances in which a payment
card is selected as the means of payment.

Phase Description

1 The cardholder browses for items — tangible goods, electronic media (for
example, information, software, etc.), or services — described in a variety of
media, such as:

¢ an on-line catalog on a merchant’s World Wide Web page;
e a CD-ROM catalog supplied by the merchant; or
e a paper catalog.

The cardholder selects items to be purchased from a merchant.

The cardholder is presented with an order form containing the list of items, their
prices, and a total price including shipping, handling, and taxes.

=

This order form may be delivered electronically from the merchant’s server g
created on the cardholder's computer by electronic shopping software.

Note: Some on-line merchants may also support the ability for a cardholder|to
negotiate for the price of items (such as by presenting frequent shopper
identification or information about a competitor’s pricing).

4 The cardholder selects the means of payniesitiding
e a payment instrument (suchaspecific payment card

e a payment mechanism (such as SERd

e in some cases, additional informatiofor example, to definastallment
payments

Although SET processing normally begins after the means of payment has heén
selected, SET implementatiomayinclude payment selection.

5 The Cardholder software sends the merchant a completed order along with a
means of payment.

In SET, the order and the payment instructions are digitally signed by those
cardholders who possess certificates.

6 The merchant checks inventory to determine if the goods and services ordered by
the customer are in stock or Wet® be backordered. If only part of the order is
currently in stock, the merchant may decide to handle the order as a split

shipment.

Table 3: Phases of Electronic Shopping

Continued on next page
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Electronic Shopping,

continued

Processing (continued)

Phase

Description

7

The merchant requests payment authorization. In SET, the authorization is

obtained from the cardholder’s financial institution via the Payment Gatg@iay.

response includes an indication of whether the authorization request has be
approved or declinedThe request for payment shown in Si€jmay be

combined with this step.)

Either, both, or neither of these may occur:

¢ If authorization succeeds, the Merchant may send confirmation of theeaide
efband-to-SET

e Thecardholdemayquer the status of the order.

-

The merchant delivers the goods or performs the services ortieeedelay
between authorization and shiprhéwhich shall must precede capture) can
legitimately be several days. If goods are not available for immediate delive
shipment is held up until the order can be fulfilled.

ya

10

The merchanteguestsubmits a capture request to the Acquirer in order to ol

paymentFor transctionsauttorizedusing SET, the Merchant may request
payment from the cardholder’s financial institution

¢ using SET, via the Payment Gateway
e using existing connections to theduirer.

(This step may be combined with Sf&éghe request for payment authorizatjon

ta

11

Funds are transferred from the shopper’s payment card account to the merd|
account.

12

If a credit is to be issued to a customer, such as when the goods are returneg
defective, the merchant sends a message to the Acquirer requesting that a (
issued to the cardholder’s accourbr transactions authorized using SET, the
Merchant may request the credit:

e using SET, via the Payment Gateway; or

rg

e using existing connections to the Acquirer.

the

in

nt's

or
dit be

Table 3: Phases of Electronic Shopping;ontinued
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Section 2
Envirenment—Processing Overview ‘
Introduction
Similarity to Beforethe advent oélectronic commerce, payment card transactions typically followed one
mail order/ of two patterns:

telephone order

card present Customer physically presents a payment card|to the
merchant.

Electronic processing of the payment begins with
the Merchant or the Acquirer.

Mail Order/Telephone Order | Order and payment information is transmitted tg
(MOTO) the merchant either by mail or by telephone.

Electronic processing of the payment begins with
the Merchant or the Acquirer.

The processing of transactions using SET generally follows that of the MOTO environment
except that:

SET Order and payment information is transmitted ‘

electronicall

Electronic processing of the payment begins with
the Cardholder rather than the Merchant or the
Acquirer.

Table 4: Comparison of Payment Card Environments

Continued on next page
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Introduction, continued

SET and MOTO  Figure 3 illustrates how SET and MOTO complement one another.

Secure Electronic
Transaction

Merchant Existing Financial Network

— (T P

Web Server Acquirer Acquirer

Payment Gateway

Cardholder

Issuer

Cardholder Mail Order/
Telephone Order

Figure 3: SET / MOTO Comparison

Continued on next page
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Introduction, continued

Processing Table 5 is a description of a simplified MOTO processing model. There are many variations
on this processing model, but the table represents a typical exchange. See Table 3 on page 10
for a similar description of electronic processing.

Phase Description

1 The shopper (cardholder) receives a list of the goods and services offered by a
merchantoften in a paper catalog or other direct marketing mailing |

The cardholder selects items to be purchased from this list.

The cardholder either:

e prepares an order forrimcluding the means of paymeatd sends it to the |
merchant, or

¢ provides the ordesind paymeninformation to the merchant by telephone. |

4 The merchant checks inventory to determine if the goods and services ordefed by
the customer are in stock or need to be backordered. If only part of the ordef is
currently in stock, the merchant may decide to handle the order as a split
shipment.

5 The merchant sends an authorization request to its financial institution (Acquirer).
The Acquirer incorporates the authorization data into a request that is sent Via a
payment network for processing by the financial institution (Issuer) that issugd the
payment card to the cardholder. (An Acquirer may allow a merchant to combine
the authorization message with the capture message shown in Step 9.)

6 The Issuer responds to the Acquirer via the payment card network with an

authorization response. The response includes an indication of whether the
authorization request has been apprawedeclined The Acquirer responds to tre|
merchant with the outcome.

7 The cardholder may query the statifishe order. |

Continued on next page
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Introduction, continued

Processing (continued)

Phase Description

8 The merchant delivers the goods or performs the services ordibeedelay
between authorization and shipment (wksélall mustprecede capture) can |
legitimately be several days. Many MOTO merchants are not able to check
inventory before authorization. If goods are not available for immediate delivery,
the shipment is held up until the order can be fulfilled.

9 The merchant submits a capture request to the Acquirer in order to obtain
payment. This request is sent through the payment card network to the Issugr. (An
Acquirer may allow a merchant to combine the capture message with the
authorization message shown in Step 5.)

10 Funds are transferred from the shopp@ayment card account to the merchanf’s
account.

11 If a credit is to be issued to a customer, such as when the goods are returned or
defective, the merchant sends a message to the Acquirer requesting that a ¢redit be
issued to the cardholder’s account.

Table 5: Phases of MOTO Shopping
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Section 3
Business Flows
Overview
Purpose This section provides a high-level description of typical business flows relevant to SET.
Introduction A SET purchasing transaction generally follows the MOTO process descril&sttion 2.

Transaction
variations

The purpose of SET is to alloavsimilarexchange to take place di@mically in a manner
that ensures the security of the shoppedayment card accoumformation

There are a number of diffet ways a purchase transaction can proggss.section
describes severalusiness flowariations

The purchase transaction may vary depending on the shopper’s preferences and the
merchant’s business situation. For example:

» The shopper may want to pay in installments.

o The order may be for tangible goods and the merchant may be out of stock on one or more
of the items ordered, but able to ship the rest.

» The order may be for non-tangible goods, such as a video clip that can be delivered
electronically — in which case the merchant can immediately process both the authorization
and the capture request.

Draft Version 1.0.1
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7

Basic Business Functions

Basic business
functions

SETis designed tgupportall these basitunctions

Payment Instructions

(P1)

The shopper, usualkyhile filling out the order brm, indicates
how payment is to be made&ypically this will beby specifing
a payment card brand and account number with expiration d

The SET protocol allows the shoppspayment card account
number and expiration date to be emteg and included with

the order automatically.

Payment Instructions may include some variati®sT allows

the shopper toequestecurring andnstallment payments, if
they are offered by the merchant.

Authorization Request
(AuthReq )

Before a merchant fills a payment card order, payment must
authorized by the Issuer of the payment catwk Issuewerifies
that theaccount number igalid and that the purchase is within
the credit limitor available fundsf the account.

Payment Capture
(CapReq)

Once the goods are shipped or the services are performed, the

Merchant sends a request to be geddh the shoppes account.

Payment capture can be handled in a number of ways.

Sometimesa capture request is sent along with the authorizatio
me

requestOften merchants send several requests at the same
this is known as batchrocessing and isedcribed further on
page32.

Subsequent
Authorization

(subsequentAuthind )

If a transaction cannot be completed as authorifed example,
if part of the orders out of stock-a subsequent authorization

indicator is used to tell the system that there is a business n¢

for another authorization using the same account informatio
is contained in the origin@uthReq . In this case the Payment

Gateway will return a\uthToken thatmay be used when
requestingauthorizatia for the remaining parts of the order.

e

Authorization Reversal

If a mistake is made in th®uthReq message or the amount o

(AuthRevReq )

the authorization needs to be changddr example if some of
the goods ordered need to be bacllered-the Merchant
software may send an authorization reversal for all or part off
original authorization.

Credit Request
(CredReq)

If the shopper cancels the order or returns the goods to the
merchant, the Merchant software sends a credit request so t
credit maybe posted to the shoppe@dccount.

ha

Table 6: Basic Busines$-unctions

1”2
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Transaction ldentification Alternatives

Alternatives to
account
numbers

SET Cardholdempaymentsystemmessageare sent to the Merchant bGatlude the
Cardholder accoumtumberencryptedn such a way that the Merchant cannot reattie
Merchantpassesheencrypted datéo the Payment Gatewawhich decrypt it to determine
the account numbeso that the account number can be used in transactions sent to non-9

systems (for example, for clearing)

When issuing Merchant certificates, the Acquirer sets a flag that indichétker the

bET

Merchant may receive the cardholder account number as part of a response. If the Acquirer
does not return the account number, it needs to ensure that the Merchant has an alternative

means ofdenti

ing the transaction for business

Issuer (such as a request for copylmarge back

Note: These messagesay beidentified by the Issueusingthe Acquirer Reference Number
assigned by the Acquirewhich has no equivalent in SET

Table 7 lists a number of fieldgher than the account numtibat can be used for
transaction identificatiorEach implementation will detmine the field(s) to use.

rocessingon-SETmessagefom the

Field

Included in
data structure

Definition

unigue by
transaction

xid

TranslIDs

MessageWrapper
TransStain

20-byte number that uniquely identifies the
transaction, including all authorizatigene

elearingcapture credit and reversamnessages

for a single order

lid-M

TranslIDs

MessageWrapper
(alsoPInitReq )

1- to 20-byte local identifier assigned to the
transaction by the Merchant software.

Depending on the implementation, this may pe
a tracking number assigned by staff operating
the system or an internal number used solely
the Merchant software.

merOrderNum

SaleDetail

1- to 25-byte merchant order number

unigue by
authorization

paySysID

TransIDs (optional

1- to 64-bytgpayment systertransaction
identifier

authRRPID

RRTags. among
others

A statistically unigue&?0-byte number that
uniguelyidentifiesarequesrespense-pai-a
single authorizatiomrelearing-message

unigue by
request/response

pair

rrpid

Message Wrapper
andRRTags, among

others

A statistically unigue&?0-byte number that
uniguelyidentifies a requestesponse pai-a

single-autherizatiomr-clearing-message

Table 7: Transaction Identification Data

Continued on next page
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Transaction ldentification Alternatives, continued

Not unique by PaySysID andAuthRRPID are unique by authorizatiorquestTherefore for a transaction

transaction with split shipments or recurring payments, these fields will have multiple values.

RRPID is unique by request/response pair. Therefore a transaction will haveRR&hPs

—one for each authorization, capture, cre@ersaletc.

Draft Version 1.0.1
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Typical Business Scenarios

Overview This section illustrates a range of typical business scenarios that are enabled by SET
processing according to the specific circumstances of a purchase.

Overall business flows are illustrated in Figure 4 on page 22. After that, descriptions of the
following scenarios are included:

Authorize now and capture later (the most typical scenario)
Authorize and capture now: Sale Request

Split shipment

Installment and recurring payments

Credit for an old transaction

Continued on next page
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Typical Business Scenarios, continued

Business flows

Figure 4 is a state diagram that illustrates SET business flow messages. It shows, at a high
level, the transitions from shopping to ordering and processing of the order, with the
processed state shown in two variations:

» sale processeih the case of an order that is authorized and captured at the same time, and
o capturedfor an order that is authorized now and captured later.
The figure also shows the processing of a credit from both of these states.

The message pairs are implicit in this diagram; for exampithReq represents both the
authorization request and the response message.

In this scenario, there are transitions from one state to another — for example, from the
orderedstate to theale processesdtate. Once thBReq message is processed, any transition
that follows it can be reversed, with the effect of returning to the previous state. For example,
when receiving an order, the merchant submits an authorization request; a subsequent
authorization reversal request would take the transaction back todéwedstate. There is

one exception: A partial authorization reversal (to specify a new amount) leaves the
transaction in thauthorizedstate.

Shopping

PReq

AuthRe g, CaptureNow
(Sale Request)

CredReq

Sale Processed

l AuthRevRe
q
AuthRevRe q

AuthReq

Credit Issued

CredRevReq

CredReq

CapRevReq

Captured

Authorized

"

AuthRevRe g, new $
(partial reversal )

Figure 4: Business Flows

Continued on next page
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Typical Business Scenarios, continued

Authorize now The most typical on-line purchase is one in which the merchant is ready to authorize the
and capture transaction now, but wants to submit the capture request later. For example, many merchants
later prefer to submit their capture requests in batches at the end of the business day.

Purchase Request | After the shopper creates an order, the Cardholder software sends the
(PReq) Purchase Reque$?RReq) to the Merchant. This message and its
response encompass the actual payment between the Cardholdger and
the Merchant, and take the cardholder fromgheppingstate to the
orderedstate. Thé’Req includes:

¢ the Order Instruction (Ol) from the Cardholder for the Merchan
and

—

¢ the Payment Instruction (PI) from the Cardholder, encrypted and
tunneled through the Merchant to the Payment Gateway.

Purchase Response The Merchant may sent the Purchase Response to the Cardholder
(PRes) immediately or at any time later in the protocol. The information
returned will depend on the processing that has occurred when the
PReq is returned — for example, order received, transaction
authorized, or transaction captured.

Authorization The Merchant sends an Authorization Request to the Payment
Request Gateway, but does not set BaptureNow flag to TRUE, as a
(AuthReq) capture request will be processed later. AbthReq indicates

whether the merchant expects to do another authorization for a $plit
shipment, recurring payment, or installment payment (discussed later
in this section).

Authorization If a full authorization reversal is needed, it will return the transactio|n
Reversal Request | to theorderedstate.
(AuthRevReq)

A partial authorization reversal may be used to change the amoqint
after the authorization, leaving the transaction iretltborizedstate.
For example, the amount might be changed if the merchant che¢k
inventory and finds the entire order cannot be shipped together.

Note: Some payment brands do not support partial authorization
reversals; in this case, the Payment Gateway inditsiiesess but
does not actually send a message to the financial network.

(table continues)

Table 8: Authorize Now and Capture Later

Continued on next page
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Typical Business Scenarios,

continued

Authorize now and capture later  (continued)

Capture Request
(CapReq)

The merchant now has a commitment for payment from the Issu
but will need to process the capture request in order to be paid.
capture request may include multiple capture items. It includes 4
capture token if one is provided in the authorization response.

er,
The

Credit Request
(CredReq)

Later, the cardholder may request (or the merchant may decide
issue) a credit for the order — for example, if the cardholder retur
the order because it was damaged in shipment. In this case a cr
request is processed, moving the transaction frorealeeprocessed
state to theredit issuedstate.

Unlike acapturereversal, a credit requestprecessed-afteran-ordg
is-completed-and-shipped;arabults in a credit on the cardholder’

statement.

to
ns
edit

=

"z

Table 8: Authorize Now and Capture Later,continued

Continued on next page
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Typical Business Scenarios, continued

Authorize and A Sale Request is used:
capture now:

Sale Request » when the Merchant knows the item ordered is in stock and can be shipped right away, if

the authorization is approved; or

o for purchase of non-tangible goods available electronically — such as video clips,
encyclopedia pages, and software programs — for which there is no question of inventory,
so the order can be fulfilled immediately.

Purchase Request | Asin Table 8 on page 23.

and Response

(PReq andPRes)

Authorization SET allows a merchant to process the transaction as a single message

Request by setting theCaptureNow flag in the Authorization Request to

(AuthReq) TRUE. This indicates that if the transaction is authorized, the capture
should be done now, as well. In effect, it is a combined authorization
andcaptureelearing

Authorization When the Payment Gateway processes the request, there is a

Response transition to thesale processestate. From a financial perspective,

(AuthRes) thesale processestate is equivalent to tloapturedstate discussed
on page 22.

Authorization If the amount of the transaction is in error, a fullhemization

Reversal Request | reversal with th&CaptureNow flag set is performed. Unlike the

(AuthRevReq) authorize now and capture later scenario, there are no partial
reversals.

No Capture Reques€lpReq) is submitted,
as the capture was accomplishethi@AuthReq .

Credit Request As in Table 8 on page 23.
(CredReq)

Table 9: Authorize and Capture Now: Sale Request

Continued on next page
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Typical Business Scenarios,

Split shipment

continued

When the merchant cannot fulfill the entire order, the items in stock are shipped and the

remaining items are back-ordered. Processing varies depending on whether the need for the

split shipment is known at the time of authorization, as described in Table 10.

In either case, an Authorization TokeéuthToken ) is used to enable subsequent

authorizationsAuthToken serves the same purpose as the Payment Instruction, except that

it originates with the Payment Gateway and is a means of allowing one additional

authorization.

If the need for a split shipment
known at the time of
authorization — for example,
when inventory information is
available:

df the need for a split shipment is
determined after the initial
authorization:

Purchase Request
and Response
(PReq andPRes)

As in Table 8 on page 23.

Authorization
Request
(AuthReq)

The Merchant sets

SubsequentAuthind in the

initial Authorization Requegb
indicate a business need for a

subsequent authorization.

The Merchant submits a normal
Authorization Request

o without SubsequentAuthind
since the need for a subsequen

authorization is not knen), and
o without CaptureNow (which, as

described on pageb, is used only|

when the Merchant is sure there

will be no need for a split
shipmen}.

Authorization
Response
(AuthRes)

The Payment Gateway returns
Authorization Token
(AuthToken ) in the
Authorization Response.

ahhe Payment Gateway returns a
normal Authorization Response
(without AuthToken ).

Authorization
Reversal Request
(AuthRevReq)

Once the need for a split shipment
determinedthe Merchant sends a
partial Authorization Reversal

Requestitincludes-a-capture-token

SubsequentAuthind _set.

Authorization
Reversal Respons
(AuthRevRes)

[¢)

The RaymentGatewayreturns an
AuthToken in the Autlorization

RewersalResponse

Continued on next page
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Typical Business Scenarios, continued

Split shipment (continued)

If the need for a split shipment islf the need for a split shipment is
known at the time of determined after the initial
authorization — for example, authorization:
when inventory information is
available:
Authorization When the remainder of the order is reathe, Merchant submits another
Request AuthReq includingtheAuthToken returned irthe AuthRes or
(AuthReq) AuthRevRes .

If the ordermustbe further splitthe Merchant setbe
SubsequentAuthind in the newAuthReqg to obtain amrAuthToken
for one additional authorization. This process can be repeated as many

times as necessary. A néwthToken is required for each subsequent
authorization.

Capture Request | The capture request feachpartial shipment is processed normally.

(CapReq)
Credit Request Again, if there is a need to return money to the cardholder, a credit
(CredReq) request moves the transaction into ¢hedit issuedstate.

Table 10: Split Shipment

Continued on next page
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Typical Business Scenarios, continued

Installment and
recurring
payments

Credit for an
old transaction

Creditto a
different
account

The merchant may offer customers the option of paying in installments — for example, three
monthly payments. Or, the merchant may offer to process payments on a regular basis — for
example, an Internet service provider may offer to bill the cardholder’s account for the
monthly service charge with no action needed by the cardholder.

Purchase Request | The Merchant presents the installment or recurring payment optlon,
(PReq) which is then indicated by the cardholder in BRReq message.
Usually, the payment instruction from the cardholder may only b
used for one authorization request; thus, it is necessary for the
shopper to indicate explicitly that the Merchant will need multiple
authorizations.

11%

Authorization Fhe-Merchant-setsthe-subsequent-authorization-indicatorto-ale(t the

Request system-that-there-is-a-business-need-for-subseguentauthorizAgon

(AuthReq) Merchant passes the installment or recurring payment data from| the
Cardholder to the Payment Gateway.

Authorization The Payment Gateway returnsAamhToken in the Authorization

Response Response, which will allow one additional authorization. As each

(AuthRes) AuthReq is processed, the Payment Gateway includes an

AuthToken for the next authorization — until the authorization fo
the final installment is processed, whenfdhToken is returned.

Individual Acquirers will establish recommended times for data to be retained by their
merchants. However, a cardholder may request a credit after all data relating to the original
transaction has been purged from the Merchant's logs. SET supports the processing of a
credit when the Merchant no longer has the information about the original transaction — in
this case, an operator will need to manually enter the credit data.

SET also supports the processing of a credit to a different account than that used to pay for
the order — for example, if a cardholder returns a gift and requests a credit to their account,
rather than to the account of the person who purchased the gift. In this case, an operator will
need to manually enter the account information.
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Section 4
Capture Processing

Overview

Purpose This section provides a high-level description ofdh&onalcapture processing models |
relevant to SET.

Organization This section includes the following topics:

» Overview of Capture Processing
o Capture Processing Guidelines
o Batch Processin@verview

o MerchantBatchProcessing

» Payment GatewaBatchProcessig

Terminology The following terms are used to refer to the process of requesting payment from the
cardholde’s financial institution.

capture the exchange of messages between the Merchant and the Acquire

clearing the exchange of messages between the Acquiretharndsuepver a
financial network

settlement thetransferof funds between the Issuer and the Acquirer

Scope SET provides a mechanism for capture processing as wielt esporting on clearing and
settlement activities.
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9

Overview of Capture Processing

Introduction

Out-of-band
capture
requests

Merchant/
Acquirer
accounting

SET capture processing recognizes the followdptions

n, and

Connectivity ¢ a Payment Gateway connected to an Acquirer host,
e a Payment Gateway connected to an intermediate capture syster]
e processing performed out-of-band to SET.

Accounting ¢ Merchant/Acquirer accounting through batches, and

¢ Merchant/Acquirer accounting through out-of-band mechanisms.

Batch control

batches controlled by the Merchant, and
batches controlled by the Acquirer or Payment Gateway

Credits

credits forthe full amount of the transaction,
credits for a partial amount of the transaction,

credits processed after transaction data has aged off logs, and
credits processed for a different account number.

For merchants processing capture requests out-of-band to SET, the Authorization Response
(AuthRes ) must include all data necessary to clear the transaction at the best available
interchange rate, based on the characteristics of the authorization.

In particular, if the merchant de@ot receive theardholdemccount information in the

AuthRes , the Acquirer must provide a mechanitiradd that information to capture

requests that are received-afitband to SETSeeTable 7on pagel8 for possible
transactiondentification data.

SET provides explicit support for Merchant/Acquirer accounting through the use of capture
batches to combine transactions for reconciliationrgpalrting. Other rechanisms must be
supported oubf-band to SET or through message extensions.
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Capture Processing Guidelines

Ship before
capture

Capture all
items

Capture
amount

Capture
request
analysis

Reversals
correct errors

In general, he merchant software should not submit an item into capture until the ordered
goods have been shippddhere are exceptionBayment brand rules may permit capture
before shipment of goodsich as a custom-budbmputer

The merchant software should ensure that all authorized items are either submitted for

capture or reversed. If the softwar@ston-line access to order status so that it can determin
when an order has shipped or been canceled, it can perform this processing automatical
it does not have such access, it must depend on manual input from a user to determine
items should be captured or reversed.

The capture amount may be different than the authorization amount. Payment brand and

e

y. If
vhen

Acquirer rules will determine the allowable difference.

The merchant can submit multiple items foiregke payment brand in a capture request. Th
Payment Gateway will analyze each item aiildl accept or rejeatach item. The items that
are accepted will bsubmitted by the Payment Gateway to the Acquirer for processing. Th
merchant must determirile action to take on any item that is rejected.

The merchant must submitGapRevReq or CredRevReq to correct processing errors for
a capture or credit request.

Note: There are no partial capture or credit reverdatsamount of aeversal is always the

same as the amount of the corresponding reqieistapplies even if theapture was
accomplished vi&uthReq with CaptureNow . In this case the Merchant submits

AuthRevReq (with CaptureNow ) for the full amount.
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Batch Processing Overview

Identifying
batches

Access to
batches

Batch contents

Reasons to use
a batch

The Merchant, Payment Gateway, or Acquirer assigns each SET transaction to a specific
capture batch and also:

e assigns an integer to identify the batch, and
» optionallyassigns a unique integer to identify each item within the batch. |

A capture batch may be opened by the Merchant, Acquirer, or Payment Gateway.

If a batch is opened by the Acquirer or Payment Gateway, it shall be closed only by that
Acquirer or Payment Gateway.

If a batch is opened by the Merchant, it may be closed by the Merchant, Acquirer, or
Payment Gateway.

A batch contains capture items and credit items, which are addeddegiReq or

AuthReq with CaptureNow andCredReq respectively. Iltems are removed from the batc
usingCapRevReq, AuthRevReqg with CaptureNow , andCredRevReq .

In rare circumstances, an item ntas/reversed after the batch has been closed, in which case
the reversed item will appearamotherbatch with a negative amount.

The merchant can remove all items from an open batch by issuing a purge operation usipg
BatchAdminReq .

A capture batch provides a convenient mechanism to group transactions, sugtoag to

o all transactions for a period of time;

» all transactions for a specific payntdémand,;

o items for accounting purposes; and

o items for reporting and reconciliation purposes.

Continued on next page
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Batch Processing Overview, continued

!\/Ier<_:hant The Merchant can ugatchAdminReq to inquire of the Acquirer or Payment Gateway to
Inquiries determine the status of:

¢ a batch and the items within a batch, and

¢ the transmission of batch information from the Payment Gateway to the first non-SET
system.

The Merchant can send or receive batch totals and transaction detail to (or from) the Acquirer
or Payment Gateway.

Batch _ The Merchant canseBatchAdminReq to request transaction detail. The Payment
gGHSﬁCtlon Gateway can also return transaction detail in a Capture Re es) message.
etai

When the transaction detail is generated by the Payment Gateway, it will camemtry for
each item in the batch that

e has been captured usiAgthReq with CaptureNow set to TRUEandhas not

subsequently been reversed u hRevRe

e has been captured usi@@pReqg andhasnot subsequently been reversed using
CapRevReq;

¢ hasbeen credited usinGredReqg andhas not subsequently been reversed using
CredRevReq ;

¢ has been reversed usifapRevReq or CredRevReq after the item has already been
submitted for clearing

Note: A negativeamounts returnedor an item that has been reversed after clearing.

Batch Batch balancing may be performed by the Merchant after requesting batch detail from the
balancing Payment Gateway, or by the Payment Gateway on receipt of batch detail from the Merchant.

Batch balancing is performdg-the-mercharity adding théransaction amounteeeipts-at
thepointefservieand comparing that total to the batch totadfsihe-hostlf the amounts
are the same, the batch balances. If the amount dﬁemerel%&nt—may—be—&lﬁe—te—e*&mme

: ount, or
vaﬁeus—eembﬂoraﬂeﬁs—et—these—aemem |nd|V|duaI transactlons are exammed to identify
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Merchant Batch Processing

Processing
models

Batch
administration

A Merchantcansubmit items for capture using:
¢ AuthReq with CaptureNow set to TRUE;

e CapReq for capture items; and

e CredReq for credit items.

A merchant can usgatchAdminReq to administer the batch or request information abou
it. The functions available are:

open

The Merchant uses this function to open a new batch. If the merchg
assigningbatch numbers, thealue is specified; otherwise, the Payme
Gateway will assign the batch number and return the value in the
response.

n* is

purge

The Merchant uses this function to purge all items in an open.batch
Most often this function is used when the Merchaminable to

reconcile batch totals.

o
(@)
n
D

The Merchant uses this function to close an open béxute the batch
has been closed no items can be addedso the Merchant should
ensure thathere are nmutstanding requests for items in the batch.
(Subsequent piests for the same transactiersich as the
authorization of a recurring paymentnay, of course, be put into
subsequent batches.)

request summary
detail information

The Merchant uses this function to request transactiomatntotals for
all items in the batch.

request transactio
detail

nThe Merchant uses this function to request transaction detail for ea
item in the batch.

h

L)
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Payment Gateway Batch Processing

Processing
models

Authorize and
capture now

Authorize now
and capture
later

A Payment Gateway shall process items sufiehfbr captureby a Merchat using:

o AuthReqg with CaptureNow set to TRUE;
e CapReq for capture items; and
e CredReq for credit items.

When the Merchant sends AnthReq with theCaptureNow flag set to TRUE, the
Payment Gateway shall either:

e submit a full financial transaction (one that both authorizes and settles) to the Acquirer

for processing through a financial network; or

e submit an authorization request to the Acquirer host for processing through a financial
network; if the authorization request gpaoved, the Payment Gateway sitalhtinue to
process the transaction as thoudba@mReq had been submitted by the Merchant for that
transaction.

When the Merchant send<CapReq or CredReq messagethe Payment Gateway shall

validate each item in the request to ensure that it has been authorized through the Paym
Gateway and that the contents of ifieen are valid.

For those items that are valile Payment Gatewashall processachitem so that it can be

cleared throgh the Acquirer hosDepending on the processing model of the Acquirer, the
items maybetransmitted immediately or stored in a transaction database for later

transmissionlf the items are stored in a transaction database, they are sent to the Acquir
host after the batch is closed.

The Payment Gateway sends the correspondapRes or CredRes as soon as the items
in the request have been validated.

host

ent

Continued on next page
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Payment Gateway Batch Processing, continued

Use of capture
token

Data
augmentation

Batch
administration

The Payment Gateway may retur@apToken to the Merchant on an authorization
response. The contents of the token are defined by each Payment Gatewapasedan

its own processing requirements. It will contain the account information and authorizatio
related data necessary to process capture and credit requests.

Many Payment Gateway implementations will maintain a transaction database that contains

information aboutpproved and captured items. In these situstitve CapToken will not

be neessary for normal transaction processing. However, the Payment Gateway vendor may

still choose to return @apToken to support processing of credit requests that occur long
after the original capture item is processed.

SET processing rules require the Payment Gateway to validate that the Merchant submi
correctCapToken . If the Payment Gateway does not require the token to process the
transactionit can avoidthe processing overheaddsécrypting the token by comparing a
hash of the encrypted tokenaagst a hash that is storgdthe transaction databastien the
token is created.

s the

The Payment Gateway must ensure that the Acquirer host has all data elements necessary to

clear a transactiotf the Acquirer host does not maintain its own transaction database, the
Payment Gatewagan access this data by:

o storing the data elements in a transaction database;
» obtaining the information in the capture and credit requests from the Merchant; or
o obtaining the information from @apToken .

The Payment Gateway shall process batch administration requests from the Merchant by
performing the following actions:

open ThePayment Gateway withpen a new batch. If the Merchantist
assigning batch numbers, the Payment Gateway will assign the batch
number and return the value in the response.

purge The Payment Gateway will remove all items related to the batch from
transaction database or will instruct the Acquirer host to purge the hat

close ThePayment Gateway will cke the batcHf the Payment Gateway has
been storing the items in a transaction database, it will transmit the |itd
to the Acquirer host.

request summary | The Payment Gateway will returtnansaction amount totals for all itenjs
detall in the batch.

11°

request transactionThe Payment Gateway will retutnansaction detail for each item in th
detail batch.

Draft Version 1.0.1
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Chapter 2
System Architecture
Overview
Introduction Chapter 2 provides an overview of the system architecture.
Organization Chapter 2 includes the following sections:
Section Title Contents Page
1 System Overview Provides a high-level overview of the 38
SET architecture.
2 Security Services Describes the security features 45

provided by SET and the certificates
and certificate controls provided to
implement them.
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Architecture

Protection of
information

Tamper
resistant
hardware

Section 1
System Overview

The architecture of SET is designed to protect the transmission of financial information
involved with a payment transaction between a cardholder, a merchant, and an Acquirer. It
does not impose requirements on the transmission of the transaction’s order information.
Vendors developing shopping and ordering applications and protocols are strongly
encouraged to protect this order information.

Tamper resistanmneans the device itself is protected against intrusion. ISO PA®91 calls
it a“physically secure deviteand defines it as follows:

“A physically secure device is a hardware device which when operatediended
manner and environment cannot be successfully penetratistiose all or part of any
cryptographic key or PIN resident within tHevice.

Penetration of the device when operated in its intended mannengindnment shall
cause the automatic and immediate erasure of all BtiNstographic keys and all useful
residue of PINs and keys containgithin the device.

A device shall only be operated as a physically secure device wdsnbie assured that
the device's internal operation has not beedlified to allow penetration (e.g. the
insertion within the device @n active or passivéapping mechanism.

Continued on next page
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Architecture,

SET Cardholder

Cardholder
interfaces

Cardholder
functions

continued

The SET Cardholder is represented in SET by a computer. This provides the cardholder with
the flexibility to shop and conduct negotiations with Merchant systems offering items for sale.
The computer may support all phases of the electronic shopping model described on page 10.
In supporting SET, the computer has the functionality to support the payment process.

The Cardholder software’s primary interface in SET is to Merchant systems. This interface
supports the Cardholder’s portion of the payment protocol, which enables the user to initiate
payment, perform inquiries, and receive order acknowledgment and status.

The Cardholder software also has an indirect interface to the Acquirer through the Merchant
system. This interface shall support encrypted data fields that are sent via the Merchant to the
Acquirer, but can only be decrypted by the Payment Gateway. This enables the Acquirer to
mediate interactions between the Cardholder and Merchant, and by so doing to provide

security services to the cardholder. These security services ensure that the cardholder is dealing
with a valid, payment-card-approved merchant.

Depending on the policies established by the payment card brand, the Cardholder software
may also interface with a Cardholder CA (CCA) to request and renew public-key certificates
that support electronic commerce security functions.

Cardholder software shall support:

e security services — integrity, authentication, and certificate management as prescribed by
SET, and

e communications functions.

It may also supporhopping and payment selection.

Performing cryptographic functions in hardware cryptographic modules is recommended, but
not required. Secret-key generation and storage using tamper resistant hardware cryptographic
modules such as smart cards is encouraged.

Continued on next page
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Architecture, continued

Merchant SET Merchant software provides a convenient interface to the Cardholder for the support of

interfaces electronic payments. In addition, the Merchant interfaces with the Acquirer using the payment
protocol to receive authorization and capture services for electronic payment transactions. The
Merchant shall interface with the Merchant CA (MCA) to request and renew public-key
certificates that support electronic commerce security functions.

Merchant Merchant software shall support:

functions
o SET protocols for the authorization of electronic commerce transactions initiated by the

Cardholder;
e security services: integrity, authentication, and certificate management; and
o the shopping, payment selection, and communications functions.
It is expected that the Merchant system will also support captures.

Performing cryptographic functions in hardware cryptographic modules is strongly
recommended, but not required. Secret key generation and storage using tamper resistant
hardware cryptographic modulegeh-as-smart-carésstrongly encouraged. Payment card
brand requirements for a specific implementation and environment in which the merchant
server may operate will dictate requirements for the use of hardware cryptographic support.

Continued on next page
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Architecture,

Issuer

Acquirer

Payment
Gateway

Third party
processor

continued

An Issuer is the financial institution that establishes an account for a cardholder and issues the
payment card. The Issuer guarantees payment for authorized transactions using the payment
card.

The processing and interface to the Issuer is out-of-band from the perspective of SET.

An Acquirer is the financial institution (or its agent) that supports merchant activity through
account relationships with merchants.

The Acquirer is responsible for gathering financial data related to payment card transactions in
order to obtain authorization for payment from the cardholder’s Issuer.

The Payment Gateway system is operated on behalf of the Acquirer to provide electronic
commerce services to merchants in support of the Acquirer.

The Payment Gateway shall support:

» interface with the payment card brand’s financial network to support the authorization and
capture of transactions;

» interface with the Payment Gateway CA (PCA) to request and renew public-key
certificates to support the electronic commerce security functions; and

» distribution of Certificate Revocation Lists (CRLa)d Brand CRL ldentifiers (BCIs)

The Payment Gateway'’s interface to the payment card brand’s financial network is largely
unchanged from the interface supporting Acquirers today.

Cryptographic functions shall be performed in hardware cryptographic modules. Secret key
generation and storage shall use tamper resistant hardware cryptographic modules.

In some environments, Issuers and Acquirers may choose to assign the processing of
payment card transactions to third-party processors. SET does not distinguish between the
financial institution and the processor of the transactions.

Continued on next page
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Architecture,

Certificate
Authority

Certificate
Authority
functions

Payment card
brand’s
financial
network

continued

The architecture of SET defines a trusted hierarchy of Certificate Authority (CA) systems that
begins with a Root CA (RCA), then a brand-specific CA (BCA) and an optional Geopolitical
CA (GCA). At the bottom level, one or more trusted CAs support the issuance and renewal of
public-key certificates for cardholders, merchants, and Acquirers. For example, Cardholder
Certificate Authorities (CCAS) interface with Issuers to authenticate requests for Cardholder
certificates.

CA certificates are issued by the superior CA in the SET hierarchy, as described in Table 11.

These CAs: ...Issue certificates for these CAs:
Root CA Brand CA
Brand CA Geopolitical CA

if no Geopolitical CA:

e Cardholder CA
e Merchant CA
e Payment Gateway CA

Geopolitical CA (if one exists for the | Cardholder CA
Cardholder, Merchant, or Payment | \1archant CA
Gateway CA'’s area)

Payment Gateway CA

Table 11: Certificate Issuance

Cryptographic functions shall be performed in hardware cryptographic modules. Secret key
generation and storage shall use tamper resistant hardware cryptographic modules. Certificate
management shall be performed in a secure physical environment compliant with payment
card brand standards.

Part 11, starting on pagérror! Bookmark not defined., provides a detailed explanation of
certificates and certificate formats, certificate issuance and renewal, CRLs, and other
certificate management functions. See also “Certificates” on page 47 and “CRLs and Brand
CRL Identifiers” on page 51.

The payment card brand’s financial network is the existing private network through which
Acquirers obtain authorization for payment from Issuers. (VisaNet and Banknet are examples
of these types of networks.) These networks are protected by each payment card brand and
provide messaging interfaces (such as ISO 8583 formatted messages).

Continued on next page
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Architecture, continued

Transport Two classes of transport mechanisms are recognized: interactive and non-interactive. The
mechanisms World Wide Web is an interactive mechanism, and electronic or postal mail are non-
interactive mechanisms.

The SET specification does not define how a SET message is transported between entities.
SET messages may be transported using any mechanism agreed upon by the sender and
receiver.

It is expected that transport standards will be developed to address the issei®pérable
communication interoperability betwe&ET applicationsUntil such standardsa
available SETCoprovides an interim standard tine SETExternal Interface GuidgSee
“Related documentatiénn the Preface.)

Continued on next page
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Architecture,

Data storage

continued

The processing descriptions latefSET Book 2: Programmer’s Guigeesume the

following logical distinctions irdata storaggThe physical implementation of these
databases is beyond the scope of SET.)

message databass

p The message databagseludes

o unsigned and unencrypted data streeguand

¢ if a message is idempotent, tmmpletesignedand/orencrypted
message.

Items remain irthe message database while messages are being
exchangedfor example, a Cardholder’s certificate request, including

CardClinit Req, RegForm Req, andCertReq); oncethe series of
messageis complete, the databasatrieshave servetheir usefulness.

Only parts of messages may actually be stored in the message dat

hblase

It is the application’s responsibility to be able to retrieve all relevant
data In particubr, things likeBrandCRLIdentifiedo not need to be
storal in the message database.

transaction
database

Includes significant data for a transaction (thatdsall messagebnked
by anXID). Both current state and significant previous states are stg

The transaction database lives much loriban the message dataliasq

the Merchant may have to retain purchase information for months i
able to process credits correctly. However, transaction information
not be stored by SET software indefinitely. Operational guidelines g
payment card brandsd Acquirersill specify minimum time periods
that information must be stored on Merchant and Payment Gatewa
systems.

qd.

=

n
ill

secure data storag

\pplies to Cardholder applications onlyicludes data whose
confidentiality and security requires particular ¢cagch as payment
card numbersexpiration datesand private keyg-or further detail, see
“Secure Data Storajen pagel07.

trusted cache

Includes certificates, Certifitea Revocation Lists (CRLs), and Brand

CRL lIdentifiers (BCIs) that have been validated and have not expirg
alongwith their Thumbprints(See" Thumbprint§ on page68.)

d

Includes certificates, CRLs, and BCls that have not been validated.

untrusted cache
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Section 2
Security Services

Overview

Purpose This section provides a brief summary of fundamental security services provided in the
architecture of SET and the certificates used to implement them.

Organization This section includes the following topics:

e Services
o Certificates
e CRLs and Brand CRL ldentifiers
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Services
Integrity SET provides integrity to ensure that a message was not modified in transit by using:

Authentication

Confidentiality

Caveat

e one-way cryptographic hashing algorithms,
» digital signatures, and

N 2
® g at a OV ALEL® ad O O O

by-verifying-an-embedded-ink-using\@hen necessary fadditional integrity one-way

cryptographic hashing algorittemio cryptograpically link one message to another

megsage

SET provides authentication of a message’s origin by using digital signature verification
algorithms when signature certificates are available.

SET provides confidentiality by using both asymmetric and symmetric-key algorithms to
protect financial information from eavesdroppers.

As an option, confidential Acquirer-to-cardholder messages are provided. This feature is
intended to allow Issuers to communicate back to cardholders about the reason that a
transaction is being declined or to request that the cardholder call the Issuer.

and

D

having participated in a transaction. The provisions and technical requirements to achiey
non-repudiation may vary depending on tinésdiction.

SET has not been analyzed to determinesifligitally-signed messageseet the legal
definition of non-repudiatioriThe rules and regulations of each payment card brand will
determine when a party has a right to deny participation in a SET transaction.
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Certificates

SET certificates

Purpose of
certificates

SET uses X.509 version 3 certificates to support public keys for signature and encryption.
These certificates include a public key together with the means of authentication of that key.

The fundamental purpose of a certificate is to bind a public key to a uniquely identified entity.
It does so as follows:

e An entity creates aniquekey pair includinca private key and public keythatare
mathematically linkedand sends it to a CA along with a certificate request

o After authentication, th€A creates aertificatecontaining the entity’s identification and it
public keyanddigitally sigrs it.

» |tis the responsibility of the cardholder, merchant, financial institution, or CA to maintain
exclusive control of the private key.

A digital signature cryptographically binds the signed data with the private key. Since the
private key is mathematically linked to the public key of the key pair, the digital signature has
the effect of binding the public key to the data as well.

However, anyone can generate a public/private key pair, so it is essential that some mechanism
be established that binds the public key to the entity in a trustworthy manner.

Since a fraudulent CA could be set up to create certificates that would contain information
nearly identical to that contained in a valid certificate, the signature of the CA itself shall be
certified as authentic by a higher level CA. The only exception to this requirement is the
industry Root CA,; it is the only implicitly trusted CA.

Continued on next page
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Certificates, continued

Carpl_holder A cardholder’s signature certificate implicitly binds the public key to the cardholder’s primary
certificates - account number (PAN), but the PAN is effectively obfuscated by using a blinding technique so

function and thatenly-the-CCAthe-cardhelder,-and-the-tssuerknew-the-aceeunt-nitnbanot be

content determined from the certificate alorighe cardholder passes the account number and a segret

value to the Acquirer, so that the Acquirer can then verify the card number against the blinded
account information contained in the cardholder’s certificate. In order to protect the
cardholder’s confidentiality, the cardholder's name is not included in the certificate. In effect,
the blinded account information is a pseudonym of the cardholder.

Cardholder SET allows cardholders without signature certificates to conduct SET transactions. This is an
certificates - interim option intended for use only in situations where the Issuer does not provide certificate
optional servicesAeguirersPayment brandsiay choose whether or not to support this option.

A flag in the Payment Gateway certificate indicates support for transactions in which the
cardholder has no certificate. Cardholder software and Payment Gateway software shall use
that flag to ensure that certificates are included in transactions when necessary.

Brands that initially support cardholders without certificates may remove such support by
reissuing Payment Gateway certificates.

If a user has obtained a cardholder certificate for a payment card account, the Cardholder
softwaresheutdshallperform only signed transactions for that account.

Support for cardholders with certificates is mandat@grdholderMerchant, and Payment
Gateway software shall fully support cardholder certificates and transactions based on them.

Continued on next page
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Certificates,

Merchant
certificates

Merchant
access to
account
information

continued

At least two key pairs are required for a Merchant to participate in SET transactions:

» A signature pair that is used to sign and verify messages provided to the Cardholder and
Payment Gateway; and

» A key-encryption pair that is used to protect messages generated by the Payment Gateway.

A merchant may have additional sets of encryption and signature key pairs because of physical
implementation, security concerns, Acquirer policy, or a variety of other reasons. For

example, a merchant that operates multiple servers may elect to have a separate set of
encryption and signature key pairs for each server. In addition, new key pairs shall be
generated periodically.

The number of certificates needed by a merchant is a function of the number of that merchant’s
encryption and signature key pairs, the number of Payment Gateways that interface with the
merchant, and the number of brands accepted by the merchant.

In the simplest case, the merchant will interface with a single Payment Gateway to process all
brands. However, a merchant may have relationships with multiple Acquirers. For example, a
single Acquirer may not process all the brands the merchant accepts, or the merchant may do
business in multiple national markets (and currencies) and have corresponding Acquirer
relationships. In addition, Acquirers may choose to operate multiple Payment Gateways for
load balancing and redundancy.

SET allows the Acquirer to return cardholder payment information to the merchant, encrypted
under the merchant’s key. This capability is designated by an indicator in the merchant’s
certificate. This option is intended to allow merchants to use out-of-band clearing mechaTisms
and to support legacy systems that depend on the availability of the account information

Continued on next page
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Certificates, continued
Payment Two key pairs are required at the Payment Gateway:
Gateway . . . . . .
certificates * A signature pair that is used to sign and verify messages provided@ertieolderand |
Merchant; and
» A key-encryption pair that is used to protect payment instructions generated by the
cardholder and messages generated by the merchant.
The number of ertificates required by the Payment Gatewaflectsthe number obrandsit
handles.
Certificate Certificates shall be validated through a hierarchy of trust. Each certificate is linked to the

chain validation

Summary of
certificate

types

signature certificate of the certificate issuing entity. Certificates are validated by following
the trust hierarchy to the Root CA. The path through which the certificates are validated is
called the certificate chain.

The validation of each certificate shall be enforced at all levels of the chain. For example, a
cardholder shall validate the merchant, Merchant CA, Geopolitical CA (if any), Brand CA,

and Root CA certificates. The validation process may stop at a level that has been previously
validated. A detailed description is provided in “Certificate Chain Validation” on page 123.

Table 12 lists the certificates defined by SET:

Certificate Types Message Key Encryption Certificate and/or
Signing CRL Signing

Root CA X
Brand CA X
Geopolitical CA X X
Payment Gateway CA X X X
Merchant CA X X X
Cardholder CA X X X
Payment Gateway X X

Merchant X X

Cardholder X

Table 12: Summary of Certificate Types
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CRLs and Brand CRL ldentifiers

Certificate A certificate may need to be revoked or canceled for a number of reasons: for example, due to
Revocation List 3 real or suspected compromise of the private key, a change in the identification information
(CRL) contained in the certificate, or termination of use.

Each CA, with the exception of the MCA and CCA, shall generate, maintain, and distribute a
Certificate Revocation List (CRL) that lists certificates that it issued that have been revoked.

Table 13 lists the SET entities that may generate a CRL and the reasons for which they would
do so.

This entity: ...shall generate a CRL in the event of
unscheduled replacement or termination
of a certificate that it issued to:
Root CA Root CA
Brand CA
Any-Brand CA GeopoliticalCA
CCA, MCA, or PCA
Geopolitical CA CCA, MCA, or PCA
Payment Gateway CA Payment Gateway

Table 13: Entities That Generate CRLs

Note: Cardholder and Merchant certificates are canceled rather than revoked; that is, they do
not appear on any CRL, as there are other means of determining that they are no longer valid.

Brand CRL Each brand is responsible for managing Certificate Revocation Lists (CRLs) within its own
Identifier (BCI)  domain. The SET architecture introduces the concept of a Brand CRL Identifier (BCl). A BCI
is digitally signed by the brand and used to identify the SET CRLs that the Cardholder,
Merchant, Payment Gateway, and CA systems need to reference when validating certificates as

part of signature verification.

Further detail Additional information about CRLs and BCls is available in Part Il starting atfpage
Bookmark not defined..
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Chapter 3
Technical Requirements
Overview
Introduction Chapter 3 summarizes other design considerations that affect the overall technical
requirements for SET.
Organization Chapter 3 includes the following sections:
Section Title Contents Page
1 Security Summarizes the primary security 53

considerations for SET.

2 Adaptability Summarizes the implications on the | 59
design of supporting different
environments with respect to
cardholder certificates.

3 Interoperability Summarizes the general message 60
formats and encapsulation methods.
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Section 1
Security
Overview
Introduction The intent of SET is to address certain security issues related to three-party payment

mechanisms conducted over the Internet.

Organization This section includes the following topics:

o Integrity
o Authentication
o Confidentiality
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Integrity
Definition Data integrity is the assurance that the data received is the data that was sent.

Hash functions

Digital
signature

The sender generates an integrity value based on the data to be transmitted, then transmits both
the data and the integrity value to the receiver. The receiver validates the integrity value, thus
verifying that the data has not been altered during transmission.

Data integrity is supported by the use of hash functions. A hash function is applied to the
appropriate data to produce a statistically unique integrity value callbédshesalueHash
functions by themselves do not guarantee absolute data integrity. To provide this guarantee,
part of what is hashed must be a secret key.

Hash functions are different from symmetric-key algorithms and have the following properties:
* A hash function is a public algorithm.

» A hash function is one-way; that is, given the hash value, it is not possible to recreate the
original data(lf the hash functions not cryptographically securié may be possible to
predict the input from the outpatbut many possible inputs could have the same output. [For
a cryptographically secure hash algorittsuch as those used in SEilis not
computationally feasible to recreate the original data.)

» The hash value is computed in such a manner that it is not feasible to identify other data that
will hash to the same value.

A digital signature is defined as data appended to, or a cryptographic transformation of, a
data unit that allows a recipient of the data to prove the source and integrity of the data, and
thereby protects against forgery.

In SET, a digital signature is a hash value encrypted using the private key of the sender. The
hash value provides integrity of the data within the message; if the payment data is modified,
the hash value will be different, and that difference can be detected when the receiver
re-computes the hash. The hash is encrypted to ensure that a third party cannot change the
hash, since encryption of the new hash value would not be possible without the private
encryption key.
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Authentication
Definition Authentication provides assurance that the data received was sent by the party who claims to
have sent it.
The sender uses digital signasiand public-key certificates to prepare the data to be sen}.
The receiver verifies the digital signatures and public-key certificates, thus authenticating the
sender.
Auth_enticating SET requires public/private key pairs for Payment Gateways, Merchawt§€As and |
public keys supports them as a recommended option for Cardholders. The public keys are distributed via
certificates signed by authorized CAs.
Cardholders, Merchants, and Payment Gateways shall authenti licekeys of the |
CAs and the Root Keys using mechanisms provided in SET. See “Root key distribution and
authentication” on pagérror! Bookmark not defined. in Part II.
Entity Digital signatures require a trusted third party to vouch for the authenticity of the public key

authentication

used to verify the signature. The process dictates that the trusted third party, a CA, provides
an electronic certificate that vouches for the fact that a public key is “owned” by a certain
entity. This electronic certificate (itself digitally signed by the CA) is stored by the entity in

its computerandaccompaniesigred messagesentto other entitiesThe receiver's system

uses the certificatendcertificate chairto verify the sender’s public key. At that point the
receiver is sure that:

» the original data was not altered (data integrity);

» the message could only have been signed by the holder of that private key (entity
authentication); and

o atrusted third party has vouched for the fact that the signer is in fact the holder of that key
pair.

The uniqueness of the digital signature and the underlying hash value coupled with the
strength of the public key certificate provide an acceptable level of assurance to authenticate
the sender and to verify that the sender originated the signed data.

Continued on next page
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Authentication, continued

Cardholder
authentication

Merchant
authentication

Payment
Gateway
authentication

The Cardholder certificate issued by the CCA is evidence that the Cardholder’s public key
has been tied to the account number. This mechanism will reduce the incidence of fraud and
therefore the overall cost of payment processing.

Merchants and Acquirers shall verify that a cardholder is using a valid account rtumber
verifying the signatures on the Cardholder certificate and by validating the certificate’s chain

The Acquirer shall authenticate the merchant’s certificate request and, if appropriate, issue a
certificate through its MCA. The Merchant certificate provides verification of an agreement
between the merchant and the Acquirer. In essence, the certificate is an “electronic decal,”
similar to the brand decal in the merchant’s window.

Cardholders and Payment Gateways shall authenticate Merchants by verifying the signatures
on the Merchant certificate and by validating the certificate’s chain.

Payment card brands shall authenticate the Acquirer’s certificate request and, if appropriate,
issue a Payment Gateway certificate through the brand’s PCA.

Since the Cardholder uses the Payment Gateway’s public key for encrypting the symmetric
key used to encrypt the payment instruction, the Cardholder (as well as the Merchant) must
authenticate the Payment Gateway. The Merchant provides the Cardholder with the Payment
Gateway’s encryption certificate. Cardholdargl Merchantshall authenticate Payment
Gateways by verifying the signatures on the Payment Gateway certificate and by validating
the certificate’s chain.
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Confidentiality

Definition

Confidentiality
in SET

Protecting
private keys

Trusted cache

Data confidentiality is the protection of sensitive and personal information from unintentional
and intentional attacks and disclosure.

Securing such data in uncontrolled environments, such as unsecured networks, requires data
encryption and associated key management.

SET uses both asymmetric and symmetric-key algorithms in conjunction with a digital
envelope to provide data confidentiality. RefeSt6T Book 1: Business Descriptifom an
overview of this technique.

Public-key signature mechanisms are critically dependent on the security of the
corresponding private keys. Developers shall pay particular attention to the methods used to
store the private keys:

» Private keys shall be protected through encryption or tamper resistant mechanisms.

o Payment Gatewayend Certificate Authoritieshall use tamper resistant hardware |
cryptographic modules to perform cryptographic functions and to generate and store secret
keys.

» Merchant and Cardholder applications should also employ hardware cryptographic
modules to perform cryptographic functions and to generate and store secret keys.

Certificates, CRLs, and BCls will be accessed frequently when processing SET messages.
Thus, the processing of successive SET messages may be optimized by maintaining a local
trusted cache of frequently accessed certificates, CRLs, and BCls and their Thumbprints.
(See “Thumbprints” on page 68.)

e Each SET application shall fully validate certificates, CRLs, and B&fisreadding them
to the applicabn’s trusted cache.

e Each Cardholder and Merchant system supporting SET shall enforce a policy to protect its
trusted cache from unauthorized access or modification.

Eachcertificate, CRL, and BCI shatlitherbe authenticated and added to the trusted cache|or
discarded at the conclusion of processing the message that coittained

Continued on next page
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Confidentiality, continued

Protecting
account
information

Payment data

SET offers an option that permits the Payment Gateway to provide cardholder account
information to the merchant, encrypted under the Merchant’s public key. When this option is
used, care shall be taken to ensure the security of the payment information as it resides on the
merchant’s systems:

» Merchant applications shall store payment information in encrypted form.

» Merchants should store payment information off-line, or behind a firewall or similar
mechanism.

SET is responsible for the confidentiality of payment data that it needs to manage. Where
non-payment data confidentiality is needed, it is provided in the protocol messages by
including a reference to the data rather than the data itself. For example, SET does not
exchange the Order Descriptiod), but includes a hash of ti@D in the Purchase Request
(PReq). The following assumptions apply:

¢ The bit stream for th®D and purchase amount at the Merchant is identical to the
bit stream for th®©D and purchase amount at the Cardholder.

o The Cardholder and Merchant software shall agree on the representation of this data before
SET is invoked.
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Section 2
Adaptability
Variations
Purpose This section illustrates how SET has been designed to be adaptable to different business
models and operational environments, such as support for cardholders without certificates.
Several appendices provide more information about this topic:
o Appendix D: SET Fields
» Appendix E: Field Support Requirements
o Appendix S: Implementation Variations
Use of The cardholder’s signature certificate provides authentication and integrity of data sent to the
cardholder Merchant and to the Payment Gateway. SET supports environments in which cardholder
certificates signature certificates are required, and also environments in which they are optional. A
payment card brand determines whether or not its application of SET requires cardholder
signature certificates.
Certi_ficate- In environments in which certificates are required, all messages from the cardholder that
required require authentication and integrity shall be signed with a signature authenticated by the

environments

Certificate-
optional
environments

cardholder certificate. There are protocol initiation requests that do not include such
signatures, since no significant protocol failures would result from their abuse. All other

messages are signethd-therecipients-of-these-messages-are-assured-receipt of the
corresponding-certificates-by-the-protacol

When a cardholder does not have a signature certificate, no digital signature is generated.
Instead, the Cardholder software generates a hash of the data and inserts the hash into the
digital envelope to ensutbe-integrity-ofits-contenthat the data in the message

corresponds to the digital envelope. However, unlike a signed message, the hash does not
protect against substitution of both the digital envelope and the message
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Section 3
Interoperability

Introduction

Organization This section includes the following topics:

General Message Formats
MessageWrapper

Backward Compatibility

System Clock Differences

Extension Mechanism for SET Messages
PKCS #7 Formats

Transaction Validation by Non-SET Systems
Optional Fields

Language

Date Fields

Amount Fields
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Initiation
SET It is anticipated that SET applications will operate in one of two environments:

environments

SET initiation
process

e interactive — in this environment, the entities communicate in “real-time” with small time
delays between the exchange of messages (such as the World Wide Web); or

e non-interactive — in this environment, the entities communicate with large time delays
between the exchange of messages (such as electronic mail).

In an interactive environment, it is expected that a “SET initiation process” takes place that
triggers the SET protocol. This process allows the Cardholder and Merchant to exchange
certain information required for SET. Such information includes (but is not limited to):

o the brand the cardholder has selected,
» the order description, and
o the purchase amount.

It is expected that standards will be developed to address how this information is exchanged
and how the SET protocol is initiatddntil such standards are availalfTCoprovides an
interim standard ithe SETExternal Interface GuidgSee"Related documentatitrin the
Preface.)
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Message Formats

Overview

Cryptographic
treatments

Notation and
encoding

Encoding
alternate
character sets

SET messages shall be formatted using non-proprietary techniques, permitting communication
over a variety of interactive and non-interactive mechanisms (as discussed in “Transport
mechanisms” on page 43). Wherever possible, external standards are employed to enable the
protocol to be easily implemented and to ensure that interoperability among implementations is
possible. Appendix A lists the specific version of each external standard on which SET is
based.

Cryptographic treatments are constrained to ensure that only as much cryptography is
employed as is required by the security needs of the payment card transaction.

To promote interoperability and the ability to upgrade, SET uses the Public Key Cryptography
Standards (PKCS) to represent the cryptographic parameters and message encapsulation

SET messages are defined using the ISO/IEC and ITU-T Abstract Syntax Notation (ASN.1)
standard and shall be encoded using the Distinguished Encoding Rules (DER). This permits
unambiguous encoding through a standard that is well understood and widely accepted.

Unicode and the Basic Multilingual Plane are synonym8&3 supportsBMPString for all
character strings where data can be displayed to aSKE&ruses VisibleString in cases
where the character representation is limited to 7-bit ASCII

Continued on next page
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Message Formats, continued

ASN.1/DER
encoded
messages

The ASN.1 notation provides a clear, unambiguous definition of the content of messages;
DER provides an encoding that is precise and that ensures a single format for encoded data.
Such precision and uniqueness is critical to being able to support operations involving hashes
and signatures.

SET ASN.1 definitions include a collection of intrinsic types that are used to define data
fields and messages but depend on additional restrictions and constraints. These shall be
checked by the application software. For example:

* ASN.1 typelA5Stringis used to define several data fields that contain character string data
(such asvlerOrderNum ). The permitted alphabet for values of tABStringtype is
sometimes referred to as the ASCII character set.

o Size constraints on the fields are imposed (for exanvfgeOrderNum may not exceed
25 bytes) and shall be checked by all SET software.

Commercial ASN.1 code generators are available that enable software developers to generate
and receive SET messages with only modest programming effort beyond providing the
ASN.1 specification itself to such tools.
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MessageWrapper
Purpose TheMessageWrapper is the top level ASN/BER-data-structurg/pein the SET protocol.

Processing

Every SET message containsteartextMessageWrapper , whichcontains the following
components:

e a clear texMessageHeader ,

¢ aMessage, and
e optionally, messagextensions

The MessageWrapper presents information to the receiver of a message at the very start of

message processing that can be used directly by the receiver without first performing
cryptographic processing. ThéessageWrapper identifies the type of SEMessage and
provides unique identifiers that are sufficient for the receiver to detect dudivcte
unexpectd messages.

All SET-related processing begins with tdessageWrapper .

The MessageHeader shall be decoded befokdessage processing. Th&ransIDs and
RRPID fields have been placed in #tessageWrapper- MessageHeader to permit

early duplicate detection; these fields are repeated withiMéissage , so that the integrity
of this data can be protected within the body of the medsageyptographic enhancements

At the time theviessageWrapper- MessageHeader is decodeddecoding othe
Message component mapetbeprocessedeferredbuthowever ts type can be

determined from th®ER-typeASN.1 tadfield-ef-Message-. After initial
MessageWrapper—_MessageHeader processing is performed:

« theMessage is decodedif that has been deferred),

o theMessage is decrypted and/or its signature is verified, as appropriate, then

o the content of th&lessage is decoded to yield the data that is processed individually for
each message type.
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Backward Compatibility

Application
requirements

Checking the
version

Responding to
older version
messages

Software
upgrade
prompts

Responding to
newer version
messages

In order for SET to be successful, new versions of SET must be able to interoperate with
prior versions. In general, applications shall interoperate with the cuaebnrevisierof
SET and the immediate prior versitand the revisions of eachjhat is, an application that
supports Version 2 of SET (when it is published) shall be able to send and receive Version 1
messages. A future version of SET may require compatibility with more than one prior
version.Compatibility requirementwill be explicitly stated in each versiogkision that is

published.
SET messages shalsethe highest version/revision that bander and receiveupport

To determine the version of the message, the software shall check
MessageHeader.version andMessageHeader.revision .

An application that can process a message from a previous version shall respond (if
appropriate) using messages and formats from the received version.

An application that receives a message with a version number that is lower than it can
process (such as a Versibl application receiving a Versighl message) shall reject the |
message by responding with Brror message containing &mrorCode of versionTooOld

An application that receives &mrorCode of versionTooOldshould display a message with
information about how to upgrade to the latest version of the software. Cardholder software
vendors in particular should include such a feature.

An application that receives a message with a version number that is higher than it can
process (such as a Version 1 application receiving a Ve2stanessage) shall reject the
message by responding with Brror message with arrorCode of versionTooNew

If possible, an application that receiveskaror message with alerrorCode of
versionTooNewshould try re-sending the message with a lower version of SET.
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System Clock Differences

Clocks must
match

Checking the
date and time

Clock change
prompts

Note to reviewers: This section will be reviewed to determine what changes are needed
the following situations:
1) message wrapper processing,

2) certificate chain validation, and

3) receipt and processing of initial certificates (may be different than 2 above)

In order to process messages correctly, the system clocks of the sender and receiver mu

matchreasonably well. Factors that can result in either system reporting an inaccurate tir
include:

The user failed to set the clock to the cortecal date and time

The user indicated an incorrect local time zone

The battery protecting the clock in the event of power failures has.failed
The clock has drifted significantly since it was. set

Each implementation of SET will determine the tiwaiationthat it will accept. For
example, a system may accept messages that report to have been generated up to 48 h
the past or 12 hours in the future. If a message is received that is outside of this range, t
applicatin shall reject the message by responding witEm@or message containing an
ErrorCode of messageTooOIldr messageTooNew

An application that receives &rorCode of messageTooOldr messageTooNeshould
display a message with the current system date and time as well as the date and time re

by the other system. If possible, the application shprddide a user interface feature (such
as a button) that when activatelthnges the system clock to match the time provided by th
remotesystem. Cardholder software vendors in particular should include such a feature.

Note to reviewers: this will be updated to address situations where the CA accepts a mej

st

burs in
ne

ported

ssage

in the" near futuré resulting in a not-yet-valid certificate being returned to the end entity.

Draft Version 1.0.1



Book 2: Programmer’s Guide SET Secure Electronic Transaction Specification

Page 66

as of December 10, 1998

Extension Mechanism for SET Messages

Why
extensions may
be necessary

The extension
mechanism

This version of SET was intentionally limited to the minimum functionality necessary to
support cardholders and merchants doing business on the Internet. Consequently, some
business functions are not included in the definition of SET payment messages. Furthermore,
it is unlikely that SET could ever be robust enough to cover the business practices of every
national market and every Acquirer. Therefore, it is necessary to provide a mechanism to
extend SET payment messages.

An example of a business function that is not supported by the SET messages is Japanese
Payment Options. Issuers in Japan have options for payment that are selected by the
consumer at the time of the purchase. Since there is no place in the SET message to carry this
information, an extension to the protocol is necessary.

SET messages are extended in the same way that X.509 certificates are extended.
Specifically:

* An extensions field is provided that contains a sequence of extension data.
» The extension data indicates the type of extension and the criticality of the extension.

See Appendix H: “Extension Mechanism for SET Messages” for details.
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Purpose Thumbprints are hashes of certificates, CRLs, or BCIs. They have several uses in SET:

to minimize certificates, CRLs, and BCls exchanged,

to help ensure that an unsigned message was not altered |
to indicate specific certificates included in a message, and

to indicate a certificate, CRL, or BCI that caused processing to fail.

Thumbprint A Thumbprint is computed by performing the SHA-1 hash of one of the following
generation DER-encoded ASN.1 structures:

o UnsignedCertificate
» UnsignedCertificateRevocationList
» UnsignedBrandCRLIdentifier

The hash is computed over the tag-length-value of the encoded structure. The Thumbprint is
the same hash that is used to sign or verify a certificate, CRL, or BCI.

Continued on next page
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Thumbprints, continued

Minimizing In order to support the security requirements of SET, public-key certificates, @RL8CIs |
certificates, shall be carried in the protocol. Since these data structures are large, the Thumbprint
CRLs, and BCIs  mechanism is provided to reduce required traffic.

exchanged

Sending entity

Receiving
entity

An end entitymay include Thumbprints in a message as a compact way to identify the |
certificates, CRLs, and BCI that it is holding. The recipient of a message that contains
Thumbprints may check the Thumbprints and include in the response only certificates, CRLs,
or the BCI that the end entity does not have but will need for the transaction. (This process is
described in more detail below.)

Since Thumbprints are very small compared to the certificates, @RI BClsthat they |
represent, much overhead is avoided.

ignored by

sendthe+emote-entifgclude in many SET ppiest messagébe Thumbprints of the

certificates, CRLs, and BCls that it possesses and that it expects to be related to the
transaction.

SET software shall not send Thumbprints for all certificates, CRLs, and BCls currently
existing in its cache, but only for those that are pertinent to a particular request/response
message pair. For exampilaerehantCardholdesoftware shall not send the Thumbprints fo
othereardholdersnerchantor for other brands.

Thumbprints may be listed in any order.

The recipienbf aSETrequest messaghall ensure that the requester possesses every
certificate, CRL, and BCI needed to complete the processing odshensenessagand to
createsubsequerntequest messages

The system responding to a message that contains Thumbprinéstheay

Rls for

which-ithasreceived-Thumbprinttheck the Thumbprints and include in the response
only certificates, CRLs, or the BCI that the requester does not have but will need for the
transactionor

» ignore the Thumbprints and send every certificate, CRL, and BCI that the requester will
need.

(If the requester does not include Thumbprints, the responder must always include all ngeded
certificates, CRLs, and BCI.)

Continued on next page
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Thumbprints, continued

Inte_grity of For most SET messages, sighature verification and cryptographic hashing provide assurance
unsigned that the request was not alter&dr certain unsigned messagesse methods are not
message available. Insteadhe requestesends Thumbprints in the request message,dbepares
them toThumbprints received in the resporis@btainsome assurana# integrity.
Indicating SomeSET messages include one or mopedaific Thumbprintghatidentify specific
certificates in certificates included in the message
request or
response
When: the Thumbprint(s) of is/are included in:
a key-encryption certificate is the key-encryption certificat¢ the response
included in a response
akey-encryptioncertificate isbeing| the certificate being reneweflthe request
renewed
certificates are issued (new or the new or renewed the response
renewal) certificates
Indicating When message processing fails because of a certificate, CRL, dtsB@imbprintis
invalid included in theError message. If more than one of thdagastructuress invalid, theError
certificate, message will indicate the first one processed (because processing stopsEmor
CRL, or BCI message is generated).
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PKCS #7 Types
Purpose To ensure interoperability and the ability to upgrade, the Public-Key Cryptography Standards

(PKCS) #7, Cryptographic Message Syntax Standard Version 1.6, is used as the basis for
SET cryptographic encapsulation methods. Review the PKCS #7 documentation cited in
“Related documentation” in the Preface.

PKCS #7 types SET uses the following PKCS #7 ASN.1 types:

SignedDatafor digitally signed data,
EnvelopedDatafor dataencryptedwith public keys
EncryptedDatafor dataencrypted with symmetric keys,
DigestedDatafor hashed (or linked) data.

Implicit Each signed message contains all certificates and CRLs necessary for the receiver to verify

certificates and  the message signature. Certificates and CRLs are included@etticatesand CRLdfields

CRLs of the SignedDataype-When-a-key-exchange-certificate-is-included-tsThumbprintis als
included-withinthe-messag@ecause BCIs are a SET innovation, no place is allowed for
them in PKCS #7Instead, they are carried in SET fields.)

Continued on next page
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PKCS #7 Types, continued

SignedData The SignedDataype from PKCS #7 is shown below to aid in understanding the signature
process.
Multiple occurrences dbignerinfosare permitted withisignedDatahowever, in SET a
SignedDatanessage is signed by no more thanpasieskeys (both belonging to the same
entity).
SignedData [ |
I I I
. Digest e .
Version Algomhrflzsenmiers Contentinfo Certificates CRLs Signerlnfos J
2 shal A
Contentinfo
ContentType Content Certificates needed to
verify the signature
See DataToBeSigned
Appendix M (DER Encoded)
Signerinfo
Version IssuerAnd Digest Authenticated | DigestEncryption Encrypted Unauthenticated
SerialNumber Algorithm Attributes Algorithm Digest Attributes
2 shal contentType rsaEncryption Signature not used
messageDigest generated over
issuer Certificate Authenticated
Name SerialNumber (SHA-1 digest of Attributes
content appears
(From signer’s Certificate) here)
Figure 5: SignedData
Content SET includes two operators for tyS&gnedData |
Page
Signature S() contentalwayspresent 151 |
SignatureOnly SO() contentalwaysabsent 159 |

Further detail

Appendix M: “ContentTypes” provides a table of SET messages (or components of
messages) with thedilontentandcontentTyperalues used iBignedData

Continued on next page
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PKCS #7 Types, continued

Sr_:lmple code: Thefollowing sample ASN.1 code shows how to compSgmedDatausing data structure
SignedData dataTBSas the dat to be signedsing theSignatureoperator The ASN.1 typeof dataTBSs
identified byid-setcontentdataTBS.

signedData SignedData ::= {

sdVersion 2,
digestAlgorithms {
{ algorithm id-shal |
parameters NULL
3
Lo
contentinfo {
contentType " id-set-content-dataTBS
content " dataTBS "
h
certificates { .}
cris { .. h
signerinfos {
{ siVersion 2,
issuerAndSerialNumber {
issuer "Certificate.issuer" ,
serialNumber "Certificate.serialNumber"
b
digestAlgorithm {
algorithm id-shal

parameters NULL

authenticatedAttributes {

{type contentType
value " id-set-content-dataTBS
b
{type messageDigest
value " Digest of dataTBS "
3
b
digestEncryptionAlgorithm {
algorithm id-rsaEncryption ,
parameters NULL
}  encryptedDigest "Signed  authenticatedAttributes"

[~

Continued on next page
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PKCS #7 Types, continued

Authenticated SET PKCS #BignedDataalways includes two authenticated attributasitentTypand
attributes messageDigesThe attributes may occur &ither orderthe verifying partynustpreserve
the ordemhile validating the message.

contentType The type @ontentbeing signed, and therefore protected by the
signature.
messageDigest A digest of thentent

Object identifiers have been defined to uniquely identify each SET ASN.1 type that can
appear irSignedDataSee Appendix M: “Content Types.”

Example Consider the signature on an ASN.1 type nadetdTBS The SHA-1 hash of the
DER-encoding of this type is computed. An authenticated attributes data structure is created
by placing the object identified-set-content-dataTBiato acontentTypettribute and the
digest ofdataTBSnto amessageDigestttribute as shown in the following table.

contentType id-set-content-dataTBS
messageDigest SHA-1(dataTB$

The SHA-1 haslbf the DERencoding othe AttributeSeq identified by
authenticatelAttributes(that is,excluding the outer tal®] andits length)ef-this-data
strueturels computed and the result encrypted using the signer’s private key; it is this
encrypted digest that is placed in tBecryptedDigestield of theSignedDatastructure.

The object identifierd-set-content-dataTBf#entifies the content.

Continued on next page
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PKCS #7 Types, continued

EnvelopedData TheEnvelopedDataype from PKCS #7 is shown below to aid in defining understanding the
process of encryption with public keys. Multiple occurrenceRetfipientinfosare permitted

within PKCS #7EnvelopedDatahowever, only on®ecipientinfds used in SET messages.

EnvelopedData

. Recipient Encrypted
Version Infos Contentinfo
1
Recipientinfo
. IssuerAnd KeyEncryption Encrypted
version SerialNumber Algorithm Key
0 A rsaOAEPEnNcryptionSET
issuer Certificate
Name SerialNumber

(Identifies the certificate of the intended

EncryptedContentinfo

recipient, certificate is not included) ContentEncryption Encrypted
ContentType Algorithm Content
desCBC

See Appendix M

Figure 6: EnvelopedData

Further detail Appendix M: “ContentTypes” provides a table of SET messages (or components of

messages) with thetilontentandcontentTypevalues used iEnvelopedData

Continued on next page
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PKCS #7 Types, continued

Sample code:
EnvelopedData

Thefollowing sample ASN.1 code shows how to compBrgelopedDataising data
structuredataTBEas the data to be enveloped (whose ASN.1 type is identified by
id-setcontentdataTBE)and optional data structuestraData Thesymmetric keyn this
sample is a DES key, a known, shared secret between the sender and the receiver.

envelopedData EnvelopedData ::= {
edVersion 1,
recipientinfos {
{ riVersion 0,
issuerAndSerialNumber {
issuer " Certificate.issuer" ,
serialNumber " Certificate.serialNumber
L . .
keyEncryptionAlgorithm {
algorithm rsaOAEPEnNcryptionSET
parameters NULL

éncryptedKey " RSA encrypted DES key, extraData

3
encryptedContentinfo {
contentType " id-set-content-dataTBE
contentEncryptionAlgorithm {
algorithm id-desCBC ,

parameters cbc8Parameter

2

ncryptedContent " dataTBE encrypted with DES symmetric key

Continued on next page
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PKCS #7 Types, continued

EncryptedData The Encrypteddata construct from PKC&7 is shown below to aid in defining the procets
encryptionwith symmetric keys

EncyptedData

Encrypted

Version Contentinfo

0

EncryptedContentinfo

ContentEncryption Encrypted
Algorithm Content

ContentT ype

desCBC
des CDMF

Figure 7: EncryptedData

Sample code: The following ASN.1 sample code shows how to comgaseryptedDatausing data

EncryptedData structuredataTBEas the data to be encrypted, whose ASN.1 type is identified b

id-setcontentdataTBE Thesymmetric keyn this sample is a DES key, a known, shared
secret between the sender and the receiver.

encryptedData EncryptedData ::= {
version 0,
encryptedContentinfo {

contentType "id-set-content-dataTBE",

contentEncryptionAlgorithm {
algorithm id-desCBC , -—or id-desCDMF
parameters cbc8Parameter

Lo

ncryptedContent "dataTBE encrypted with DES symmetric key"
y
Further detail Appendix M: “ContentTypes” provides a table of SET messages (or components of

messages) with theflontentandcontentTypevalues used iEnvelopedData

Continued on next page
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PKCS #7 Types, continued

DigestedData

Sample code:
DigestedData

Further detail

TheDigestedDataconstruct from PKCS #7 is shown below to aid in defining the hashing
process.

DigestedData
. Digest Content .
Version Algorithm Info Digest
0 shal A
ContentInfo
ContentType Content

(Optional - always
absent in SET)

See Appendix M

Figure 8: DigestedData

The following ASN.1 sample code shows how to compDagestedDataas a detached digest

(without contentusing data structurgataTBHas the data to be digested (or hashed), whos
ASN.1 type is identified bid-setcontentdataTBH

digestedData DigestedData ::= {
ddVersion 0,
digestAlgorithm {

algorithm id-shal
parameters NULL
b
contentinfo {
contentType "id-set-content-dataTBH

L
digest "SHA-1 hash of the dataTBH"

Appendix M: “ContentTypes” provides a table of SET messages (or components of
messages) with thetiontentandcontentTypevalues used iDigestedData

Draft Version 1.0.1

D




Book 2: Programmer’s Guide

Page 78

SET Secure Electronic Transaction Specification
as of December 10, 1998

Transaction Validation by Non-SET Systems

Explanation

Cardholders
without
certificates

Evidence that a cardholder has participated in a SET transaction is provided in two ways:

o SET participant§Merchant and Payment Gatewagteivethe cardholder’s digital
signature and certificatevhich serve as evidence

e The Issuer does not receive the digital signature and certifibaieare dropped when the
Payment Gateway processes the transaction and formats it for use by legacy payment
systemslinstead the Issuer can verify a hash of data known only to the Cardholder and

(via the CCA) tahe Issuer.
This hash, called th€ransaction StaififransStain ), is developedind useds follows:

e During certificate registration, the cardholder sends a secret GdodSecret , to the

¢ The Cardholder and CCA rememlieardSecret . Because th€CA is operated on belfal
of the Issuer, this value is also available to the Issuer.

e When creating each Payment RequBf€q), Cardholder software generates
TransStain as a hash of the globally unique transaction identiig», andCardSecret ,
and includes it in the Payment Instructions. Because the hash in¥liRigte value
changes for every transaction.

e The RymentGatevay send both TransStain andXID to the Issuer

If the Gardholderdoes not have a certificate, the valu€afdSecret is zero.
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Optional Fields

Overview_ When a field is marked OPTIONAL in the ASN.1, that field may or may not appear in
individual messages. Whether the field appears in a given instance of the message is
described irfSET Book 3: Formal Protocol Definiticand in the processing stepsParts |l
and 11l of this bookWhether an application shall (or may) include support for the field is

defined in AppendiE: “Field Support Requirements.
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Language

Specifyin The value ol anguage shall be one of the followin@nd SET software shall be able to
Language process all of the following

e a two-character value specified in 1ISO 639;

¢ a two-character value specified in ISO 639, a hyphead a two-character value specified
in ISO 3166; or

e a value registered with IANA in accordance with RFC 1766.

When an application supports multiple variants of a language, one variant shall be desighated
the primary variant. If an unsupported variant of a language is requested, the primanty vatia

shall be used.
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Date Fields
Date field Dates in SET argypieaty-indicated in the form of a string representing the calendar date gnd
format UFE Greenwich MeafTime, in the format:

YYYYMMDDHHMM {SSI.f[f[f]]] }Z GeneralizedTime

YYMMDDHHMM [SSLff[f]] 12 UTCTime

where Z is a literal upper-case letter Z.

That is, the string should consist of:

No separators are used aside from the decimal point in the optional representations of
fractional seconds.

Examples:
1996022321080Z7 February 23, 199%:06 p.m.
19960223210630Z February 23, 199®:06:30 p.m.
19960223210630.123Z February 23, 1996, 9:06:30:123 p.m.

Midnight shall be represented in the form: YYYYMMDDO000000Z, where YYYYMMDD
represents the ddgHoewing that begins withhe midnight in question.

atwo- orfour-digit representation of the year that includes the cerieeperalizedTime
uses foudigits; UTCTime uses twd,

a two-digit representation of the month,

a two-digit representation of the day in the month,

a two-digit representation of the hour (on a 24-hour clock),

a two-digit representation of the minutes after the hour,
an-optionah two-digitrepresentation of the seconds after the minute,

an optional representation of fractional seconds, indicated by a decimal point followed by
one to three digits, and

a literal upper-case letter Z.

Following are examples of invalid representations:

19920520240000Z invalid - midnight represented incorrectly
19920622123421.0Z invalid - spurious trailing zeros
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Amount Fields

Amount format Amounts in the SET payment messages are expressed in terms of threeuietasy
amounf andamtExp10

Field

Definition

currency

The value shall berumerie-ASClstring-speeiyirghe three-digit

ISO 4217 currency code. For example, a payment denominated in U.S.

currency will have a currency value of 840. The values shall be between 1

and 999 inclusive.

amount

The value shall berumerie-ASCH-stringrepresentitiyze amount of the

payment, specified in terms of th@nor wnit of thestated currency. The
value shall be a non-negative integer.

amtExpl10

The value shall be aumerie-ASCH-strirgnumberrepresenting an exponen
base 10 such that

amount * (10 ** amtExp10)

shall be the valuef the amounin themirer majorunit of the currency
speeifiecHn1S©-4217The value may be either a negative or positive intg

ger

but is usually between -3 and O

Example In order to represent US $2.50 in fRerchAmt field, the values focurrency amount and
amtExpl(fields are 840, 250, and -2, respectively.
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Overview

Introduction

Organization

Chapter 4
System Concepts

Chapter 4 summarizes other important system concepts pertinent to understanding the
architecture of SET.

Chapter 4 includes the following sections:

Section Title Contents Page

1 Cryptography Highlights the specific cryptographiq 85
algorithms and features.

2 Notation and Definitions Summarizes the notation and 93
conventions used throughout the
remainder of this Programmer’s
Guide.

3 Other Features Describes other features of the desigrd8

of SET.
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Section 1
Cryptography

Cryptographic Features

Default The cefault algorithmslefined for SETare:
algorithms
type algorithm usage
asymmetric RSA with SHA-1 message signing
certificate and CRL signing
BCI signing
asymmetric RSA (OAEP) data encryptin
symmetric DESCBC data encryption
hashing SHA-1 message digests and keyed hash
keyed hash HMAC-SHA-1 TransctionStain(see pag&9)
UnigueCardholdeiD in Cardholder
cerificate (see pagError! Bookmark
not defined.in Part II)

Table 14: Default Algorithms

Continued on next page
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Cryptographic Features, continued
Asymmetric
key sizes
Entity Message Signin Key Certificate CRL
Encryption Signing Signing
(also used
by the BCA
to signBCI)
Cardholder 1024
Merchant 1024 1024
Payment Gateway 1024 1024
Cardholder CA 1024 1024 1024
Merchant CA 1024 1024 1024
Payment Gateway CA 1024 1024 1024 1024
Geopolitical CA 1024 1024
Brand CA 1024 1024
Root CA 2048 2048

Note: These key sizes may change in future versions of SET; however, because of import and

Table 15: Asymmetric Key Sizes

export restrictions, SET applicatiomsistshall hard-code these sizes.

Continued on next page
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Cryptographic Features, continued

DES

SET DES-CBC
Padding Rule

The Data Encryption Standard (DES-CBC) is the default symmetric-key algorithm used in
SET to protect sensitive financial data, such as the payment instrietjo@(iginally

published in 1977 for use by the United States government to protect valuable and sensitive —
but unclassified — data, DES was subsequently adopted by the American National Standards
Institute (ANSI) as the Data Encryption Algorithm (DEA).

DES specifies a cryptographic algorithm to encrypt and decrypt 64-bit blocks of data under
the control of a unique key. The algorithm is defined in Federal Information Processing
Standard (FIPS) 46-2, published by the U.S. National Institute of Standards and Technology
(NIST). SET uses the Cipher Block Chaining (CBC) mode of DES, as defined in FIPS 81.
The key is 8 bytes long, with each byte having a parity bit in position 0, yielding an effective
key length of 56 bits. The standard padding rule shall be used with the DES-CBC mode as
described below.

The SET padding rule for DES-CBC requires that a padding string always be appended to the
final plaintext block being encrypted. This final block may be a complete data block, or a
partial data block whose length is not an integral multiple of the block length. A padding
string is used in SET regardless of whether the final block is a partial or complete data block.

The padding string appended to the final data block makes its length an integral multiple of
eight octets. IBL represents the length in octets of the final data block, then the padding
string consists of 8 - (L || mod 8 ) octets. Each octet in the padding string has as its value
8 - (]|BL]| mod 8).

When the length of the padding string is a single octet, the value of that octet is 01. When the
length of the string is two octets, the value of the two octets is 02, and the padding string used
is ‘0202’. When the length is three, the value is 03, and the padding string is ‘030303’, and
so on.

Continued on next page
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Cryptographic Features, continued

CDMF

Hashing
algorithm

Keyed hash
algorithm

Digital
envelope

OAEP

Commercial Data Masking Facility (DES-CDMF) is an alternate symmetric-key algorithm,
used in SETas one of the choices protect Acquirer-to-Cardhold@nd CA-to-Cardholder
messages.

CDMEF is a scrambling technique that relies on DES as the underlying cryptographic
algorithm, but weakens the overall cryptographic operation by defining a key-transformation
method that produces the equivalent of a 40-bit DES key instead of the 56-bit key length
required for full strength DES. Since the CDMF algorithm is not as resistant to key
exhaustion as DES, CDMF provides a form of data masking rather than data encryption.

The CDMF key transmitted in the SET protocol is the key before being transformed for use
in a DES encryption/decryption engine. In other words, a CDMF key is passed just like a
normal DES key.

For further information about CDMF, see “Related documentation” in the Preface.

Secure Hash Algorithm (SHA-1) is the default hashing algorithm used in SET, including the
hashes used in signatures. All references to hash algorithms shall be interpreted as using the
SHA-1 hash algorithm defined in FIPS 180-1.

HMAC-SHA-1 (or simply HMAC) is the default keyed hash algorithm used in $53.
specified inRFC2104.

For further information about HMAC, see “Related documentation” in the Preface.

A digital envelope is a generic cryptographic technique to encrypt data and send the
encryption key along with the data. Generally, a symmetric-key algorithm is used to encrypt
the data and an asymmetric algorithm is used to encrypythmetricencryption key.

SET uses the Bellare-Rogaway Optimal Asymmetric Encryption Padding (OAEP) method in
conjunction with its cryptographic encapsulation operators. In addition, SET uses the hashed
data technique developed by Matyas and Johnson as an enhancement to the basic Bellare-
Rogaway construction. Although OAEP is not directly related to the digital enveloping
process, SET toolkits and applications shall apply OAEP prior to encrypting the DES key and
optional data using the public key of the receiver.
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Other Cryptographic Implications

Randomness

Statistically
unique field
values

Nonce, salt, or
freshness
challenge

Algorithm
independence

An area of special consideration for developers of SET toolkits and applications is the
implementation of random number generation used for keys and nonces. Although a precise
definition of randomness is outside the scope of the SET specification, developers of
products need to be cognizant of the importance of this aspect in their implementation. Poor
key generation and seeding methods due to using weak random numbers are common
downfalls of cryptographic implementations. The reader is encouraged to use the
recommendations provided RFC 1750, Randomness Recommendations for Security

D. Eastlake, S. Crocker, J. Schiller, December 1994,

For cryptographic purposes, once a strong seed is collected, it shall either be used one time
only or it shall be used exclusively in a cryptographically secure random number generator.
Also, each instance of random number generation algorithm shall have its own independent
key-generation seed.

SET defines several field values as “statistically unique.” This means that statistically, the
odds are extremely small that the same value will be randomly generatedriugce.
following are among the statistically unigue fields use®By: XID, RRPID, EXNonce,
NonceCCA , andODSalt.

SET defines several fields asncessalts or freshness challengés defeat playback

attacks. The sending entity shall generateralomstatistically unigueralue and insert this |
value into the message. The recipient of the message shall copy this value into the
corresponding response messagee sending entity will compare the two valiesnsure
they are the same.

Although this version of the SET specification is explicit about the cryptographic algorithms
that shall be supported by Cardholder, Merchant, and Payment Gateway systems, the
protocol’s cryptographic encapsulation operators have been designed to be algorithm
independent. All ASN.1 algorithm information object sets are coded with the extension
marker (...) to allow additional algorithm objects to be added to future versions of the
specification, while remaining backward compatible with this version of SET.

Continued on next page
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Other Cryptographic Implications,  continued

aVaWwi o

Hardware b guirer-and brand, hardware
tokens also-be-used-by-systems-suppeorting-SkMardware token is defined as a hardware

cryptographic module that does not allow disclosure of the private key.

\/

Regarding performing cryptographic functions in hardware tokens:

o CAs shall use hardware tokens for all private-key operations.

o Payment Gateways shallippoert-thaiseef hardware tokenfor all private-key operations
theiruse-may-be-mandated-by-Acqguirer-or-brand-policy

» Merchant software should support the use of hardware tokens; their use may be mandated
by Acquirer or payment card brand policy.

o Cardholder software may support the use of hardware tokens.

For more informatioron hardwag tokens, se&éTamper resistant hardwdren page38.
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Cryptoqgraphic Optimization

w The computational overhead of generating and processing RSA en essenedn
symmetric DES ~ certain circumstances by reusing the DES key used to encrypt inforn@piecifically,
keys when the Merchant encrypts SET messages for transmission to the Payment @ateway

when thePaymeniGateway encrypts SET messages for transmission to the Merchant, they
may reuse symmetric DES kewdth the following restrictions:

¢ A particular DES key may be reused only between a specific Merchant and Paymen
Gateway (For this purpose, the Merchant and Payment Gatew. telefined b
singleSET key-encryption certificat¢.A key shallnot be shared with multipources or
destinations.

o A particular DES keywhallnot be used for longer than 24 hours nor more than 1,000
messagegKeys must be changed at least this frequently to avoid creating an attractive
targetfor cryptographic analysis

o A particular DES keghallnot be used for both sending and receiving SET messages; that
is, each key may be usédonly one direction. (This ensures that different random numbgr
generators are used for each direction of communication, and reducssftlleesf

analyzing the merchant-to-gateway communicatjons.

Continued on next page
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Cryptographic Optimization, continued

Optimizing
Enc- and

EncB -protected
messages

TheEnc andEncB operators are used to encrgpiveralSET messages transmitted betwee
the Merchant and Payment Gatewalgere is an opportunity to optimize the computational

cost of the RSA enveloder these messagebhis technique is recommend®ed Merchant
andPaymeniGateway implementations.

Note: This optimization technique does not apply toBheX andEncBX operators, which
carry additional data in the RSA enveloper to the Cardholdemvho does not send multiple
messages to the same Payment Gateway.

To create a messageMerchant or Payment Gateway

» may optionally remember and reuse DES kagdliscusseith “Reuse of symmetric DES
keys above;

» mayoptionally remenber the RSA envelopeseated folenc andEncB encryptions and
associated with remembered DES keysd

» may optionally reuse previous DES keys and matching RSA envelogespareanew
Enc -protectedor EncB -protected message for encryption

To process a messageMerchant or Payment Gateway

* mayoptionally remember DES keys and matching RSA envelopes recovered from
incoming messageand

e maycompareanincoming RSA envelope against cached copies of envelopes from
previous messagdéom the same entityf an incoming envelopis the same abe
envelope of a previous message, then the DES key of the previous message can be u
decrypt the DES portion of the current message. This saves the computational cost of
decrypting the RSA envelope.
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Section 2
Notation and Definitions

Overview

Purpose This section provides a high-level overview of the fundamental cryptographic treatments
that are used to describe the payment and certificate processing flows in this Programmer’s
Guide.
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Notation
Purpose The remainder of this book makes use of the abstract notation described in Table 16.
Concept Notation Definition
Tuple {A, B, C} A grouping of zero or more data elements. These

representdocument®r messagegerms occasionally
used interchangeably with “tuple.” Tuples are denot¢d
by identifiers: alphanumeric symbols.

This notation means “the tuple containing
A, B, andC,” which may, themselves, be tuples.

Component | T={A, B,C} | Atuple may be given a name as shown, in which case
T.A, T.B, andT.C refer to the respectivédmponents

of T.
Ordered A|B|C An explicit,ordered concatenatioof items
concatenation A, B, andC.
Optional [A] Item A is optional
Selection <A, B, C> Exactly one of4, B, andC must | Any other nesting
appeatr. of these brackets is
permissible.
Optional [<A, B, C>] Theselectionis optional that is,
selection that either nothing or exactly one
of A, B, andC may appear.
Multiple {A+} A tuple containing
instances one or more instances A.
{A*} A tuple containing

Zero or more instancesf A.

{[A] +} A tuple containing:
e one or more instances A
¢ in anordered array

e whereeach instancef A is optional(that is, may be
NULL).

Exclusive-or @ A bit-wise exclusive-oi(XOR) operation.

Table 16: Notation
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Notation for Cryptographic Treatments

Caveat The following tables introduce the notations for the hashing, signature, encryption, and
encapsulation cryptographic treatments which are used throughout the remainder of this
Programmer’s Guide. For additional information refeSET Book 3: Formal Protocol
Definition and “Cryptographic Processing” on page 144.

Hashing Table 17 summarizes the notation corresponding to the hashing and hashed-based operators
used by SET.
Notation Operator Description

HMAC (t, k) | Keyed-hash 160-bit keyed-hash of tupleusingkey k based on
HMAC-SHA-1
HMAC (t, k) =

SHA-1 ((k @ opad ) | SHA-1 ((k @ ipad)|t))

where:

e ipad is the byte 0x36 repeated 64 times; and
e opad is the byte Ox5C repeated 64 times.

DD (t) Detacheigest | 160-bit SHA-1 hals of tuple t. Corresponds to
PKCS #7 DigestedData.
L(t1,1t2) Linkage A refereneepeinter-dink to {2 is included with |

t1; equivalent to the tupletl, H (t2)}

Table 17: Notation for Hashing and Hash-Based Operators

Signature Table 18 summarizes the notation corresponding to the signature operators used by SET.
Notation Operator Description
S(s,t) Signature The signature of entity on tuplet, including the

plaintext oft.
Corresponds to PKCS #&ignedData

SO (s, t) Signature Only | The signature of entity on tuplet, but not
including the plaintext of.

Corresponds to PKCS #%kternal signature
SignedData

Table 18: Notation for Signature Operators

Continued on next page
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Notation for Cryptographic Treatments,  continued

Encryption Table 19 summarizes the notation corresponding to the encryption operators used by SET.
Notation Operator Description
E(nrt) Asymmetric Encryption | Corresponds to the standard PKCS #7

EnvelopedDatawith t encrypted with fresh
symmetric keyk andOAEP ( k) encrypted
using the public key of entity

EX(rntp) Extra Asymmetric This is likeE except that andp are the two
Encryption parts of a messageis the tuple subjected tp

ordinary, symmetric encryption, apdis a
parametersubject to “extra” processing. The
t slot is called therdinary slotof EX, and
the p slot (which holdDAEP ({ k, p }) ) is
called theextra slotof EX. EX does not link

t andp together; the operators derived fro
EX provide the linkage.

EXL(rtp) Extra Asymmetric This is likeEX except that is linked top
Encryption with Linkage | and this linkage is subjected to ordinary,

symmetric encryption; equadent to

=

EX (r, L (t
EH(r t) Asymmetric Encryption | This is likeE except that the PKCS #7
with Integrity envelope contain®AEP ({k,H(t)})

for a guarantee of integrity when signature is
not available. Processing software shall
rehasht and check for match against the
H (t) in the PKCS #7 envelope.

EXH(r, t, p) |Extra Asymmetric This is likeEX except with
Encryption withLinkage | OAEP ({ kK, H (t), p}) in the PKCS #7
andInteqgrity envelope and with the requirement that
processing software cheek( t), as with
EH.
EK(k t) Symmetric Encryption | The symmetric encryption of tuptaising
secret keyk.

Corresponds to an instance of PKCS #7
EncryptedData

Table 19: Notation for Encryption Operators

Continued on next page
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Notation for Cryptographic Treatments,

continued

Encapsulation

Table 20 summarizes the notation corresponding to the encapsulation operators used by

SET. These operators combine signature and encryption operators and are used on most
messages, facilitating security analysis of this protocol.

with Signature and a
Provided Key

Notation Operator Description
Enc(s,rt) Simple Encapsulation | Signed, then encrypted message.
with Signature E(r.S(s.t))
Corresponds to an instance of
PKCS #7SignedData
encapsulated iEnvelopedData
EncK ( k, s, t) Simple Encapsulation | Signed messages encrypted with

known, secret key.
EK(k, S(s.t))

Corresponds to an instance of
PKCS #7SignedData

encapsulated iEncryptedData

EncX (s, rntp)

Extra Encapsulation witH
Signature

Two-part messages encrypted W
the first part of the message in th
ordinary (symmetric encryption)
slot of E and the second part of t
message in the extra (OAEP) sld
of E.

EX(r{t.SO(s. {tp})}. p)

ith
e

ne

—

EncB (s, t, b)

Simple Encapsulation
with Signature and
Baggage

Signed, encrypted messages wit
external baggage.

{Enc (s, r,L(t. b)), b}

EncBX (s, r, t,b,p)

Extra Encapsulation witH
Signature and Baggage

Signed E-encrypted, two-part
messages with baggage.

{EncX(s.r.L(t.b). p). b}

Table 20: Notation for Encapsulation Operators
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ldempotency

Definition

Rationale

Section 3
Other Features

When an operation can be executed any number of times, with no harm done, it is said to be
idempotentFrom the SET perspective, idempotency is a property of how a receiver responds
to a message.

* Any request in SET for which a response is not received shall be sent again, since it is
impossible for the sender to know whether it was the request or the response that was lost.
The re-transmitted request shall be bit-wise identical to the original request message.

¢ Any entity receiving an idempotent requtsitit has already processed shall re-transmit
the original response message.

In general, a duplicate message is not an error condition. (However, see “Response to
attacks” on 101.)

The SET protocol is designed to work in environments where message delivery is not
guaranteed. If a SET application does not receive a response in a reasonable period of time
(as defined by the application or possibly in response to a user query), it sends the message
again. When the receiving SET application determines that it has previously processed the
same message, it retrieves the previous response and sends it again.

Not all SET messages require idempotency. The Inquiry Request, for example, has been
designed to be sent at any time so it is not necessary for a Merchant to store every inquiry
request to determine if a duplicate is received; it simply returns the current status of the
transaction in the Inquiry Response. On the other hand, the Purchase Request does require
idempotency.

A summary of per-message idempotency requirements is provided in Appendix C: “SET
Messages.”

Continued on next page
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Idempotency, continued

Retention of
messages

Description

SET applications shall retagopies of idempotentquesitind reponse messages that have
been processed.

» A requester shall retaibit-wise identical copy of eequest messaamatil a response has
been received or the application abandons processing of the message.

» A responder shall retam bit-wise identical copy of a response messaage well as the
request to which it is respondirgor a reasonable period of time after the most recent
transmissiorof theresponse. The length of time is determined by the application develd
based on the operating environment.

interactive A reasonable retention period will be measured in hours; for

such asWorld example, the application could allow the installation

Wide Web) configuration to specify a retention period of one to four hours

non-interactive | A reasonable retention period will be measured in days; for

(such as example, the application could allow the installation

electronic mail) | configuration to specify a retention period of one to fourteen
days.

If the retention period can be configured at the instatiatihe application shall enforce a
minimum retention period based on the operating environment.

Note thatthe retention time for idempotent messages shoulbbess thaithe timeout
period for rejecting messages as too old or too new.

SET applications shall guarantee idempotency of the protocol by exarraisgetion

Odb)andrequest/response palRRPID) identifiers.The applications must distinguish
betweerthose requests that dvi-wise identical (idempotent) aridosethatareeither
processing errors or attempts at fraud.

hed) and

encrypted-by-the-eardhold@xamine incoming Authorization Requests to detect duplicate
XID/RRPID pairs and either send an identical response message (for bit-wise identical

requests) or reject an attenlyy the merchant to reuse Payment Instructions for a second

per

Authorization Request.

Continued on next page
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Idempotency, continued

Detecting An application may use any method to detect idempotent requests.
idempotent o ;
requests One possibility is to store tHRRPID and SHA-1 hash of all messages. When a duplicate

RRPID is detected, the hash of the message can be generated and compared against the

stored value with a match indicating an idempotent request. Using this approach, the
apdication does not have to keep a complete copy of each incoming r, stver, it

shall be capable of generating-hitse identical responses.

Duplicate If multiple responses to an idempotent request are received, the recipient can ignore all such
responses responses after the first one.

Continued on next page
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Idempotency, continued

Response to A SET application is not required to respond to messages when it detects that it is being
attacks subjected to a malicious flooding or spamming attack involving one or more idempotent SET
messages typedpplication developers can establish their own criteria to detect such

malicious attacks. For example, an application might consider more than ten repetitions i
less than a minute to be a malicious attack.

>

Scenarios Descriptions of likely scenarios involving idempotent messages follbese scenarios

depict two transmissions of the same request, but depending on the conditions at the tinme of
the failure, the request may be repeatezhy timesCombinations of these scenarios are alsp
possible.

Delayed
request or
response

An idempotent request is sent, loiglivery ofeithertherequesbr the responsis delayed so
the receiver does not receive a timely respofibe request is transmitted agaiine

receiving systenprocesses the first request, then re-transmits that response when it receives
the second request

From sendefs perspective: From receiver’s perspective:
Reques. —_— > Reques. —_— >
Regues," — Response
— Response Reqest —»
— Response — Response

Lost request An idempotent request is sent, Itk delivery of the messagees not occur because of a
network failure The request is transmitted again.

From sender’s perspective: From receiver’s perspective:
Reques. —_— >

Reques. —_— > Reques. —_— >
— Response — Response

Lost response An idempotent request is seantid responded tdutthe delivery of theesponseloes not

occur because of a network failufihe request is transmitted agdlihe receiving system
processe the first request, then re-transmits that response when it receives the second

request
From sender’s perspective: From receiver’s perspective:
Reques. —_— > Reques. —_— >
— Response
Reques —_— Reques —_—
4—— Response 4¢—— Response
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Special Fields

XID

XID example

XID is intended as a statistically unique identifier assigned to a payment transaction so that

all messages of the transaction can be related to one another. It is a 20-byte string.

XID does not change during the life of a transaction. Theexlgption is for a credit on a

transaction that has aged off of therchants logs; in thabse
» The merchant generates a néild (because the originXlID is unknown)
o Themerchansetsthe value ofAuthRRPID to zero(because the originAuthRRPID is

unknown).

The example below demonstrates the cox¢btandAuthRR PID throughout a transaction
which includes &reditrequest

1.

Cardholder send8Req (XID = 5)to Merchant

2.

Merchant sendduthReq (XID =5,AuthRRPID = 10) to Payment

Gatevay.

Payment GatewagendsAuthRes (AuthRRPID =10) to Merchant

Merchant sendBPRes to Cardholder

Merchant send€apReq with oneitem (XID = 5, AuthRRPID =10).

o|a MW

Payment GatewagendsCapRes (XID =5, AuthRRPID =10).

Later the Merchargubmit a credit

If the original transactioris still
available inthe Merchant'’s log,
the credit request includéise

original XID andAuthRRPID :

If the original transaction has ageqd
off the Merchant'’s log,

the credit requeshcludes
a newXID andAuthRRPID:

Merchant send€redReq (XID =5,

Merchant send€redReq (XID = 20,

AuthRRPID = 10).

AuthRRPID = 0).

Payment Gateway sen@sedRes.

Continued on next page
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Special Fields, continued

BrandID BrandID is an important field used in both the payment and certificate management protocol
messages. It has two components:

brand name the brand of the payment card

product optional: the type of product within the brand

Whenproductis included, it is separated frdmand nameby a colon (:) as follows:

brand name[:product]

In messagedBrandID shall be encoded using VisibleString if possible.
In certificatesBrandID shall be encoded using Printg®ieng if possible.

The separator (colon) betwebrand nameandproductis encoded as:

e Ox3A if BrandID is a VisibleStringor PrintableStringor
e Ox003A if BrandID is a BMPString
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Root Public Key Distribution

Significance of
Root certificate

Initial
distribution of
Root key

Root key
update

The security of the SET system depends ultimately on the authenticity of the certificates used
in the system. These certificates are verified by checking a chain of certificates, with the final
certificate in the chain being a single system-wide entity. Only through trust in the Root
certificate will trust in the SET system be maintained.

The Root public key is initially distributed as a certificate with the SET software. This
certificate shall also contain a hash of the next Root public key. The initial distribution of the
Root certificate shall be self-signed astehll maybe verified by an out-of-band mechanism |
(as described in “Root key distribution and authentication” in Part |l on Bagd

Bookmark not defined.). The chaining process for the Root certificates is based on hash
values rather than the distinguished name and serial number of the previous Root certificate.

If a Root key/certificate is not represented by the hash within the previous certificate, it shall
be treated like the initial Root certificate and requires out-of-band verification.

The Root key may be updated implicitly using the SET protocol; that is, in the course of
receiving ordinary SET transaction messages, you may receive a hew Root key when
necessary. This is described in detail in “Root Certificate Update” in Part Il orEpamye
Bookmark not defined..
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Off-line Certificates

Certi_fi<_:ate In the case of orders that are created off-line, such as those envisioned with CD-ROM
provision shopping, abbreviated protocols may be used that omit the initialization phase between the
off-line Cardholder and Merchant. During this phase, the Merchant determines which certificates the

Cardholder already possesses and sends the Cardholder any missing certificates. With
abbreviated protocols expected in off-line shopping, these certificates will be delivered
off-line (for example, in the CD-ROM catalog).
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Cert-PE
Definition Cert-PE is the certificate generated by the PCA that binds the Payment Gateway to the

proposed encryption public key provided in a certificate req@stReq) message.
Cert-PE is used by other SET entities as follows:

e The Payment Gateway sen@grt-PE to the Merchant imnyresponse message, if the
Thumbprints sent in the Merchant’s requieslicate that a ne€ert-PE is needed

e TheMerchant send€ert-PE to the Cardholder on behalf of the Payment Gateway.

e TheCardholdewuses Cert-PE to encrypt the Payment Instructiomegardéss of whether
the cardholder has a certificate or not.

Cert-PE is not referenced epr|C|tIy in any SET message, it is an 0pt|onal certificate that

may be included in the PKCS #&ignedDateblock ofthe-cerrespending-certificateresponse
{CertRes)-_any SETmessagevhen it is necessary to transmit the certificaitee

corresponding ThumbprinPEThumb , appears in the message to indicate which of the
included certificates i€ert-PE.
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Secure Data Storage

Data to store Certain data requires extra protection and shall be stored in secure data storage, includir|1g:
securely
Cardholder Merchant Payment CA
Gateway

private keys X X x1 x1

CardSecret 2 S S

payment card number and X x3 X X

expiration date B

AcgBackKeyData X
Notes 1. Secrekey generation and storage shall use tamper resistant hardware cryptographig

modules.See page41 and42.

2. CardSecret , theshared secret beter Cardholder anldsueris described in
“Transa&tion Validation by Non-SET Systethen pager9.

3. Merchants receive payment card informationy if MerAuthFlagin theMerchantData

private extensioonf the Merchant certificatis TRUE See‘MerchantData Private
Extensiori on pageError! Bookmark not defined. in Part IL
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Chapter 5
Sectiofr4-
Processing
Overview
Purpose This chapter describes step-by-step processing of common cryptographic treatments, as well

as other common processing used by the payment and certificate management protocol
descriptions in this Programmer’s Guide.

Organization This chapter includes two sections:
Section Contents Page
Non-Cryptographic Provides processing descriptions for sending 109
Processing and receiving a messagegeating and

processing Thumbprintspomparing BrandIDs,
certificate chain validation, and SET error

processing.
Cryptographic Processing | Describes processing for cryptographic 144

treatments and operators.

Guideline In general, be strict generating; be permissive receiving. That is, generate méssage
precisely match your understanding of the protocol, but when processing inbound messdges,
avoid imposing unnecessary restrictions.
For example, one application may strip trailing spaces while another does not. Regdrdless

the wayyour applicatiorhandles trailing spaces, be prepared to deal with mesfsage
applications that have made a different choice.

Note: Anydatathat is subject to authentication (hashing or signimgpt flexible andhe
recipient’s copy must be the same as the sender’s copy.
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Section 1.
Non-Cryptographic Processing

Overview

Organization This section includes the processing descriptions listed below.

The description of cryptographic processing begins on page 144.

Processing Descriptions Page
Send Message 110
Receive Message 114
Thumbprints 119
Comparing BrandIDs 121
Certificate Chain Validation 123
SET Error Processing 134
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Send Message

Create This procedure represents the standard processing required each time a message is sent.
MessageWrapper  SET applications shall implement this procedure, or functionally equivalent procedures, for
all messages sent.

Step Action
1 Receive as input:
recip the recipient of the message |

msg the SETMessage

ext an instance df1sgExtensiongoptional)

rrpid theRRPID included in the messadeptional: may not be

available when sendin§rror message)

lid-C Cardholder’s lgal ID (optional)

lid-M Merchant'’s local ID(optional

xID lobally unique ID(optional

Continued on next page
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Send Message, continued

Create MessageWrapper (continued)

Step Action
2 ConstructmessagelDs
lid-C lid-C if present
lid-M lid-M if present
xID xID if present
3 ConstructMessageHeader
version 1
revision 0
date the current date and tin{ee€" System Clock
Difference$ on pages6)
messagelDs result of Step 2
rrpid rrpid.
swident vendor software identification
4 ConstructMessag&/rapper
messageHeadel the result of Ste
message msg
mwExtensions | ext
5 If the message requires idempotency processing (as descrilddmpotency
on page98), save the result of Step 4.
6 Pass the message from Step 4 to the transport mechanidalivery torecip .
Depending on the transport mechanism, the message may be further wrapped
(for example, with a MIME or HTTP header).

Continued on next page
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1

Send Message, continued

MessageWrapper data

MessageWrapper

{MessageHeader, Message, [MWEXxtensions]}

MessageHeader

{Version, Revision, Date, [MessagelDs], [RRPID],
SWident}

Message

<
PInitReq, PInitRes,
PReq, PRes,
IngReq, IngRes,
AuthReq, AuthRes,
AuthRevReq, AuthRevRes,
CapReq, CapRes,
CapRevReq, CapRevRes,
CredReq, CredRes,
CredRevReq, CredRevRes,
PCertReq, PCertRes,
BatchAdminReq, BatchAdminRes,
CardClInitReq, CardCInitRes,
Me-AgClInitReq, Me-AqCinitRes,
RegFormReq, RegFormRes,
CertReq, CertRes,
CertingReq, CertingRes,
Error

>

MWEXxtensions

Appropriate where:

» the data in the extension is general purpose information abg
SET messages, or

¢ the contents of the message are encrypted and the extensid
contains non-financial data that does not require
confidentiality.

Note: The message wrapper is not encrypted so this extensio
must not contain confidential informatioflso, there is no
implicit integrity checking on the contents; it is the responsibili
of the extension definition to include integrity checking # it i

ut

n

necessary.

Table 21:MessageWrapper Data

Continued on next page
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Send Message, continued

MessageWrapper data (continued)

Version

Version of SET message

Revision

Minor revision of SET message

Date

Date and time of message generation

MessagelDs

{ILID-C], [LID-M], [XID]}

RRPID

Request/response pair ID for thigcle

SWident

String identifying the software (vendor and version) initiating the
request.

LID-C

Local ID; convenience label generated by and for Cardholder
system

LID-M

Local ID; convenience label generated by and for Merchant
system

XID

Globally unique ID generated by MerchantRmitRes or by
Cardholder inPReq

Table 21: MessageWrapper Datagontinued
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Receive Message

Process
MessageWrapper

Step

Action

Receive as input:

msg Wrpr an instance diessageWrapper(receivedirom the
transport layeBepending-on-the-transpert-mechanisn),
with theatransport wrappemay-needto-beemoved

If the message is too big to be processarhke“ CreateError Messagéon
pagel37 with the followinginput
| errorCode | messageTooBig |

DER decodensg Wrpr.messageHeader . If decoding failsinvoke* Create
Error Messageé on pagel37 with the following input:

| errorCode | badMessageHeader |

Note: The application will be unable to populdMessageWrapper fields in the
Error message.

Validate the following contents @fisg Wrpr.messageHeader :

version 1

revision 0

date a date and time within the range supported by the
application

If errors are encountered during the validation proaesske“ CreateError
Messagé on pagel 37 with the following inputbased on the field that failed

errorCode VEersionor revision versionTooOldr
versionboNew

date messageTooOldr
messageTooNew

For further information, seéeBackwardCompatibility’ on pages5 and” System
Clock Difference’% on pages6.

Continued on next page
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Receive Message, continued

Process MessageWrapper (continued)

Step Action

5 Determine the type dflessage . (Depending on the application’s
implementation of ASN.1, this may require DER decoding of
msg Wrpr.message as describ@&in Stepl0.) If the message type is not
supported by the application, invok€reateError Messagé on pagel37 with
the following input:

| errorCode | messagiotSupported |

(See Appendix C:SET Messagédfor a description of mandatory and optional
messages.)

6 If the messagg/pedoes not require idempotency processing as defined in
AppendixC: “SET Messagescontinue withStepl0.

7 If the message is a response:

e Determine if a request for the saRRPID has been transmitted. If not, invoke
“CreateError Messagé on pagel37 with the following input:

| errorCode | unknownRRPID

e Determne ifthis is the first response received. If a response for the same
RRPID has been successfully processed, stop procebsngessage

e Continue with Sted0.

Continued on next page
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Receive Message, continued

Process MessageWrapper (continued)

Step Action

8 Determine if a previous request has been processed with theR&RB. If not,
continue with StedO.

9 Compare the new request to the previously-processed request with the sam

RRPID. See"Deteding idempotent request®n pagel 00 for additional
information.

If the requests are bit-wise identicednd a bit-wise identical copy of the prior
response angtop processinthe message.

If the request is not a duplicatevoke" CreateError Messageé on pagel37 with
the following input:

| errorCode | idempotencyailure |

10 DER decodensg Wrpr.message . If decoding fails invoke" CreateError
Messagé on pagel37 with the followinginput:

D

| errorCode | decodingFailure |

11 If msg Wrpr.mwEXxtensions containsa critical message extension that the

application does not recognize, invdkereateError Messagé on pagel37 with

the following input:

errorCode unrecognizedExtension
errorOID the extnIDfield of the extension

12 Purge the untrisd cache.

Periodically, purge trusted cache of expired certificates, CRLs, and BCls.
13 Process the messdneinvoking the procedure indicatedTiable 22 on page 11§

with the following input

har msg Wrpr.messageHeader
msg msg Wrpr.message
ext msqg Wrpr . mwEXxtensions

Continued on next page
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Receive Message, continued

Processing by

Message

To procesdessage . ...See Page:
PInitReq Error! Bookmark not defined.
PInitRes Error! Bookmark not defined.
PReqg Error! Bookmark not defined.
PRes Error! Bookmark not defined.
IngReq Error! Bookmark not defined.
IngRes Error! Bookmark not defined.
AuthReq Error! Bookmark not defined.
AuthRes Error! Bookmark not defined.
AuthRevReq Error! Bookmark not defined.
AuthRevRes Error! Bookmark not defined.
CapReq Error! Bookmark not defined.
CapRes Error! Bookmark not defined.
CapRevReq Error! Bookmark not defined.
CapRevRes Error! Bookmark not defined.
CredReq Error! Bookmark not defined.
CredRes Error! Bookmark not defined.
CredRevReq Error! Bookmark not defined.
CredRevRes Error! Bookmark not defined.
PCertReq Error! Bookmark not defined.
PCertRes Error! Bookmark not defined.
BatchAdminReq Error! Bookmark not defined.
BatchAdminRes Error! Bookmark not defined.

Table 22: Processing by Message

Draft Version 1.0.1




Book 2: Programmer’s Guide
as of December 10, 1998

SET Secure Electronic Transaction Specification

Page 117

Thumbprints

Overview

As described on padi8, Thumbprints have several uses in SERis section provides

procedures fosome ofthe uses as follows:

for this use:

to minimize certificates,
CRLs, and BCls exchanged

procedure included here:
“Create set of Thumbprints

for request
“Process set of Thumbprints
in request

procedure elsewhere:

to help ensure that an

unsigned mesage was not
altered

The Thumbprints are

copied from the request tp
the response as describe
in the processing steps fd

the specific message in
Part Il and Part I1I.

= X

to indicate specific certificate
included in a message

S'Process single Thumbprint

Instructions for including

the Thumbprint in the

message are included in
the processing steps for

the specific message in
Part Il and Part I1I.

to indicate a certificate, CRL

or BCI that caused processir
to fail

g

“Certificate Chain
Validation’ on pagel23

Continued on next page
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Thumbprints, continued

Create set of
Thumbprints
for request

Step Action
1 Receive as input:
brand the brand of the transaction
bin the BIN of the transaction

This procedure uses the following internal variables:

thumbList Thumbprints(of certificates, CRLs, and BEJto

be included in the request message

Initialize thumbList so that it contains zero entries.

For each certificate in the trusted catfe-is-pertinentforprocessing-the
Fespeﬁee—me&sage—aﬂd—fewahda%mg—the—eeﬁmea{e obe@imine the
Certificate Typeextensionlf the certificate type is:

rca Add the Thumbprintof the certificatdo thumbList .

bcaorgca | If brandnamein thesubjectName matchebrand , add
the Thumbprintof the certificatdo thumbList .
mer If:
e this is a cardholder applicatipand

¢ the merchant name in tiderchantDataextension

matches the merchant’s namaad
¢ thebrand namein thesubjectName matchebrand ,
thenadd tothumbList the Thumbprintof the certificate
and of any certificate in its chain below the brand. CA
pawy 1f:
¢ thebrandID in thesubjectName matchebrand, and

¢ the BIN in thesubjectName matchesbin (if
provided),

thenadd tothumbList the Thumbprintof the certificate
and of any certificate in its chain below the brand CA

4 For each CRL in the trusted caghetis-pertinentforprocessing-the-response
message-and-for-validatingthe-certificate-cheosebrandID in the Issuer field
matchesbrand, add its Thumbprint t6humbList .

5 For each BrandCRLIdentifier in the trusted cattfet-is-pertinentforproeessin
the-respoense-message-and-for-validating-the-certificate whaisebrandID
matchesbrand , add its Thumbprint téhumbList .

6 ReturnthumbList .

©
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9

Comparing BrandIDs

Comparison of
BrandIDs

Compare
BrandIDs

BrandID contains érand nameand an optiongbroduct Instances oBrandID appear both

in message fields and in certificaigbjectfields.

While procesing messages, SET applications must comparénstances oBrandID to
determine if theymatch This comparison is complicated by two factors:

» the presece of theproductcomponent is optional; and
» the value can be encoded as either VisibleSwm@MPStringin SET messages:; and
» the value can be encoded as either PrintableString or BMPString in SET certificates

The procedure to compare twistances oBrandID is provided below
Note: Requirements for encoding®fandID are given on page03

Step

Action

Receive as input:
hier Boolean: TRUE if there is a hierarchical relationship

betweenbrandl andbrand2 (for example, if one
BrandID belongs to &£A certificate and the other tq
an end entitycertificate)

brand1 if hier is TRUE, theBrandID that is higher in the
hierarchy; otherwise, eithef thetwo instances of
BrandID to be compared

brand? if hier is TRUE, theBrandID that is lower in the

hierarchy; otherwise, either of the two instances
BrandID to be compared

If one ofbrandl andbrand? uses BMPString and the other does ffa$

indicated by the DER tag of eaclepntinue with Step 3. Otherwise, convert
brand1 andbrand? to BMPString.

Note to reviewers: this will be updated to describe how to do the conversion
BMPString.

to

Comparebrand 1.brandto brand? .brand (As used heré'brand’ indicateshe
beginningof BrandID , up to but not including the colgrif they do not match,
then compare fails and processing stops.

If both brand1 .productandbrand?2 .productexist, compare them. If they do ng
match, then compare fails and processing s{psoduct indicates that part of
BrandID that follows the colon, if present.)

—

If hier is FALSE, continue with Step

If brand1 .productexists butbrand? .productdoes not, then compare fails and
processing stops.

The comparison of the two instanceBoandID is acceptable.
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Certificate Chain Validation

Purpose

Certificate
chain definition

Overview

Processing

Year 2000

Each SET application shall fully validaéachcertificate, CRL, and BCI prior to adding to
the applicabn’s trusted cacher using itin SET processing

Each certificate is linked to the signature certificate of the signing CA. The path through
which the certificates are validated is called the “certificate chain.”

The SET certificate chain is comprised of the set of certificates from the end entity to the
Root certificate, plus all of the Root's predecessors back to the initial Root certificate.

The validation of the certificate chain requires that:

o each certificate in the path — from the end entity certificate throughitta¢ Root |
certificate — is validated, and

o each certificate correctly maps to the CA that issued the certificate. |

Validation requirements shall be enforced for all levels of the chain. For example, a
Cardholder application shall validate the Merchant, MerchantG&apolitical CA

(if applicablg, Brand CA, and Root CA certificatesd-related-paymentcard-brands

The validation process includes:

Brand CRL Identifier (BCI) processing
Certificate Revocation List (CRL) processing
X.509 certificate validation

SET certificate validation

In practice, it is assumed that the validation process will stop at a level that has been
previously validated.

All SET software shall validate certificate dates as part of the certificate chain validation
process. SET software shall provide a warning mechanism for expiring certificates and shall
prevent their attempted use after expiration.

For dates and times, X.509 certificates use UTCTime, which has a two-digiS{darelies
on the consensus in the X.509 commufétythe time the specification was publishttht
the two-digit year irdates for certificateandCRLsspecifies a yednetween 1950 and 2049.

Continued on next page
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Certificate Chain Validation, continued

X.509
requirements

Comparing EE
certificate to
signing CA
certificate

End entity
certificate
validation

All certificate
validation

SET certificate chain validation is performed according to the processing requirements
specified in Section 12.4.3 of Amendment 1 to X.509 as well as the additional SET
requirements specified below.

In addition to the certificate chain processing requirements of X.509, the following SET |
constraints on the certificate chain shall be met:

¢ TheauthorityCertlssuerandauthorityCertSerialNumbefields in the
authorityKeyldentifieextension of the subordinate certificate shall matclhsteerName
andserialNumbeffields of the signing CA certificate.

» Thevalidity dates in the subordinate certificate and ipitsateKeyUsagePeriod
extension shall be within thealidity dates of the signing CA certificate.

» ThenotBeforevalidity date in the subordinate certificate shall be withinvéiledity dates
in theprivateKeyUsagePeriodxtension of the signing CA certificate.

» TheorganizationNamef thesubjectName of each certificate shatleet the criteria
described irf Comparing BrandID5onpagel21.

e TheCertPolicyldof thecertificatePoliciesextension of the certificateshall be related as
described irf Certificate generatidnon pageerror! Bookmark not defined. in Part IL

» The signature verifieghat is.theissuerName of thesubordinatecertificate matches the
subjectName of thesigningCA cerificate).

In addition to the certificate chain processing requirements of X.509, the following SET
requirements for end entity certificates shall be validated:

o ThecAfield of thebasicConstraintextension is FALSE, indicating end entity. |

In addition to the certificate chain processing requirements of X.509, the following SET
requirements fo€A all certificates shall be validated:

» TheKeyUsagdield of thekeyUsageextension is valid for the intended purpose.

o ThecertificateTypeprivate extension corresponds with the context in which the certificate
is being used.

o All required extensions are present. SEad Entity Certificate Extensiéron pageError!
Bookmark not defined. and“CA Certificate Extensiorisstarting on paggrror!
Bookmark not defined. in Part IL

Continued on next page
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Certificate Chain Validation,

continued

Diagram of

comparison

Figure 9 provides a logical view of the certificate data elements, with an emphasis on the data
elements used for certificate chain validation. Arrows indicate some of the fields which are

compared.

Certificate

X.509 Certificate:
version

Si gning CA Certificate

X.509 Certificate:
version

subjectAltName
basicConstraints
cA
pathLenConstraint
issuerAltName

Private Extensions:
[vary according to entity]

serialNumber » serialNumber
Algorithmldentifier Algorithmldentifier
issuer Name » issuer Name
validity validity
notBefore notBefore
notAfter notAfter
subject Name p subject Name
organizationName organizationName
brand name > brand name
product product
subjectPublicKeylInfo subjectPublicKeylInfo
issuerUniquelD issuerUniquelD
subjectUniquelD subjectUniquelD
X.509 Extensions: X.509 Extensions:
authorityKeyldentifier authorityKeyldentifier
keyldentifier keyldentifier
authorityCertlssuer authorityCertlssuer
authorityCertSerialNumber authorityCertSerialNumber
keyUsage keyUsage
KeyUsage KeyUsage
privateKeyUsagePeriod privateKeyUsagePeriod
notBefore notBefore
notAfter notAfter
certificatePolicies certificatePolicies
CertPolicylD > CertPolicyID
qualifier qualifier

subjectAltName
basicConstraints
cA
pathLenConstraint
issuerAltName

Private Extensions:
[vary according to entity]

Figure 9: Certificate Comparison

Continued on next page
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Certificate Chain Validation, continued

Verify BCI
Step Action
1 Receive as input:
newBci anew brandCRLIdentikr (optional)
brand the payment card brand whose BCl is being verified

This procedure uses the following intermatiables:
bci | the current BCI

Retrieve the BCfor brand from the trusted cachend designate it d®i.

If newBci is specifiedcontinue with Sted. Otherwise, continue witBtep12.

If newbci.sequenceNuns greater thaici.sequenceNuptontinue with Step.

OtherwiseremovenewBci from the untrusted cache aocdntinue with Sted2.

5 Validate the following contents efewBci:
algorithm algorithm shal-with-rsa-signature
parameters NULL

If errors are encountered during the validation process, inGkeateError
Messageé on pagel37with the following input:

errorCode unsupportedAlgorithm
errorThumb SHA-1 hash ofiewbci.toBeSigned
errorOID thealgorithmfield

6 Locate the Brand CA CRL signing certificate.

e Search the trusted cache for a certificate whose
o certificateTypas bca and
¢ KeyUsageancludescrlSign

¢ |f no certificate was found, search the untrusted cache for a certificate
matching those criteria. If found, invok¥ erify Certificaté on pagel 31 with
thefollowing input

cert the certificate from the untrusted cache
If no certificate was found, invoKECreateError Messagé on pagel37 with the
following input:

errorCode missingCertificate CRLorBClI

errorThumb SHA-1 hash ohewbci.toBeSigned

Continued on next page

Draft Version 1.0.1



Book 2: Programmer’s Guide SET Secure Electronic Transaction Specification
as of December 10, 1998 Page 125

Certificate Chain Validation, continued

Verify BCI (continued)

Step Action
7 Decryptnewbci.signatureusing the public key from the certificate found in
Step5.

Compute the SHA-1 hash newbci.toBeSigned

Compare the result of Stéto the result of Ste. If the values are not the
same invoke" CreateError Messagé on pagel37with the following input:

errorCode invalidSignature
errorThumb the result of Step

10 If the present date and taxare not betweemew Bci.notBeforeand
newBci.notAfter invoke" CreateError Messagé on pagel37 with the
following input:

errorCode invalidCertificate CRLorBClI
errorThumb the result of Step

11 Deletebci and its thumbprinfrom the trusted cach&love newBci and its
Thumbprintto the trusted cache.

DesignatenewBci _asbci.
Continue with Step3.

Continued on next page
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Certificate Chain Validation, continued

Verify BCI (continued)

Step Action
12 If the present date and time anetside the range dfci. notBeforeand
bci. notAfter, invoke" CreateError Messagé on pagel37 with the following
input:
errorCode invalidCertificate CRLorBCI
errorThumb the Thumbprint obci
13 For eachCRL named on the BCI

e Search the trusted cacfe aCRL whose

¢ issuerNamematclesbci .crlldentifierSeqissuerNamend
e CRLNumbeextension matchdsci.crlldentifierSeq.criINumber

¢ If no CRL was found, search the untrusted cache for a @Rtching those
criteria.If found, invoke'Verify CRL” on pagel29with the following input:

newCrl the CRL found in the untrusted cache
bei bei

¢ If found and ifthe present date and time axgside the range diisUpdate
andnextUpdate of the CRL, invoke"CreateError Messagé on pagel37
with the following input:

errorCode expiredCertificate CRLorBCI
errorThumb the Thumbprint of the CRL

e If found andif newCrl.criNumberis greater than or equal ¢dNumberof the
sameCRLIdentifier

e deletecr/ (if found in Step 2jrom the trusted cachand
e movenewCrl and its Thumbprinto the trusted cache.

If any CRL listed on the BCivas notfoundin either the trusted or untrusted
cache invoke" CreateError Messagé on pagel 37 with the following input:

errorCode missindertificateCRLorBClI
errorThumb the Thumbprint of th&Cl

Continued on next page
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Certificate Chain Validation, continued

Verify CRL

Step

Action

Receive as input:

newCrl an instance o€RL

bei the current BCI for this brand

This procedure uses the following internal variables:

crl the current CRL

Search the trusted cache 0€RL whoséssueris new Crl.issuer If found:

e designate it asr/, and

e if newCrl.criNumberis less than or equal @w/.criNumber removenew Crl

from the untrusted cache argturn

Validate the following contents afew Crl:

shal-with-rsa-signature

algorithm algorithm
parameters

NULL

If errors are encountered during the validation process, inNGkeateError
Messagé on pagel 37 with the following input:

errorCode unsupportedAlgorithm
errorThumb SHA-1 hash ohewCrl.toBeSigned
errorOID thealgorithmfield

Continued on next page
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Certificate Chain Validation, continued

Verify CRL (continued)

Step Action

4 Locate the CRL signing certificate.
e Search the trusted cache for a certificate whose

e subjectName matchsnew Crl.issuet

¢ issuerNameandserialNumbematch the valug of authorityCertlssueand
authorityCertSerialNumben the AuthorityKeyldentifier — extensiorpf
newCrl

¢ basicConstraints.cAs TRUE, and

¢ KeyUsageancludescrlSign
¢ |f no certificate was found, search the untrusted cache for a certificate

matching those criteria. If found, invok¥erify Certificate¢’ on pagel 31 with
thefollowing input

cert the certificate from the untrusted cache
If no certificate was found, invoKeCreateError Messagé on pagel37 with the
following input:

errorCode missingCertificate CRLorBClI

errorThumb SHA-1 hash ohewCrl.toBeSigned

5 Decryptnew Crl.signatureusing the public key from the certificate found in
Step 4.

Compute the SHA-1 hash oewCrl.toBeSigned

Compare the results of Stpo the results of Stef
¢ |f the values match:

¢ Deletecrl and its Thumbprint from the trusted cache.
e Move newCRL and its Thumbprint to the trusted cache.

¢ [f the values are not the sanievoke” CreateError Messagé on pagel37
with the following input:

errorCode invalidSignature
errorThumb the result of Step 6

Continued on next page
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Certificate Chain Validation, continued

Checking A given certificate shall be deemed to be included on a CRL if:
certificates
against a CRL
this value in the certificate: matches this value in the CRL:
issuer issuer
serialNumber revokedCertificates.CertificateSerialNumber
Verify
certificate
Step Action
1 Receive as input
cert an instance ofertificate
2 Validate the certificate according to the rules specified in Section 12.4.3 of

Amendment 1 to X.509 and using the additional SET chain validation steps
specified starting on page 128hen the validation requires another certificatg:

e Search the trusted cache focertificatewhose:

e subjectName matchesert.issuer and
e serialNumbematches
cert.AuthorityKeyldentifierauthorityCertSerialNumber

¢ |f no cetificate wasfound, seaite the untrusted cache farcertificate
matching these criteria. If founohvoke* Verify Certificate¢ on pagel31with
thefollowing input

cert the certificate from the untrusted cache

The followinginput is provided to the X.509 process:

trusted public key | Theset shall contain thieey describd in
Appendix R. Applications may support other
certification hierarchieas well adding those keyg
to this set

initial-policy-set The set shall contaiid-set-policyroot and may
contain other policies.

initial-explicit- The value of this indicator is determined by locdl
policy policy.
initial-policy- The value of this indicator is determined by locdl

mapping-inhibit policy.

Verify that the certificate extensiok®yUsage , CertificatePolicies ,
PrivateKeyUsage , andAuthorityKeyldentifier —are being used in accordance
with X.509.

(continues)

Continued on next page
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Certificate Chain Validation,

continued

Verify certificate (continued)

Step

Action

2 (cont)

If errors are encountered, invok€reateError Messagé on pagel37 with the

following input:

errorCode

As specified inTable 23on pagel 33

errorThumb

The Thumbprint of the certificate that failed. If the
failure results from comparing an entity certificate tq
that of the issuing CA, the Thumbprint of the entity
certificate shall be used. (For
missingCertificateCRLorBClou may include the
Thumbprint of the certificate that was being validatg
when the error was encountered.)

For a signature validation failure, populate
errorThumb with the locally generated digest.

errorOID

If the error resulted from evaluating an extension, t
object identifier of that extension; otherwise, this fie

does not appear.

d

If no certificate was

founth Step2, invoke“ CreateError Messagéon

pagel37with the following input:

errorCode missingCertificate CRLorBClI
errorThumb SHA-1 hash . i dhe certificate

being validated when a new certificate was required

If no errors were encountered in S&pnovethe cerificate to the trusted cache|.

Continued on next

page
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Certificate Chain Validation, continued

Certifica_te error Table 23definesthe value oErrorCode for input toSET error procssing resulting from
processing certificate chain validation failures

Use this value:

...if any of thesefailures occus.

invalidCertificateCRLorBG

ThenotBeforefield has a value thas later than the current date and time
The certificatesubjectand certificatéssuernames do not chain correcitly.

The certificate’snotBeforedate is not within th@rivateKeyUsageeriod of its
CA certificate.

The certificate’svalidity periodis not within thevalidity period of itsCA
certificate.

The validatiorfails for anyof the certificate extensiomsuthorityKeyldentifier
BasicConstraintsCertificatePolicies Certificate TypeKeyUsageand
PrivateKeyUsageeriod

The certificate does not contain required extensions.

Thepolicy qualifier of CertificatePoliciesdoes notnherit
AdditionalPolicy.policyOlDor AdditionalPolicy.policyAddedBy
CertificatePoliciescontainsAdditionalPolicy.policyQualifiewith fields that are
not inherited.

TheBrandID s do not chain correctly.
ThethisUpdatefield has a value that is later than the current date and time.

expiredCertificate CRLorBCI

ThenotAfterfield has a value thas earlier than the current date and time.

ThenextUpdatdield has a value that is earlier than the current date and time|

revokedCertificateCRLorBC

The certificate has been revoked

missindertificate CRLorBCI

A certificate with a subjeatame matching the issuer name of a certificate to
validated is not found in the trusted cache or in the message being processs

The value ofCRLNumbeis less thanhat specified in the BCI.

signatureFailure

The signature does not verify

unrecognizedExtension

The certificate, CRL, or BCI contains a critical extension that the application

not recognize.

Table 23: Enumerated Values forErrorCode in Certificate Chain Validation

d
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SET Error Processing

Introduction From the perspective of a SET participant, SET flow always occurs in message pairs. Each
message transmitted by a requester is answered by a responder. The error flow (unlike all
the other flows) is defined with respect to senders and receivers because it is used when any
participant cannot reliably identify an incoming message.

Error indicates that a receiver rejects a message because it fails format or content
verification tests; that is, the message is corrupted or unintelligible. The receiver sends
Error (rather than, for example, a negative response code) when the receiver cannot trust
the fields of an incoming message. In gendtaibpr shall be used only:

e to respond to the direct sender of the message, and
e when it is not possible to clearly isolate the error to an incorrect value of a field.

Sender Receiver

(any message — whether request or response — é&cep)

Error

-4

Figure 10: Error Message Flow

Continued on next page
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SET Error Processing, continued

When NOT to
send Error

An Error message shall not be used:

for normal business
results

Normal business results such as a declined authorization are
indicated by explicit codes in standard SET response message

in response to an
Error message

A valid SET message contains:

¢ atag of 0x3Qa SEQUENCERN a length for thentire-messags
MessageWrapper—MessageHeader—plusiessage-body)-

FheMessageWrapper , whichcontains:

— atag of 0x3qa SEQUENCETJollowed by the length and
content of theviessageHeader ,

— a tagof OxAQ (a context specifidag of[0]) followed by the tag
for the type of message then the length and content of the
Message, and

— optionally,a tag of0xA1l (acontext specifitag of[1])
followed by the length and contentariy message extensians

If the tag for the type of messagediBF8767 & context specific
tag 0f999), whichindicates arfrror message, a SET application
shall never send a response, even if the message appearsto b
malformed. This is to prevent loops where &reor message
triggers another.

in response to
excessive duplicate
messages

Enough information appears in cleartext inHthessage-wrapper
MessageHeader that an application can detect whether a mes;

is a retransmission or not. The receiver’s reaction to a duplicate
message depends on:

¢ the idempotency property of the message type,
e the number of duplicated messages,

¢ the source of the duplicate message, and

¢ the frequency of duplicate messages.

If a system suspects that it is being subjected to a flooding or
spamming attack, duplicate messages may be ignored.

o7

4%

>aLe

in response to
excessive unusable
messages from a
single sender

To mitigate the effects of denial-of-service attacks, software ma
limit the number oError messages that are sent. For example,
software may elect to send only dBgor message per day to a
given sender.

y

in response to a
non-SET message

Any messages that do not appear to be SET messages should

be

ignored.

Continued on next page
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SET Error Processing,

When to send
Error

Error message
in response to
response

continued

in response to SET
request message

Merchant, Payment Gateway, and CA software should sekdran
message when encountering a low-level processing error on a §
request message.

ET

in response to SET
response message

Cardholder, Merchant, arRayment Gatewagoftware should send
anError message when encountering a low-level processing err|
a SET response message.

TheError message should be sent tdiagnostic logport if one has
been defined for the system that sent the resp@bséning a
diagnostic log porallows a separate system to recediveor
messageso that the primary system may be devoted to processi
SET messagpairs.) Applications should avoid sendirgror
messages to the same porteguesiSET messages; however, if no
diagnostic log port is available, the application may send=ore
message per day to thegquesnormalport. (Thediagnostic log port
is discussed further e SET External Interface Guid€ee
“Related documentatitrin the Preface.)

or on

The SET protocol is based on request/response pair&ridre message does not conform
to this paradigm, since it may be a response to either a request or a response. The former case
poses no difficulty. However, in the latter case, difficulties may arise if the underlying
transport is based on a request/response paradigm, as in a World Wide Web browser. In this
case, th&rror message may be sent as a request message, and the SET protocol will not
require a response message; as a result, the underlying protocol may time out. It is recognized
that the operational constraints of a World Wide Web browser may require user permission

for anError message to be sent. This is acceptable, but not encouraged.

Continued on next pa

ge
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SET Error Processing, continued

Create Error

When an application encounters a SET error, it shall crederan message as described
message below.

Step

Action

1

Receive as input:

errorCode a value indicating the error that was detected

errorOID an object identifier related to the error that was
detected (optional)

errortThumb a thumbprint related to the error that was detected
(optional)

ConstructErrorMsg as either

messageHeader the header of the offending message
badWrapper the entireoffendingmessage, up to the size

restriction of 20,000 byte@ptional)

The choice of whether to copy only the headre§sageHeader ) or the entire
messagedadWrapper ) is left to each implementatioRroviding badWrapper

givesthe system that receives the message the pogstbleinformation.

Construc&rrorTBS
errorCode errorCode
errorNonce a fresh nonce
errorOID errorOID
errorThumb errorThumb
errorMsg result of Step 2

If a signature certificate is available, invoke “Compose SignedData (S)” on

page 153 with the following input:

EE'sresponder’s signatuieertificate |

s
t result of Step 3
type id-set-content-ErrorTBS

Continued on next page
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SET Error Processing, continued

Create Error message (continued)

Step Action
5 Invoke “Send Message” on page 110 with the following input:

recip the entity that sent the offending message

msg result of Step 4 (or Step 3, if Step 4 was not
performed)

ext any message extension(s) required to support
additional business functions (optional)

rrpid the RRPID from theMessageHeader of the
offendng message if availabl@ptional)

lid-C thelid-C from theMessageHeader of the
offending message if available (optional)

lid-M thelid-M from theMessageHeader of the

offending message if available (optional)

xID thexID from theMessageHeader of the
offending message if available (optional)

6 Abort processing the rest of the message.

Continued on next page
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7

SET Error Processing,

Error message
data

continued

The following fields are defined for th&rror message:

Error

< SignedError, UnsignedError >

SignedError

S(EE, ErrorTBS)

UnsignedError

ErrorTBS

The unsigned version &fror shall only be used if the entity
does not have a valid signature certificate or is temporarily
unable to generate signatures (such as when there is a
cryptographic hardware failure).

por.

ErrorTBS {ErrorCode, ErrorNonce, [ErrorOID], [ErrorThumb],
ErrorMsg}

ErrorCode Enumerated code.

ErrorNonce A nonce to ensure the signature is generated over
unpredictable data.

ErrorOID The object identifier of an object (extension, content type,
attribute, etc.) that caused the error.

ErrorThumb The thumbprint of the certificate, CRL or BrandCRLIdentifie
that caused the error.

ErrorMsg <MessageHeader, BadWrapper>

MessageHeader The message header of the message that produced the err

BadWrapper The message wrapper of the message that produced the efror

(up to 20,000 bytes).

Table 24:Error Message Data

Continued on next pa

ge
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SET Error Processing, continued

ErrorCode The following values are defined farrorCode .

unspecifiedFailure

The reason for the failure does not appear elsewhere in tf
list.

nis

messageNotSupported

This valid message type is not supported by the recipient

decodingFailure

An error was encountered during the DER decoding proc
on the message.

£SS

invalidCertificateCRLorBCl

A certificate CRL, or BClnecessary to process this messa
was not valid (for a reason not specified elsewhere in thig
table). TheErrorThumb field identifies the invalid
certificate CRL, or BCl Additional detail about this

ErrorCode appeatrs inTable 23on pagel33

¢

expiredCertificat€RLorBCl

A certificate CRL, or BClnecessary to process this messa
has expired. Th&rrorThumb field identifies the invalid
certificate CRL, or BCl Additional detail about this

ErrorCode appeatrs inTable 23on pagel33

revokedCertificat€ RLorBCl

A certificate CRL, or BClnecessary to process this messa
has been revoked. TEerorThumb field identifies the
invalid certificate CRL, or BCI

4

missingCertificat€RLorBCI

A certificate CRL, or BCInecessary to process this messa
is not available in the recipientsettificatetrustedcache
and was not included in the messafjdditional detail about
thisErrorCode appears iriTable 23on pagel33

34

signatureFailure

The digital signature of the message could not be verified,

badMessageHeader

The message header cannot be processed.

wrapperMsgMismatch

The contents of the message wrapper are inconsistent wi
the internal content of the message, for exampleREieID
does not match.

th

versionTooOld

The version number of the message is too old for the reci
to process.

pient

versionTooNew

The version number of the message is too new for the

recipient to process.

Table 25: Enumerated Values forErrorCode

Continued on next page
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SET Error Processing, continued

ErrorCode (continued)

unrecognizedExtension

The message or a certificate contains a critical extension
the recipient cannot process. ThgorOID field identifies
the extension. If the extension appears in a certificate, the
ErrorThumb field identifies the certificate.

messageTooBig

The message is too big for the recipient to process.

signatureRequired

The unsigned version of this message is not valid.

messageTooOld

The date of the message is-tawold for the recipient to
process.

messageTooNew

The date of the message is too new for the recipient to
process.

thumbsMismatch

Thumbprints sent in an unsigned request did not match th
returned to the requester checking for substitution attack.

unknownRRPID

An unknowrRRPID was received.

unknownXID

An unknowrXID was received.

unknowrLID XD

An unknown local identifier was received.

challengeMismatch

A challenge sent in a request did not match the challengg

the response.

Table 25: Enumerated Values for ErrorCode continued

See also “Table 23" on page 133.

Process Error In general, processing afSETError message iat the discretion of the application and
message outside the scope &ET. Hhwever, a fevErrorCode s warrant special processing:
ErrorCode Processing

versionTooOld or
versionTooNew

See*Backward Compatibility on pagess.

messageTooOld or
messageTooNew

See" System Clock Differenc&son pageb6.

that

ose

in

Continued on next page
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SET Error Processing, continued

Future values The following error conditions were identified after the ASN.1vinrsion 1.0 was

for ErrorCode completed. They are currently defined as constants mappimspecifiedFailureln a
future version of the ASN.1, these values will be added to the ENUMERAHE#DCode .
Application developers are encouraged to use these symbolic names in place of
unspecifiedFailure

badOAEPBIock The OAEP block is not correctly formatted or was encrypl]ej
with the wrong public key.

baggagel.inkageFailure The linkage between the baggage and the messadd not

be verified.
decryptionFailure Themessage could not be successfully decrypted.
idempotencyFailure An idempotent requesbntainingidertical identifiers as a
previous request is not bit-wise identical to the prior
message.
keyUnavailable A cryptographic key necessary to process this message i$
unavailable.
typeMismatch The object identifier of contentType of a structesetd-rot
be-verifieddid not match the value expected
unsupportedAlgorithm The hashing or encryption algorithm is not supported.
unsupportedBrand A request was made for a brand ID that is not supported.

requestTypeMismatch TheRequestType received in a response messages not
match theRequestType in the corresponding request.

unrecognizedField The appliation has received a field that it cannot process,
missingData An optional field was omitted from the message, but the

processing conditions require it to be present.
requestResponseMismatch | Date of response does not match that of request.

Table 26: Future Enumerated Values forErrorCode
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Section 2
Cryptographic Processing
Overview
Organization This section describes processing for the following treatments and operators:
Processing Descriptions Page

Keyed-Hash (HMAC) 145
DigestedData (DD) 146
Linkage (L) 149
Signature (S) 151
Signature Only (SO) 159
Optimal Asymmetric Encryption Padding (OAEP) 16p
EnvelopedData 171
Asymmetric Encryption (E) 177
Extra Asymmetric Encryptiowith Linkage(EXL) 179
Asymmetric Encryption with Integrity (EH) 182
Extra Asymmetric Encryption with Integrity (EXH) 184
Symmetric Encryption (EK) 187
Simple Encapsulation with Signature (Enc) 191
Simple Encapsulation with Signature and Provided Key (EncK) 195
Extra Encapsulation with Signature (EncX) 199
Simple Encapsulation with Signature and Baggage (EncB) P04
Extra Encapsulation with Signature and Baggage (EncBX) 209
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Keyed-Hash
HMAC The keyed-hash operatétMAC(t, k) corresponds to the 160-bit HMAC-SHA-1 hash of

using the secrdt This function is used as the blinding function to protect the account
number in the Cardholder certificate and to create transaction stains.

Step Action
1 Receive as input:
t the content to be hashed
k a secret key for cryptographic enhancemerit of

Create a buffer containing 64 bytes with 0x36 repeated 64 times.

Create a buffer containing 64 bytes with 0x5c repeated 64 times.

Append zeros to the end bto create a 64-byte buffer (for examplekiis of
length 20 bytes, append 44 bytes of 0x00).

Compute bit-wise exclusive-or of the result of Step 4 and the result of Step 2

5
6 Appendt to the result of Step 5.

7 Compute the SHA-1 hash of the result of Step 6.
8

9

Compute bit-wise exclusive-or of the result of Step 4 and the result of Step (3

Append the result of Step 7 to the result of Step 8.
10 Compute the SHA-1 hash of the result of Step 9.
11 Return the result of Step 10.
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DetachedDigest
DD The DetachedigesedbataoperatorDD(t) corresponds to a 160-bit SHA-1 hash of |

embedded in a PKCBigestedDatssequencet is not included in theontentcomponent of

ContentInfo

Each type of content digested in SET is identified by a unique object identifier in the

contentTypeomponent oContentinfo

Compose
DetachedDigest

Step

Action

1 Receive as input:

t the content to be digested

type | an object identifier for the cdent oft

Compute the SHA-1 hash tfincluding the tag and length octets.

Construct and retumigestedData

ddVersion 0

digestAlgorithm | algorithm id-shal
parameters NULL

contentinfo contentType type

digest the result of Step 2

Continued on next page
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DetachedDigest, continued

Verify
DetachedDigest

Step

Action

Receive as input:

t the contentto beverified

d an instance dbigestedData

type

an object identifier for the content thaas digested

Validate the following contents af:

ddVersion

0

digestAlgorithm

algorithm

parameters

contentinfo

contentType

type

If errors are encountered during the validation process, in\@keateError
Message on pagel37with the followin

g inputbased on the field that failed

error Code

ddVersion

decodingFailure

digestAlgorithm

unsupportedAlgorithm

contentType

typeMismatch

errorOID

for digestAlgorithmthealgorithmfield

Compute the SHA-1 hash of the complete DER representatipimefuding the

tag and length octets.

Compare the results of St8po d.digest If the comparison fails, return a statu

of failure.

)

Returna status of success atfe following

| type | d.contentType

Continued on next page
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DetachedDigest, continued

Sample code: The following ASN.1 sample code shows hbDwgestedDatds constructed as the result of
DD DD(t).

detachedDigest DigestedData ::= {
ddVersion 0,
digestAlgorithm {
algorithm id-shal
parameters NULL

2

contentinfo {
contentType type
b

digest "SHA-1 hash of t"
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Linkage
L The linkage operatot,(t1, t2) corresponds to a sequencaloédnd a PKCS #DigestedData

component represented BY(t2). It links t1 to t2, but does not include the contentaf

Compose
Linkage
Step Action
1 Receive as input:
t1 the content that is linked @
2 the content whose digest is concatenatetd to

type | an object identifier for the content t# |

2 Invoke “Compos®etachedDigeston page 146 with the following input:
t 2
woe | e |

Append the result of Step 2 tb.
Return the result of Step 3.

Verify Linkage

Step Action
1 Receive as input:
d a structure containing:
t1 thecontent that is linked t&?

t2 an instance dbigestedData

2 the contentwhose digest is concatenated'to
type | an object identifier for the content t#f

2 Invoke"Verify DetachedDige&ton pagel47with the following input:
t 2
d a.t2
type | type

If the result idailure, returna status ofailure.

3 Return a status aduccessand the following:
| type | the value otypereturned in Step 2

Continued on next page
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Linkage, continued

Sample code: L The following ASN.1 sample code shows how to link two values.

linkage Linkage ::={
t1 t1,
t2 {
ddVersion 0,
digestAlgorithm {
algorithm id-shal
parameters NULL

2

contentinfo {
contentType type

L
digest "SHA-1 hash of 2"
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Signature

S The Signatureoperator S(s, t) corresponds to PKCS #&ignedDataSignedDatauses the
private key ofs to signt andincludest in the contentof the SignedDateaype. Thedigital
signature methodmployed by SETises an encrypted hash. A digital signature operation i
performed by encrypting the SHAHBshof t, with the RSA private key of signer

Authenticated SET PKCS #BignedDataigital signature operations are always performed on values that

attributes

are the DER representationsvaiues ofASN.1 typesSignedDatasignature operations are

never performed on arbitrary octet strings, such as ASCII text files or random strings with no
consistentnternal structure, so the PKCS ddta content type is never usddstead one of

the SET-specificcontent object identifieris used.In such situations, when the content type
datais not used , PKCS #7 requires that at least two authenticated attributes be included in
the actual content that is signed. The parameterized t3fesndSO{}, both represent
SignedDatdn SET, and both require authenticated attributes.

Two attributescontentTyp@ndmessageDigesare always included in the
authenticatedAttributesigned in SET. FobignedDataa message digest results from the
application of the PKCS #7 message-digesting process to some SET ASN.1 type, the content
to be signed. For SESignedDatathe content to be signed is alwdfys-complete- BER
represergtionincluding-the-tag-and-tength-ectetstvad authenticated attributes tightly

coupled with theeontentcomponent oContentinfo

Note: The message digest generatedimhenticatedAttributei’s computed over the inner
AttributeSe e and does not include the outer ndits length.

The initial input to the message-digesting process is the DER representationarftére
component of th€ontentinfosequenceContentinfobinds acontentTypeomponent object
identifier to the type in itsontentcomponent. In SET, ea@ignedDatecontent type is
uniguely named by an object identifier. Since this value is not protected directly against a
substitution attack, it is also included in #tnghenticatedAttributes

» ThecontentTypattribute shall specify an object identifier that matches the value in the
contentTypeomponent of th€ontentinfosequence.

e ThemessageDigesittribute contains the value of the digestedtentcomponent of
Contentinfo

Continued on next page
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Signature, continued

Number of
signers

The definition of theSignerinfossequence in PKCS #7 allows any number of signers to be
included in the collection, providing or@#gnerinfoper signer.

SET PKCS #BignedDataequires one signer for all messages exCeptReq and

CertlngReq , which require two signers when used for certificate renewal. It is constrained
to permit only one or two signers, so that the general processing requirements of PKCS #7
are simplified in SET.

In theSignerinfocomponent oSignerinfos both theauthenticatedAttributeand the
unauthenticatedAttributesomponents are specified as optional. In SET:

» TheauthenticatedAttributesomponent is always present, ang this value that is signed.

shall-be-included-inthe-message-digesting-process.

¢ TheunauthenticatedAttributesomponent of th&ignerinfosequence is always absent, and
never appears in an encoding of a valu8ighedData

Continued on next page
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Signature, continued

Compose
SignedData (S)

Step Action
1 Receive as input:
s the signature certificatef the signefexcept during
certificate registration, as described in Step 7)
s2 a second signature certificate (optional)
t thecontentto be signed
type an objectidentifier for the contendf ¢

certs additional certificate(s) to be included in message
(optional)(that is,additional to those required to validate
the signature: key-encryption déidates and newly
generated cdftcates)

cris CRLs to be included in message (opal)

Compute SHA-1 hash of
ConstructwuthenticatedAttributewith two entries:

type contentType

value type

type messageDigest
value the result of Step 2

4 Compute SHA-1 hash of the contents of ifieR-encoding of thé\ttributeSeq
identified byauthenticatedAttributegenerated in Step_Blote: Do not include

the outer tad?] andits length in the hash.

Continued on next page
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Signature, continued

Compose SignedData (S) (continued)

Step

Action

5

Sign the result of Step 4 using the private key correspondiagdos2 for a
second signature).

Verify the result ofStep5. (The validation method is at the discretion of the

lication developer.) If the verification fails, abort processing.

Note:In a fully debugged systerthis is an indication that the signature
generation process is under attack to try to determine the private key.

ConstructSignerinfo

siVersion 2
issuerAndSerial | theissuerandserialNumberfields of s (or s2 for a
Number second signature)

During certificate registration, signatures are generatefd
without a certificate to authenticate the public Kay.
this eventencoddassuerAndSerialNumbers follows:

issuer RDNSequence a
SEQUENCE
with zero
items

serialNumber| 0

See"Sample code: signature without certificatas

pagel58.
digestAlgorithm | algorithm id-shal

parameters NULL

authenticated the result of Step 3

Attributes
digestEncryption| algorithm id-rsaEncryption
Algorithm parameters NULL

encryptedDigest| the result of Step 5

If s2 is specified, repeat Steps 5, 6 and 7star

If certs is not provided, iitialize certs so that it contains zero entries.
Add the following tocerts :

the certificate chain of any certificate éerts ;

s and its certificate chain;

if s2 is specifieds2 and its certificate chain;
all root certificates that are previous generations of any rotificaes in

certs (to the generation of the root certificate specified in Appendix R).

Continued on next page
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Signature, continued

Compose SignedData (S) (continued)

Step Action

10 If crls is not provided, initializeer/s so that it contains zero entries.

If this is a response message containing a BrandCRLIdentifier, add all certificate
revocation lists contained on it twls .

11 If this is a response message and the request contained Thumiopptiotsally
remove any entries fromerts andcrls whose Thumbprint appears in the
request.

12 Constructand returrSignedData

sdVersion 2

digestAlgorithns | algorithm id-shal
parameters NULL

contentinfo contentType type
content L

certificates certs

crls crls

signerinfos the result of Ste ith two entries ifs2 is provide
otherwise, one entry)

Continued on next page
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Signature, continued

Verify
SignedData (S)
Step Action
1 Receive as iput:
d an instance ofignedData
lype an object identifier for the contetitat was signed
unauthOK a flag indicatingvhetheran unauthorized signature |s
permissible(optional)
2 Invoke“Verify SignedData (SO)on pagel60with the following input:
t d.contentinfo.content
d d
ype lype
unauthOK unauth OK
3 Return the following:
t d.contentinfo.content
lype the value otypereturned in Step 2
Si the value ofi retuned in Step 2

Continued on next page
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Signature, continued

Sample code: S Thefollowing ASN.1 sample code shows h&@ignedDatds constructed for the signature
operatorS (s, t). (A separate sample showsw issuerAndSerialNumbeés constructed when
a signature is generated without a certificate.)

signature SignedData ::= {

sdVersion 2,
digestAlgorithms {
{ algorithm id-shal
parameters NULL
b
ho
contentinfo {
contentType type ,
content t
3
certificates { .}
cris { .. 4
signerinfos {
{ siVersion 2,
issuerAndSerialNumber {
issuer s.issuer
serialNumber s.serialNumber

b

digestAlgorithm {
algorithm id-shal
parameters NULL

b

uthenticatedAttributes {
{type contentType
value type
Lo
{type messageDigest
value " SHA-1 hash of t"
b
b
digestEncryptionAlgorithm {
algorithm id-rsaEncryption ,
parameters NULL

encryptedDigest "Signed  authenticatedAttributes"

3
2

[~

Continued on next page
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Signature, continued

Sample code: The following ASN.1 sample code shows himauerAndSerialNumbés constructed when a
signature signature is generated without a certificate to authenticate the public key. The DER encoding
without is shown as comments.
certificate
noCertificate IssuerAndSerialNumber ::={ --3005
issuer rdnSequence : {}, --3000
serialNumber 0 --02 01 00
}
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Signature Only

SO The signature only operat@®@QO(s, t) corresponds t€@KCS#7 external signature

SignedDataExternal signatur8ignedDatausesthe private keyf sto signt and doesiot
includet in thecontentof theSignedDataype

See"Signaturé on pagel51for information that applies to boBignedDataypes.S{} and

SO{}.
Compose
SignedData (SO)
Step Action
1 Receive as input:
S the signature certificatef the signefexcept during
certificate registration, as described in Step 7)
s2 a second signature certificate (optional)
t the contentto be signed
lype an objectidentifier for the contenof ¢
certs additional certificate(s) to be included in message
(optional)
crls CRLs to be included in message (optional)

2to 11 | Perform Steps 2 through 11 of “Comp8#gnedData (S)on page 153.
12 Construct and retur8ignedData

sdVersion 2
digestAlgorithms| algorithm id-shal
parameters NULL
contentinfo contentType type
certificates certs
crls crls
signerinfos the result of Step_fwith two entries ifs2 is provided;

otherwise, one entry)

Continued on next page
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Signature Only, continued

Verify
SignedData (SO)
Step Action
1 Receive as input:
t the contentthat was signed
d an instance ofignedData
lype an object identifier for the contetitat was signed
unauthOK flag indicating whether an unauthenticated signafure
is valid (optional)
2 Validate the following contents @f:
sdVersion 2
digestAlgorithns | algorithm id-shal
parameters NULL
contentinfo contentType type

If errors are encountered during the validation process, in\@keateError
Message on pagel 37 with the following inputbased on the field that failed

error Code

sdVersion decodingFailure

digestAlgorithm| unsupportedAlgorithm

contentType typeMismatch

errorOID

for digestAlgorithmthealgorithmfield

Create an untrusted cache and populate it giitertsandd.crls.

If type appears imable 27on pagel 63, extractbci from t as specified in the
second column ahe table

5 Invoke“Verify BCI” on pagel 26 with thefollowing input:
newBci result of Stepl, if any

brand

the brand field of
d.Signerinfo.issuerAndSerialNumber.issuer.

organizationName

Continued on next page
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Signature Only, continued

Verify SignedData (SO) (continued)

Step

Action

6

Validate the following contents @.signerinfos

siVersion 2

digestAlgorithm algorithm id-shal
parameters NULL

digesEncryption | algorithm id-rsaEncryption

Algorithm parameters NULL

If errors are encountered during the validation process, ilGkeateError
Message on pagel 37 with the following inputbased on the field that failed

error Code

siVersion

decodingFailure

digestAlgorithm

unsupportedAlgorithm

digesEncryption
Algorithm

unspportedAlgorithm

errorOID

algorithmfield

for digestAlgorithmor digestEncryptionAlgorithathe

Compute SHA-1 hash df

Validate the following contents @f.signerinfos.authenticatedAttributes

type

contains an entry farontentTypend an
entry formessageDigest

valuefor contentType

d.contentinfo.contefitype

valuefor messageDigest

result of Stey

If errors are encountered during the validation process, in\@keateError

Messageé on pagel37with the following input

error Code invalidSignature

Continued on next page
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Signature Only, continued

Verify SignedData (SO) (continued)

Step

Action

9

If d.signerinfodssuerAndSerialNumbeéndicates that a signature was perforri
without a certificate to authenticate the public key

e If unauthOK is TRUEand this is the first signature without a certificat@ve
this instance ofl.signerinfosto return and skip to Step 4.

¢ Otherwiseinvoke"“CreateError Messageé on pagel37 with the following
input

error Code invalidSignature

10

Locate the signature certificate:
a. Search the trusted cache for a certificate wimeerandserialNumber
matchedd.signerinfos.issuerAndSerialNumber

b. If no certificate was found, search the untrusted cache for a certificate
matching the same criteria. If found, invdRéerify Certificaté on page
131 with thefollowing input

| cert | the certificate from the untrusted cache |

If no certificate was foundnvoke" CreateError Messageé on pagel37 with the
following input

| error Code | missingCertificat€RLorBClI |

11

Compute SHA-1 hash of the contentdlif DERencoding of thé\ttributeSeq
identified byd.signerinfos.authenticatedAttributes

Note: Do not include the outer t§?] andits length in the hash.

12

Decryptd.signerinfos.encryptedDigessing the public key of the certificate
obtained in Sted0.

13

Compare the results of Stéf to the results of Stel. If the values are

different,invoke“ CreateError Message on pagel37 with the following input

| error Code | invalidSignature |

14

If unauthOK is TRUE andf there is a second instanceasignerinfos repeat
Steps6 throughl3.

15

Return the following

type d.contentinfo.contefiype
Si any unvalidatedignerinfofrom Step9

Continued on next page
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BClI location The location of the Bran@RL Identifier depends on theontentTypef the message as

defined inTable 27

Content type

Location of BClin t

id-set-contenfAuthResTBS

AuthResTBS1 .brandCRLIdentifier

id-set-contenfAuthResTBSX

AuthResTBSXauthResTBS.tbrandCRLIdentifier

id-set-contenfAuthRevR&Data

AuthRevResDatédrandCRLIdentifier

id-set-contenfAuthRevResTBS

AuthRevResTBS1 .brandCRLIdentifier

id-setcontentBCIDistributionTBS

BClIDistribution.BCIDistributionTBS.
BrandCRLIdentifier

id-set-contentZapResData

CapResDathrandCRLIdentifier

id-set-contentapRevResData

CapRevResDathrandCRL Identifier

id-set-contenEardCInitResIBS

CardCInitResTB®randCRLIdentifier

id-set-contentEertResData

CertResDatdrandCRLIdentifier

id-set-contenEredResData

CredResDatbrandCRL Identifier

id-set-cotent-CredRevResData

CredRevResDathrandCRLIdentifier

id-set-contente-AgCInitResTBS

Me-AgClInitResTBSrandCRLIdentifier

id-set-contenfPCertResTBS

PCertResTB®randCRLIdentifieBeq.
brandCRLIdentifier

id-set-contenfInitResData

PInitResDatdbrandCRLIdentifier

id-set-contenPResData

PResDatdrandCRLIdentifier

id-set-contenRegFormResTBS

RegFormResTBSrandCRLIdentifier

Table 27:BrandCRLIdentifier Location

Continued on next page
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Signature Only, continued

Sample code: Thefollowing ASN.1 sample code shows h&ignedDatds constructed for the signature
SO only operatorSO(s, t)

signhature SignedData ::= {
sdVersion 2,

digestAlgorithms {
{ algorithm id-shal
parameters NULL
}

c’ontentlnfo {
contentType type ,

3
certificates { .}
cris { .. 4
signerinfos {
{ siVersion 2,
issuerAndSerialNumber {
issuer s.issuer
serialNumber s.serialNumber
L
digestAlgorithm {
algorithm id-shal
parameters NULL
3
authenticatedAttributes {
{type contentType
value type
b
{type messageDigest
value " SHA-1 hash of t"
b
ho
digestEncryptionAlgorithm {
algorithm id-rsaEncryption ,
parameters NULL
}
EncryptedDigest "Signed  authenticatedAttributes"
}
b

[~
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Optimal Asymmetric Encryption Padding

Purpose

Algorithm
description

The purpose of OAEP is to ensure that individual pieces of a message cannot be extracted
from a PKCS #7 block. There are cryptoanalytic techniques that make some bits of a
message easier to determine than others. OAEP randomly distributes the bits of a PKCS #7
block, making each bit equally difficult to extract.

The E, EX, EXL, EH, andEXH encryption primitives combine RSA encryption and OAEP. |
SET uses OAEP to provide “extra” protection of the account information associated with the
Cardholder, Merchant, or Acquirer in the digital envelope.

This section provides a brief description of how to implement OAEP to support its “extra
encryption” and “extra decryption” operators as they are used in SET. The reader is
encouraged to supplement this description with the OAEP information provi@&TiBook

3: Formal Protocol Definition.

Continued on next page
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Optimal Asymmetric Encryption Padding, continued

Create OAEP
block

SETextra-eneryptiohr The creation of an OAEP blodfhvolves the following processing

steps:

Step

Action

1

Receive as input:

BC Block contents byte
DEK | DES encryption key

X “Extra encryptetidata (optional; included for values BE other
than 0x00 or 0x80)

HD Integrity hash (optional; included for valuesBf greater than
or equal to 0x80)

Form the Actual Data BloclDB, based on the value BIC as follows:
Value of BC Formation of ADB

0x00 DEK

> 0x00 and < 0x80 DEK | X

0x80 DEK |HD

> 0x80 DEK |HD | X

Compute the Data BlockB, as follows:

BT 0x03

\% 0x00 0x00 0x00 0x00 0x00 0x00 0x00 (7 bytes of zero)
DB BT|BC|V|ADB

Pad the result of Step 3 with trailing zeros to form a string with a total lengt
111 bytes.

n of

Generate a random 16-byte striepalt and computél1(E-Salt)as follows:

SHA-1(E-Salt| 0) | SHA-1E-Salt| 1) | SHA-1E-Salt| 2) | SHA-1E-Salt| 3) |
SHA-1(E-Salt| 4) | SHA-1E-Salt| 5).

Truncate the string to 111 bytes by discagdime nine trailing bytes.

Perform an exclusive-or on the results of Step 4 and the results of Step 5.

Compute the SHA-1 hash of the results of Step 6. Discard the leading four
to form a sixteen-byte string.

bytes

Perform an exclusive-or di-Salt(from Step 5) and the results of Step 7.

Generate a single-byte random value between 0x01 and Ox7F.

10

Concatenate the results of S&Step6 and Ste8.

11

Return the result of Step 10.

Continued on next page
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Optimal Asymmetric Encryption Padding, continued

Process OAEP SETF extra-deeryptiohrReceipt of an OAEP blodtequires the following steps:
block

Step Action
1 Receive the OAEP block as input.
2 Extract values from the results of Step 1 as follows:
I byte 1
A bytes 2 through 112
B bytes 113 through 128

3 Verify thatl isreither-0x00-rer-0x8 the rangex01 toOx7F. If this

verification fails,invoke“ CreateError Messageé on pagel37 with the
following input:

| errorCode badOAEPBIock | |

4 Compute the SHA-1 hash Af Discard the leading four bytes to form a sixtegn-
byte string.

Perform an exclusive-or dhand the results of Step 3 to prodcSalt
ComputeH1(E-Salt)as follows:

SHA-1(E-Salt| 0) | SHA1(E-Salt[ 1) | SHA1(E-Salt| 2) | SHA-1E-Salt| 3)
SHA-1(E-Salt| 4) | SHA-1E-Salt| 5).

Truncate the string to 111 bytes by discarding the nine trailing bytes.
Perform an exclusive-or ohand the results of Step 6.

Extract values from the results of Step 7 as follows:

BT byte 1
BC byte 2
\% bytes 3 through 9
ADB bytes 10 through 111
9 Verify thatBT contains a value @ix03, BC contains a value either in the rang¢

0x00 to0x05 or in the rang@®x80 to0x85, andthatV is zero If any of these
verifications fail,invoke“ CreateError Messagé on pagel37 with the
following input

| errorCode badOAEPBIock | |

Continued on next page
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Optimal Asymmetric Encryption Padding, continued

Process OAEP block (continued)

Step Action
10 Extract values fromMADB, based on the value BIC as follows:
e Extract the first eight bytes infOEK.
¢ If BCis greater than or equal to 0x80, extract the next 20 bytesiito

¢ If BCis in the range 0x01 to 0x05 or in the range 0x81 to x85, extract the|
appropriate value of X as indicated in the following table.

Value of BC Content of X
0x01 or 0x81 PANData
0x02 or 0x82 PANData0
0x03 or 0x83 PANToken
0x04 or 0x84 PANOnNly
0x05 or 0x85 AcctData

11 Return the following:

BC Block Contents byte
DEK | DES encryption key

X “extra encrypted” data (optional; included for value®Gfother
than 0x00 or 0x80)
HD integrity hash (optional; included for valuesBf greater than

or equal to 0x80)

Continued on next page
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Optimal Asymmetric Encryption Padding, continued

Processing Figure 11 illustrates the processing flow for OAEP as it is used in SET.
DEK HD X
(8 bytes) (20 bytes) (Varies)
[

Y

¥

BT BC v
(1 byte) (1 byte) (7 bytes) ADB
[ | | |
E-Salt
| DB | | H1 (E-Salt) |<_< HL )| (16 bane)
A Hz)_>| H2 (A) |
B
(16 bytes)
0 Random =0
(1 bit) (lower 7 bits) LEGEND

Exclusive 'or'
(D Concatenate
Hashing

|
’ 65 » (1 byte)

R

28y
RSA Encrypt

Figure 11: OAEP Processing Flow

Continued on next page
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Optimal Asymmetric Encryption Padding, continued

Encoding of DB

For more
information

Data present in data blocRB) fieldsis not formatted with the usual DER encoding method,
in order to save space. The format used foixBds defined here.

For all of the definitions, all fields shall be present.
Only fields from the A8I.1 definitionatemie{in-the-sense-of ASN-1)-data-elemants

present irDB. Each element is encoded witlB in the canonical form used by

DER-encoding, but without tag and length octets. When transferring data from DER-encoded
format toDB, add pad characte8x00}to the end of the data; when transferring fiol to |
DER-encoded format, strip all pad characters from the end of the data.

To understand the format ofaB field, examme the ASN.1 used to define the field for
signature purposeBeterminethe-m
DBB-aceerdingly.Determine the corresoonqu ASN. 1 tvoe and store the meb@m
according to the following table, which summarizes the DER format of field types used in
SET extra-encrypted data:

ASN.1 Type DB Encoding
VisibleString ASCII string, first character in lowest-numbered position, padded 'viyh
blanks (0x20).
NumericString ASCII string, first character in lowest-numbered position, padded 'vi*h
blanks (0x20).
OCTET STRING Binary bytestring in lowest-numbered position, padded with bytes fof
zero (0x00).

Additional information about the encodin ecific extra-encryption data formaisthe
OAEP block is found in SET Book 3.
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EnvelopedData

Compose The processing steps that follow are share# HyX, EXL, EH, andEXH, all of which
EnvelopedData  produce a PKCS #E#nvelopedDat#lock.

Step Action

1 Receive as input:
the key encryption certificatef the recipient

I~

the content to be encrypted

I~

p the parametereceiving extra encryption protectidoptional

link Boolean value indicating Ifnkageis required (default
FALSE)

h Boolean value indicating if hash is requirgi@fault FALSE)
type-t an object identifier for the content bf
type-p | an object identifier for the content pf(optional)

2 If p is not providedcontinue withStep 5.
If link is FALSE, continue with Step 4.

Generate a fresh nonce and putibithe EXNonce field of p.

3 To link tuplet with parametep, invoke“Composd.inkag€ on pagel49with
the followinginput

1 t
2 the result of Step 2

type type-p

Formatp for insertion into théextra encrypted ddtgortion of OAEP.

If pis providedand/ink is TRUE select the result from Sté&p otherwise,
selectt.

6 Generate a fresh symmetric DES Key select a key in accordance witReuse
of symmetric DES key’ on paged1).

Generate an eight-byte DES-CBC initialization vector.

Encrypt the result from Stepwith the DES key from Step and the
initialization vector from Ste@ using DESCBC mode following the standard
padding rule described on page.

9 If his TRUE, compute SHA-1 hash tbfe result of Step 5.

Continued on next page
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EnvelopedData, continued

Compose EnvelopedData (continued)

Step

Action

10

Determine the value &C as follows:

a. Initialize the value to 0x00.

b. If type-p is provded, add the value from the following table based on
type-p:
0x01 | id-set-content-PANData

0x03 | id-set-contenPANToken

0x04 | id-set-contenfPANOnNly

Otherwise, ifp is provided, add the value from the following table based|on
the contents op.

0x02 | PANDataO
0x05 | AcctData
c. If hisTRUE, addOx80

11

Invoke*“Create OAEP blockon pagel 66 with the followinginput
BC the result of Step 10

EK | the result of Step

the result of Sted (if p is provided)

the result of Step (if h is TRUE)

)

|I I><‘
)

12

Encrypt the result from Stell using the public key from

13

ConstructRecipientinfo

riVersion 0

issuerAndSerial | theissuerandserialNumbeffields of r
Number

keyEncryption | algorithm rsaOAEPEnNcryptionSET
Algorithm parameters NULL

encryptedKey | the result of Step 12

Continued on next page
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EnvelopedData, continued

Compose EnvelopedData (continued)

Step Action
14 ConstructEncryptedContentinfo
contentType type -t
contentEncryption algorithm id-desCBC
Algorithm parameters | the result of Step 7
encryptedContent the result of Step 8

15 Constructand returrEnvelopedData

edVersion 1
recipientinfos the result of Step 13

encryptedContentinfo | the result of Step 14

Continued on next page
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EnvelopedData, continued

Verify The processing steps that follow are share# HyX, EXL, EH, andEXH, all of which
EnvelopedData  produce a PKCS ##nvelopedDat#lock.
Step Action
1 Receive as input:
d an instance ofnvelopedData
type -t an object identifier for the contetfitat was
encrypted
type-p an object identifier for the parameter that received
extra encryption protecti tional

2 Validate the following contents af:
| edVersion | 1 |

If errors are encountered during the validation process, in\@keateError
Messagé on pagel 37 with the following input:

| error Code | decodingFailure |

3 Validate the following contents @f.recipientinfos

riversion 0]
keyEncryption | algorithm rsaOAEPEnNcryptionSET
Algorithm parameters NULL

If errors are encountered during the validation process, inNGkeateError
Messageé on pagel 37 with the following input based on the field that failed:

errorCode riVersion decodingFailure
keyEncryption | unsuppetedAlgorithm
Algorithm

errorOID for keyEncryptionAlgorithmthealgorithm field

Continued on next page
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EnvelopedData, continued

Verify EnvelopedData (continued)

Step Action
4 Validate the following contents @f.encryptedContentinfo
contentType type-t
contentEncryption | algorithm id-desCBC
Algorithm

If errors are encountered during the validation process, in\@keateError
Message on pagel 37 with the following inputbased on the field that failed

errorCode contentType typeMismatch
algorithm unsupportedAlgorithm
errorOID thealgorithmfield
5 Locate the key pair for the certificate identified by

d.recipientinfos.issuerAndSerialNumbeand use the private key to decrypt
d.recipientinfos.encryptedKeif the private key is no longer available, invoke

“CreateError Messageé on pagel37with the following input:

errorCode keyUnavailable
errorThumb the Thumbprint of the certificate (if available)

Invoke“Process OAEP bloékon pagel 67 with the result of Step 5 as input.

Using DEK from the result otep 6 and the DES-CBC initialization vector in
d.encryptedContentinfo.contentEncryptionAlgorithm.parameters
decryptd.encryptedContentinfo.encryptedContasing DES-CBC mae.
Validate and discard the padding. If the padding is not valid, inVOkeate
Error Messagé on pagel37 with the following input:

errorCode decryptionFailure
8 If BCfrom the result ofStep 6 iggreater than or equal to 0x80, compute the

SHA-1 hash of the result of Step 7. Compare this hablbtérom the result of
Step 6. If the values are not the same, invdkeateError Messagéon

pagel37with the following input:
errorCode decryptionFailure

Continued on next page
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EnvelopedData, continued

Verify EnvelopedData (continued)

Step Action
9 If BCfrom the result ofStep 6 is not 0x00 or Ox8ihd the result of Step 7 is ar
instance oDigestedDatainvoke“Verify Linkage on pagel49with the
following input:
d the result of Step 7
2 the value ofX from the result of Step 6
lype type-p
If the result idailure, invoke" CreateError Messagé on pagel37 with the
following input:
errorCode decryptionFailure

10 Extractt from the result of Step 7 as follows:

o If BCfrom the result otep6 is 0x00 or 0x80, the result of Step 7;
e otherwise, extradtl from thelLinkagein the result of Step 7.

11 Return the following:

t the result of Step 10

p X from the result of Step @ptional; only if p is
returned in Step 6)

type-t d.encryptedContentinfo.contentType

type-p typefrom the result of Step @ptional; only ifp is

returned in Step 6)
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Asymmetric Encryption

E The asymmetric encryption operatB(y, t), corresponds to PKCS #EhvelopedDataf
tuplet encrypted for entity. This operator consists of applying fast, symmetric, bulk
encryption ta using a secret key and then encrypting that secret key with the recipient’s
public key.

OAEP is used to obfuscate the contents of the PKCS #7 envelope.

Compose E

Step Action

1 Receive as input:
r the key encryption certificate of the recipient
t the content to be encrypted
lype anobject identifier for the conteff ¢

2 Invoke “ComposeEnvelopeddata’ on pagel 71 with the following input:
r r
L L
link FALSE
h FALSE
type-t lype

3 Return the result of Steb |

Verify E Invoke “Verify EnvelopedDataon pagel74 |

Continued on next page
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Asymmetric Encryption,  continued

Sample code: E The following ASN.1 sample code shows hBwelopedDatas constructed as the result of
E(r, t).

envelopedData EnvelopedData ::= {
edVersion 1,
recipientinfos {

{ riVersion 0,

issuerAndSerialNumber {
issuer r.issuer
serialNumber r.serialNumber

L . .

keyEncryptionAlgorithm {
algorithm rsaOAEPEnNcryptionSET
parameters NULL

b

encryptedKey " RSA encrypted OAEP block

2
L
ncryptedContentinfo {
contentType type ,
contentEncryptionAlgorithm {
algorithm id-desCBC ,

parameters cbc8Parameter

2

ncryptedContent " DES encrypted  t"
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Extra Asymmetric Encryption _with Linkage

EXL

Compose EXL

Verify EXL

The “extra” asymmetric encryptiamith linkageoperatorEXL(r, t, p), consists of applying
fast, symmetric, bulk encryption tafter linking it top andapplyinga separate “extra”
process t@, as follows

Generate fresh 20-byte nonc&XNonce) to foil dictionary attacks op.
Link t andp.

Encrypt the linkage.

Create af©DAEP block includingp.

Encrypt the OAEP block.

Construct a data structure that includeseheryptedinkage and thencryptedOAEP

Step Action

1 Receive as input:
the key encryption certificate of the recipient

I~

the content to be encrypted

I~

p the parameter receiving extra encryption protection

type-t | an object identifier for the content bf
type-p | an object identifier for the content pf

2 Invoke “ComposeEnvelopedata’ on pagel71with the following input:

r r

t t

p p

link TRUE

h FALSE
type-t | type-t
type-p | type-p

3 Return the result of Step 2.

Invoke“Verify EnvelopedData on pagel 74

Continued on next page
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Extra Asymmetric Encryption with Linkage, continued

Sample code: The following ASN.1 sample code shows hBwelopedDatas constructed as the result of
EXL EXL(r, t, p).

linkage DigestedData ::= {
ddVersion 0,
digestAlgorithm {
algorithm id-shal ,
parameters NULL

c’ontentlnfo {
contentType type-p

b

digest "SHA-1 hash of p"
3
dataTBE SEQUENCE ::={

t ot

p__linkage

exEnvelopedData EnvelopedData ::= {
edVersion 1,
recipientinfos {

{ riVersion 0,
issuerAndSerialNumber {
issuer r.issuer
serialNumber r .serialNumber

k’eyEncryptionAIgorithm {
algorithm rsaOAEPEnNcryptionSET
parameters NULL

L
encryptedKey " RSA encrypted OAEP block

2
encryptedContentinfo {
contentType type-t |
contentEncryptionAlgorithm {
algorithm id-desCBC ,

parameters cbc8Parameter

2

ncryptedContent " DES encrypted dataTBE
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Asymmetric Encryption with Integrity

EH The integrity encryption operatdeH(r, t), is similar toE, except that the PKCS #7 envelope
includes a hash df It consists of applying fast, symmetric, bulk encryptiohusing a
secret key and then encrypting that secret key and the hash with the recipient’s public key.

OAEP is used to obfuscate the contents of the RSA envelope.

Compose EH
Step Action
1 Receive as input:
r the key encryption certificate of the recipient
t the content to be encrypted
type anobiject identifier for theontentof ¢
2 Invoke “ComposeEnvelopedata’” on pagel 71with the following input:
r r
t t
link FALSE
h TRUE
type-t type
3 Return the result of Step 2.
Verify EH Invoke “Verify EnvelopedDataon pagel74. |

Continued on next page
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Asymmetric Encryption with Integrity, continued

Sample code:
EH

The following ASN.1 sample code sh® howEnvelopedDatas constructed as the result of

EH(r, t).

ehEnvelopedData EnvelopedData ::= {
edVersion 1,
recipientinfos {

{ riVersion 0,
issuerAndSerialNumber {
issuer r.issuer
serialNumber r.serialNumber
L . .
keyEncryptionAlgorithm {
algorithm rsaOAEPEnNcryptionSET

parameters NULL

L
encryptedKey " RSA encrypted OAEP block

SET Secure Electronic Transaction Specification

2
encryptedContentinfo {
contentType type ,
contentEncryptionAlgorithm {
algorithm id-desCBC ,
parameters cbc8Parameter

Lo
encryptedContent " DES symmetric key encrypted
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Extra Asymmetric Encryption with Integrity

EXH

Compose EXH

Verify EXH

The “extra” asymmetric encryption with integrity operat®XH(r, t, p) is similar toEX,
except that the PKCS #7 envelope also includes a hdshtafonsists of applying fast,
symmetric, bulk encryption tbafter linking it top andapplyinga separate “extra” process to
p. as follows: i i i i s

e Generate a fresh Ayte nonceEXNonce) to foil dictionary attacks op.
e Link t andp.

e Encrypt the linkage.
e Create an OAEP block includinmand a hash of the linkage.

e Encrypt the OAEP block.

e Construct a data structure that includes the encrypted linkage and the encrypted OAEP
block.

Step Action
1 Receive as input:
the key encryption certificatof the recipient
the content to be encrypted
the parameter receiving extra encryption protection

type-t an object identifier for the content bf
type -p an object identifier for the content pf

I~

I~

s}

2 Invoke “ComposeEnvelopedata’ on pagel 71with the following input:

r r
! t

b b

link TRUE
h TRUE
type-t | type-t
lypep | type-p

3 Return the result of Step 2. |

Invoke “Verify EnvelopedDataon pagel74 |

Continued on next page
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Extra Asymmetric Encryption with Integrity, continued

Sample code: The following ASN.1 sample code shows hBwelopedDatas constructed as the result of
EXH EXH(r. t, p).

linkage DigestedData ::= {
ddVersion 0,
digestAlgorithm {
algorithm id-shal ,
parameters NULL

contentinfo {

contentType " type-p "

b

digest "SHA-1 hash of p"
3
dataTBE SEQUENCE ::={

t ot

p__linkage
b

exhEnvelopedData EnvelopedData ::= {
edVersion 1,
recipientinfos {

{ riVersion 0,
issuerAndSerialNumber {
issuer r.issuer
serialNumber r.serialNumber
L . .
keyEncryptionAlgorithm {
algorithm rsaOAEPEnNcryptionSET

parameters NULL

L
encryptedKey " RSA encrypted OAEP block

2
encryptedContentinfo {
contentType type-t
contentEncryptionAlgorithm {
algorithm id-desCBC ,
parameters cbc8Parameter

Lo
encryptedContent " DES encrypted dataTBE
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Symmetric Encryption

EK The symmetric encryption operat&K(k, t) encryptd with the provided kek. Either the
DES or CDMF algorithm may be used.

Compose EK
Step Action
1 Receive as input:
k asymmetric encryptiotey
t the content to be encrypted

type | an object identifier for the content bf

aid an object identifier for the algorithm that will be used for
cryptographic processing

The following algorithm identifiers angermitted
e id-desCBC
e id-desCDMF

If aid is id-desCDME, transformk according to the CDMF requirements.
Generate an eight-byte DES-CBC initialization vector.

Encryptt with k and theresult ofStep3 using DESCBC mode following the
standard padding rule described on p8ge

5 ConstructEncryptedContentinfo

contentType type

contentEncryption algorithm aid

Algorithm parameters the result of Step 3
encryptedContent the result of Step 4

6 ConstructEncryptedata:

version 0
encryptedConteifo the result of Step 5

7 Return the result from Step 6.

Continued on next page
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Symmetric Encryption, continued

Verify EK

Step Action
1 Receive as input:
a symmetric encryption key

an instancef EncryptedData
type | an object identifier for the content that was encrypted

Q. | I=

2 Validate the following contents &ncryptedData

| version | 0 |

If errors are encountered during the validation process, in\VOkeateError
Message on pagel 37 with the following input

| errorCode | decodingFailure |

3 Validate the following contents af.encryptedContentinfo
contentType lype

content algorithm id-desCBC or id-desCDMF
Encryption
Algorithm

If errors are encountered during the validation process, in\@keateError
Messagé on pagel 37 with the following input

errorCode algorithm unsupportedAlgorithm
contentType typeMismatch
errorOID for algorithm, the algorithm field
4 If d.encryptedContentinfo.contentEncryptionAlgorithfgorithmis
id-desCDME

¢ If theapplicationdoes not support CDMIhvoke“CreateError Messagéon
pagel37 with the following input

errorCode unsupportedAlgorithm
errorOID the value ofalgorithm

¢ otherwisetransformk according to the CDMF requirements

Continued on next page
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Symmetric Encryption, continued

Verify EK (continued)

Step

Action

5

Usingthe result of Step 4nd the initialization vector in

d.encryptedContentinfo.contentEncryptAlgorithm.parameters

decryptd.encryptedContentinfo.encryptedContaring DESCBC mode.

Validate and discard the padding. If the padding is not valid, inVGkeate

Error Messagé on pagel37 with the following input

errorCode decryptionFailure

Return the following:

t the result of Step 5
type d.encryptedContentinfo.contentType

Continued on next page
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Symmetric Encryption, continued

Sample code: The following ASN.1 sample code shows hBwcryptedDatés constructed as the result of
EK EK(k, t)

ekEncryption EncryptedData ::= {
version 0,
encryptedContentinfo {
contentType type ,
contentEncryptionAlgorithm {
algorithm aid ,
parameters cbc8Parameter

L
encryptedContent "Symmetric key k encrypted t"

2
3
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Simple Encapsulation with Signature

Enc

Compose Enc

The simple encapsulation with signature operdtar(s, r, t) implements signed then
encrypted messages. It corresponds to an instance of PKSi§ngtiDataencapsulated in
EnvelopedData

Step Action
1 Receive as input:
S the signature certificate of the signer
s2 a second signature certificate (optional) |
r the key encryption certificate of the recipient
t the content to be encapsulated
type-t an object identifier for the content bf |
type-s an object identifier for the signed contentt of |
certs additional certificate(s) to be included in message (optional) |
2 Invoke “ComposeignedData (S)on page 153 with the following input:
s s
2 |2 |
t t
type type-s |
certs certs |
3 Invoke “Compos&” on page 177 with the following input:
r r
t the result of Step 2
type type-t
4 Return the result of Step 3.

Continued on next page
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Simple Encapsulation with Signature,  continued

Verify Enc
Step Action

1 Receive as input:
d an instance ofnvelopdData
type-t an object identifier for the contetitat was encapsulateld
type-s an object identifier for the signed content
unauthOK flag indicating whéter an unauthenticated signature is

valid (optional)

2 Invoke“Verify EnvelopedDataon pagel 74 with the following input:
d d
type -t type-t

3 Invoke“Verify SignedData (S)on pagel56 with the following input:
d t from the result of Step 2
type type-s.
unauthOK unauthOK

4 Return the following:
t t from the result of Step 3
Si si from the result of Step 3
type -t typet from the result of Step 2
type -s typefrom the result of Step 3

Continued on next page
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Simple Encapsulation with Signature,  continued

Sample code: Thefollowing ASN.1 sample code shows h&ignedDataandEnvelopedDatare
Enc constructed as the resultiific(s, r, t)

encSignature SignedData ::= {
sdVersion 2,

digestAlgorithms {
{ algorithm id-shal
parameters NULL
}

contentinfo {
contentType type-t
t

content
certificates { .. 4
crls { - h
signerinfos {
{ siVersion 2,
issuerAndSerialNumber {
issuer s.issuer
serialNumber s.serialNumber

L .

digestAlgorithm {
algorithm id-shal ,
parameters NULL

authenticatedAttributes {

{type contentType
value type-t
{’type messageDigest
value " SHA-1 hash of t"
b
ciigestEncryptionAIgorithm {
algorithm id-rsaEncryption ,

parameters NULL

2
encryptedDigest "Signed  authenticatedAttributes"

[~

Continued on next page
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Simple Encapsulation with Signature,  continued

Sample code: encEnvelopedData EnvelopedData ::={
Enc (continued) edVersion 1,
recipientinfos {
{ riVersion 0,
issuerAndSerialNumber {
issuer r.issuer
serialNumber r .serialNumber
Lo . .
keyEncryptionAlgorithm {
algorithm rsaOAEPEnNcryptionSET

parameters NULL

L
encryptedKey " RSA encrypted OAEP block

2
encryptedContentinfo {
contentType type-s
contentEncryptionAlgorithm {
algorithm id-desCBC ,
parameters cbc8Parameter

Lo
encryptedContent " DES encrypted encSignature
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Simple Encapsulation with Signature and Provided Key

EncK The simple encapsulation with signature and provided key opefatoiK(k, s, t)
implements signed messages encrypted with a known, shared, secret key provided by the

sender of a prior message.

Compose EncK

Step Action
1 Receive as input:
k a symmetric encryption key
S the signature certificate of the signer
t the content to be encapsulated
type-t an object identifier fothe content of
type-s an object identifier for the signed contentt of
aid an object identifier for the algorithm that will be used for
cryptographic processing
certs additional certificate(s) to be included in message (optional)
2 Invoke “ComposeignedData (S)on page 153 with the following input:
s s
t t
type type-s |
certs certs |
3 Invoke “Compos&K” on page 187 with the following input:
k k
t the result of Step 2
type type-t |
ad | aid |
4 Return the result of Step 3.

Continued on next page
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Simple Encapsulation with Signature and Provided Key,

Verify EncK

continued

Step Action

1 Receive as input:
k asymmetric encryptiotey
d an instance dEncrypedData
type-t an object identifier for the contetitat was encapsulateld
type-s an object identifier for the signed content

2 Invoke“Verify EK” on pagel88with the following hput:
k asymmetric encryptiotkey
d d
type type-t

3 Invoke“Verify SignedData (S)on pagel56 with the following input:
d t from the result of Step 2
type type-s

4 Return the following:

t

t from the result of Step 3

type -t typefrom the result of Step 2
type -s typefrom the result of Step 3

Continued on next page

Draft Version 1.0.1




Book 2: Programmer’s Guide SET Secure Electronic Transaction Specification
Page 192 as of December 10, 1998

Simple Encapsulation with Signature and Provided Key, continued

Sample code: Thefollowing ASN.1 sample code shows h&ignedDataandEncryptedDateare
EncK constructed as the result®ficK(k, s. r, t)

enckSignature SignedData ::={
sdVersion 2,

digestAlgorithms {
{ algorithm id-shal
parameters NULL
}

contentinfo {
contentType type-t
t

content
certificates { .. 4
crls { - h
signerinfos {
{ siVersion 2,
issuerAndSerialNumber {
issuer s.issuer
serialNumber s.serialNumber

L .

digestAlgorithm {
algorithm id-shal ,
parameters NULL

authenticatedAttributes {

{type contentType
value type-t
{’type messageDigest
value " SHA-1 hash of t"
b
ciigestEncryptionAIgorithm {
algorithm id-rsaEncryption ,

parameters NULL

2
encryptedDigest "Signed  authenticatedAttributes"

[~

Continued on next page
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Simple Encapsulation with Signature and Provided Key, continued

Sample code: enckEncryptedData EncryptedData ::= {

EncK version 0,

(continued) encryptedContentinfo {

contentType type-s ,

contentEncryptionAlgorithm {
algorithm aid ,
parameters cbc8Parameter

ho

encryptedContent "Symmetric key k encrypted enckSignature"

2
3
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Extra Encapsulation with Signature

EncX The extra encapsulation with signature oper&ocX(s, r, t, p)implements two-part signed
messages encrypted with extra encryption.

Compose EncX

Step Action
1 Receive as input:
S the signature certificate of the signer
s2 a second signature certificate (optional)
r the key encryption certificate of the recipient
t the content to be encapsulated
p the parameter receiving extra encryption protection

type-t an object identifier for the content bf
type-s an object identifier for the signed contentt of

type-p an object identifier for the content pf
certs additional certificate(s) to be included in message (optional)

Generate a fresh nonce and put it intoEX&Nonce field of p. Appendp to t.

Invoke “Composé&ignedData (SO)n page 159 with the following input:

s s
2 |s2 |
t the result of Step 2

type type-s |
certs | certs |

Append the results of Step 3tto

5 Invoke “Composé=x EnvelopedDataon page 171 with the following input: |
r r
t the result of Step 4
p p
link FALSE
h FALSE
type-t | type-t
ype-p | typep
6 Return the result of Step 5.

Continued on next page
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Extra Encapsulation with Signature,  continued

Verify EncX
Step Action
1 Receive as input:
d aninstance oEnvelopedData
type-t an object identifier for the contetftat was
encapsulated
lype-s an object identifier for the signed content
type-p an object identifier for the parameter receiving extra|

encryption protection
unauthOK flag indicating whether an unauthenticated signature is

valid (optional)
2 Invoke“Verify EnvelopedDataon pagel 74 with the following input:
d Jor:
lype-t lype-t
ype-p. ype-p
Designate the value d¢freturnel asm. Note:m has the following format:
m a structure containing:

t arbitrary data
S an instance ofignedData

Appendp from the results of Step 2 ip.t.
Invoke“Verify SignedData (8)” on pagel56with the following input:

t the result of Step 3
d dm.s
ype type-s

unauthOK unauthOK

5 Return the following:
t m.t
p p from the result of Step 2
Si si from the result of Step
type -t typet from the result of Step 2
type -s typefrom the result of Step 4
type-p. type-pfrom the result of Step 2

Continued on next page

Draft Version 1.0.1



Book 2: Programmer’s Guide
Page 196

SET Secure Electronic Transaction Specification
as of December 10, 1998

Extra Encapsulation with Signature,

continued

Sample code:
EncX EncX(s. r.t, p)
dataTBS SEQUENCE ::={
t t,
p_p

|2

encxSignatureOnly SignedData ::= {

Thefollowing ASN.1 sample code shows h&mvelopedDatas constructed as the result of

sdVersion 2,
digestAlgorithms {
{ algorithm
parameters
b
ho
contentinfo {

contentType

id-shal ,
NULL

type-t
h

certificates {
crls { - h
signerinfos {
{ siVersion 2,
issuerAndSerialNumber {

issuer

s.issuer

serialNumber

s.serialNumber

L .
digestAlgorithm {
algorithm

id-shal

parameters NULL

authenticatedAttributes {

{type contentType
value type-t
b .
{type messageDigest
value " SHA-1 hash of dataTBS "
b
ciigestEncryptionAIgorithm {
algorithm id-rsaEncryption ,
parameters NULL
2
encryptedDigest "Signed  authenticatedAttributes"

[~

Continued on next page
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Extra Encapsulation with Signature,  continued

Sample code: dataTBE SEQUENCE ::={
EncX t ot
(continued) ) s encxSignatureOnly

encXEnvelopedData EnvelopedData ::= {
edVersion 1,
recipientinfos {

{ riVersion 0,
issuerAndSerialNumber {
issuer r.issuer
serialNumber r .serialNumber
ho
eyEncryptionAlgorithm {
algorithm rsaOAEPEnNcryptionSET
parameters NULL
ho
ncryptedKey " RSA encrypted OAEP block

3

encryptedContentinfo {
contentType type-s ,
contentEncryptionAlgorithm {
algorithm id-desCBC
parameters cbc8Parameter

L
encryptedContent " DES encrypted dataTBE

[~
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Simple Encapsulation with Signature and Baggage

EncB The simple encapsulation with signature and baggage opdfat®(s, r, t, b)implements
signed, encrypted messages with external baggage.

Compose EncB

Step Action
1 Receive as input:

S the signature certificate of the signer
r the key encryption certificate of the recipient
t the content to be encapsulated
b the baggage
type-t an object identifier for the content bf |
type-s an object identifier for the signed contentt of |
type-b an object identifier for the content bf |
certs additional certificate(s) to be included in message (optional) |

2 To link tuplet with b, invoke “Composé.inkag€ on page 149 with the
following input:

t1 t
2 b

type type-b

3 Invoke“ComposeEnc’ on pagel91 with the following input:
S S
r r
t the result of Step 2

type-t type-t

type-s type-s

certs certs

Appendb to the results of Step 3.

5 Return the result of Step 4.

Continued on next page
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Simple Encapsulation with Signature and Baggage, continued
Verify EncB
Step Action
1 Receive as input:
d a structure containing:
t an instance dEnvelopedData
b baggage
type-t an object identifier for the contetitat was encapsulated
type-s an object identifier for the signed content
type-b an object identifier for the content of the baggage
2 Invoke“Verify Enc” on pagel92with the following input:
d dt
type-t type-t
type-s type-s
3 Invoke“Verify Linkag€ on pagel49with the following input:
d t from the result of Step 2
12 db
lype type-b.
If the result idailure, invoke*“ CreateError Messageé on pagel37 with the
following input:

errorCode baggagelLinkageFailure

One ofthe result of Step 24st, a linkage Extracttl fromt.
Return the following:

t the result of Step 4

b d.b

type -t type-tfrom the result of Step 2
type -s type-sfrom the result of Step 2
type-b typefrom the result of Step 3

Continued on next page
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Simple Encapsulation with Signature and Baggage, continued

Sample code: Thefollowing ASN.1 sample code shows hegsultis constructed as the resultEfcB(s, r,
EncB t. b).

detachedDigestedBaggage DigestedData ::= {
ddVersion 0,
digestAlgorithm {

algorithm id-shal
parameters NULL
b
contentinfo{
contentType type-b ,
L

digest "SHA-1 hash of b"

Continued on next page
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Simple Encapsulation with Signature and Baggage,

Sample code:
EncB
(continued)

continued

dataTBS SEQUENCE ::= {
t 1,

b detachedDigestedBaggage

encbSignature SignedData ::= {
sdVersion 2,

digestAlgorithms {
{ algorithm id-shal
parameters NULL
I
contentinfo {
contentType type-t
content dataTBS
certificates { .. 4
crls { - h
signerinfos {
{ siVersion 2,
issuerAndSerialNumber {
issuer s.issuer

serialNumber s.serialNumber

L .
digestAlgorithm {

algorithm id-shal ,
parameters NULL
Lo .
authenticatedAttributes {
{type contentType
value type-t
L |
{type messageDigest
value " SHA-1 hash of dataTBS "
I
ciigestEncryptionAIgorithm {
algorithm id-rsaEncryption ,
parameters NULL
encryptedDigest "Signed  authenticatedAttributes"

[~
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Simple Encapsulation with Signature and Baggage, continued
Sample code: encbEnvelopedData EnvelopedData ::= {
EncB edVersion 1,
(continued) recipientlnfos {
{ riVersion 0,
issuerAndSerialNumber {
issuer r.issuer
serialNumber r .serialNumber
L . .
keyEncryptionAlgorithm {
algorithm rsaOAEPEnNcryptionSET

parameters NULL

L
encryptedKey " RSA encrypted OAEP block

2
encryptedContentinfo {
contentType type-s
contentEncryptionAlgorithm {
algorithm id-desCBC ,
parameters cbc8Parameter

Lo
encryptedContent " DES encrypted encbSignature

|2

encbResult SEQUENCE ::= {
envelope enchEnvelopedData

baggage b

3
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Extra Encapsulation with Signature and Baggage

EncBX The extra encapsulation with signature and baggage opdtatBX(s, r, t, b, p)
implements two-part signed messages encrypted with extra encryption and with external
baggage.

Compose EncBX

Step Action
1 Receive as input:

S the signature certificate of the signer
r the key encryption certificate of the recipient
t the content to be encapsulated
b the baggage
p the parameter receiving extra encryption protection
type-t an object identifier for the content bf
type-s an object identifier for the signed contentt of

type-p an object identifiefor the parameter receiving extra
encryption protection

type-b an object identifier for the content bf

certs additional certificate(s) to be included in message

(optional)

2 To link tuplet with b, invoke “Composé.inkag€ on page 149 with the
following input:
t1 t
2 b

type type-b

Continued on next page
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Extra Encapsulation with Signature and Baggage, continued

Compose EncBX (continued)

Step Action
3 Invoke“ ComposeEncX on pagel 99 with the following input:

S S

I~

r

the result of Step 2
p b

type-t type-t

type-s type-s

e~

type-p type-p

certs certs

Appendb to the results of Step 3.
5 Return the result of Step 4.

Continued on next page
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Extra Encapsulation with Signature and Baggage, continued

Verify EncBX
Step Action
1 Receive as input:
d a structure containing:
t an instance oEnvelopedData
b baggage
type-t an object identifier for the contetitat was
encapsulated
type-s an object identifier for the signed content
type-p an olject identifier for the parameter that received extra
encryption protection
type-b an object identifier for the content of the baggage
2 Invoke*“Verify EncX” on page?01with the following input:
d d.t
type-t type-t
type-s ype-s
ype-p lype-p.
3 Invoke“Verify Linkag€ on pagel49with the following input:
d t from the result of Step 2
2 d.b
type type-b
If the result idailure, invoke"“CreateError Messagé on pagel37 with the
following input:
errorCode baggagelLinkageFailure
One ofthe result of Step 24st, a linkage Extracttl fromt.
Return the following:
t the result of Step 4
b d.b
p p from the result of Step 2
type -t type-tfrom the result of Step
type -s type-sfrom the result of Step 2
type-p type-pfrom the result of Step 2
type-b typefrom the result of Step 3

Continued on next page
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Extra Encapsulation with Signature and Baggage, continued

Sample code:
EncBX

Thefollowing ASN.1 sample code shows hegsultis constructed as the result of
EncBX(sr. t. b

detachedDigestedBaggage DigestedData ::= {
ddVersion 0,
digestAlgorithm {

algorithm id-shal
parameters NULL
b
contentinfo{
contentType type-b ,
L

digest "SHA-1 hash of b"

3

linkedData SEQUENCE ::={
t t,
b detachedDigestedBaggage

}

dataTBS SEQUENCE ::= {
i linkedData
p_p

Continued on next page

Draft Version 1.0.1



Book 2: Programmer’s Guide SET Secure Electronic Transaction Specification
as of December 10, 1998 Page 207

Extra Encapsulation with Signature and Baggage, continued

Sample code: encbxSignatureOnly SignedData ::= {
EncBX sdVersion 2,
(continued) digestAlgorithms {
{ algorithm id-shal |,
parameters NULL
2
Lo
contentinfo {
contentType type-t
certificates { .. 4
crls { - h
signerinfos {
{ siVersion 2,
issuerAndSerialNumber {
issuer s.issuer
serialNumber s.serialNumber

L .

digestAlgorithm {
algorithm id-shal ,
parameters NULL

authenticatedAttributes {

{type contentType
value type-t
{’type messageDigest
value " SHA-1 hash of dataTBS "
b
ciigestEncryptionAIgorithm {
algorithm id-rsaEncryption ,

parameters NULL

2
encryptedDigest "Signed authenticatedAttributes"

[~
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Extra Encapsulation with Signature and Baggage, continued
: dataTBE SEQUENCE ::=
Eﬁ(r:ng(e code: T linkedData ¢
. S encbxSignatureOnly
(continued)
enchxEnvelopedData EnvelopedData ::= {
edVersion 1,
recipientinfos {
{ riVersion 0,
issuerAndSerialNumber {
issuer r.issuer
serialNumber r.serialNumber
L . .
keyEncryptionAlgorithm {
algorithm rsaOAEPEnNcryptionSET
parameters NULL
L
encryptedKey " RSA encrypted OAEP block

2
encryptedContentinfo {
contentType type-s
contentEncryptionAlgorithm {
algorithm id-desCBC ,
parameters cbc8Parameter

Lo
encryptedContent " DES encrypted dataTBE

enchxResult SEQUENCE ::={
envelope encbxEnvelopedData
baggage b

|2
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